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1.1 XHEfET

AXEBNAT Allwinner REHENARSTHEE. TETEMNARETF normal AR B, BE
WHRe. ¥2B5h (Secure Boot) . REAR4 (Secure OS) . ¥£MNA (Trusted apps)
EHmE. AXMBHERE. £2B5) (Secure Boot) . KEARH (Secure 0S) . KENAM
F%& (TA/CA FF&3551) « BEHEPEME. RELARAKE Flash FWMBRE/LNHFEHITNSE.

1.2 BiRRE

Allwinner FFEMHEXFERAZR

1.3 EAEHE

Allwinner }{FE4S

Allwinner £/ 4.9 EShRZAH kernel BNEHEFE
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2.1 BERAENA

LERGRETRHEGNHNREBRAL R, HXEENRRERSZRNVTEMS. REME.
AR, NMTARGRE— NI ENEITIFR,

2.2 REEMNE

2.2.1 BIEMEEE

a. BANX P, HERMBHINZS, AN,
b. BX Y. MERHXZE, FFRAZE,
c. MAZRE%. E(D)o BFLIMEBRI BN B EIBA X —FhiE i X £,
d. Fi Ko BHEMBMNEREEZFHXESH
R Wmzaal v vy [mmEz] PP
Ex- Dxa
=L
n#EERLKe EHRKG
B 2-1: MERXRE LI

2.2.2 MERE

a. WMMNEERZE: %, BERNEE—1EH. il AES B,
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b. IFMMBEZL: 1%, BEZANEFRNEDR, — 18R “2F, A, Z—1EREFE, A
Thih. HPF—IBATFME, Z—IERTHRE. bl RSA B,

c. 8% (hash) B —MREERZ, B—E2AEKENKEEIHERIEEKEN ML, EF
@ X Ma R I R a1 BRI EE.

] ~Y

Q w

FEXF RN % ®

\

XERR N B

2-2: XHFR R ARSI FRONE

2-3: BEHE
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2.2.3 FE5IH

VFER: RFERZRIFNNBANBERASHFRHERANNA, AFEIRILEEEHERE
HoOERREN, ERERETIAEELSIN; AIRIEESBELREREIAERBEIEMEDR,
EENXHBEIRXMN

G P

SHA256

2-4: BFEH

WA © BSEERERHERAE. RE—TF 4



( Auwiner
ISR WE

BvaEs

SHA256 RSAZHH | @

BFRmE | BTFmE

2-5: IFE A

HAULES: B—TMRIERENFORFELNEELABRREEE S URATFERNIXG, B—
AR 14 B B SXAS
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CAMWLKY: WEFIZIUE (Certificate Authority) H.(»

& 2-6: IEPLEH

2.2.4 efuse

efuse: —RMEAIRIZBLT R, BL SoC £/ T — efuse BREIZHBE2{EN OTP (One-Time
Programmable, —XMAI4IE) 728, efuse NEFHIERAEM 0 TR 1, FEEM 1 TRE 0, R
Lﬁ\E'—EJ')\_;Ko

WA © BSEERERHERAE. RE—TF 6
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2.3 TrustZone

TrustZone & ARM {RHMZLBAA R, ETEREBINZSIREFARIFEHEIMEEAR, BH
BEMHITIAE (Trust Execution Environment) » TrustZone RZEEGN T BT,

Normal world Secure world

Secure world
user mode

!

Secure world
privileged modes

Normal world
user mode

-

Normal world
privileged modes

Monitor mode |«

2-7: TurstZone Z&iEA

TrustZone AR REHZRIRERATIFE, 25AREMHR (Secure World) HIFRLHR

(Normal World) , FiE ZE2RENIREELTSHANT, HEREEEIFZ2ERNT, 2ottt
A5ER LM RIET monitor mode KHITIHR, BEREE (TrustZone security whitepa-
per.pdf)

2.3.1 OPTEE

RZABET TrustZone #HE T HOCHNZLIREFASL, FEEXENIMAR, ERESH=ER
GP (GlobalPlatform) 154, GlobalPlatform E—METWHERREARS, BMHFH .. i
EHRAELZEOANFEARINE, EHZNEAFIVIFENEEREZ S, AJERENISIE,

OPTEE 2 Linaro XEHM/L M AB—REFALKHET ARM TrustZone &AL TEE 75
%, B1E GP 1h,

WA © BSEERERHERAE. RE—TF 7
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2.4 HHXKIE

e SMC:Secure Monitor Call, ARM £AHM—%15<, AUt CPU M Linux (3F&%) EHiEB
%% Monitor (Z£%2) ERXHIT,

e RPC:Remote Procedure Control Protocol, OPTEE 1, BF2{E Linux F&EHI—FH
%, Eba0,OPTEE HAREIEE XK, #ii@id RPC @M Linux FTHIXHRFRTHK.

e REE:Rich Execution Environment, & B X, BZAREEMHITIFIE, thalE LMW
Linux,Android %%,

e TEE:Trusted Execution Environment, RI{EHITIFE, BIZEHITIFE, XN XIEA, Fr
B, HREEHB P A LIS ER,

o TA:Trusted Apps, £ TEE MAITHINABERF, TTRAFP EERIFAES, LI EBRRF.

o CA:Client Apps, £ REE THITHNAEER, Tl & @, FREERIFHES, LB EEM
o

e UUID:Universally Unique Identifier, :@RM—iR5i, B4 HEAFEIE, BSEFES, H28
IRBES (90 MAC) 4ARf.

WRAFRE © BseEREROERAE. RE—TNF 8
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TrustZone HABRL 2R EMEAMIMINERIR, allwinner F & £, REFREHFIRAY
fREEI e ERIMEHITER], AAETE=1:

e spc(Secure Peripherals Control)

EEIMNRZ 2R, FIMBIRENG2E, ZRIMRBEARE R A RIERNR, FRLHRT
TR, 3R 0,

e sid(Secure ID)

5%l efuse BIAIAl, efuse HIIHIEI R EEIEID sid ERHTosid BAFIEL L, RLIELLIYTIH
in], 1Bi@3d sid ihir] efuse B, 2Ll efuse FREZRESHMRARILIAE, LS RIFRNSEELSE
REEA 0o

e smc(Secure Memory Control)

EHRNEHILRIERYIGE, RMUTENRNEFRIRENREE, ZZRANREFERE LR AN
8], LR EELRL, %A 0o

WA © BSEERERHERAE. RE—TF 9
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4.1 BEA[RE

secure boot BEndiEH, THERBIN, ZENARMR MR, RIVBIRA5IRRS%. KE
FEINANRKEERIEDNR, ELSISRAFHHENERIE

Z2MRETEHNR N EHIT:

4.1.1 EFIEHREERL

B 2EEIED, ERIERTEHNBEE, SHEIBERENGE, SERIERICRNE 4G
#FE, MLPRTERINESHREESLL, mETRISAAE R OK, EH4mZ N FEHA
B, brom->sboot->atf(64 {IF&,32 T & NEkid)->OPTEE->uboot->boot.img BIEshiE
ZH, 1 FEMGEEXIMENE R B T ZFEGNRERNE. BRENSENTLB5.

B &FEANEREIERIEN F:

. {£/A efuse R rotpk MFAIIBEHIZRM rotpk BB 1%,
. A rotpk IIEIEPHIEME,

. FAIERFIERHN QPRI FE SR B A M.

. ERFEHXIRAEFHIERVE & BRI FEGNE M.

B W N -

WRIRFE © HRB2ERRRNHERAE. RE—TIMF 10
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Yerify Flow

—_—

ot Certificate

4-1: EfFRIETE

4.1.2 BrEIRIRAE S
B 2aE— M AFHERORIRAS, S X NEEHEIEEAS SEENREAS, B
RASATFEFOAITROMRASE, IHEHFNPERIRIES.

A SRFEMAMEENRES, BREENRETSHFAEETINREEHF, RESHRARH
(B,

ENAUWAEEM- MO0 B HERZLEH, F8E secure boot,

WA © BSEERERHERAE. RE—TF 11
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4.2 BCEZRIH

IEBHNERSTEELESIHR2EGNITERIETR, THIINCE, RAFBREEIPERNER
HERAXEIR], ECEAZEMM, F—TMEERRMNEBEANERTREMTRR, E-MEERZ
AIERIFRYE SR, Mt AR RIS BRUNT:

a. £m%EH

1517 build/createkeys TH, &ZENN T &G, BVE] B4R E AT,
HRBIZRFAMTF out/$(platform)/common/keys BR o

Hr rotpk.bin ARREITHF, BTFEIERIEFHIAH. Rotpk.bin FEERR T L2EHFHY
K& EARRRICHBR, £AGERER, ¥0 rotpk K5, EttiT8EGRBTAEGEER
B9FAEH. — P EMHFEZ MR AR, B MO EARRIEAXNEITER AL

A BE

REFPMEMEXREYN, PAREMFEA. ERNERENEZERTF

b. EAEEZA

MRZHBELXERSFH, BERHAXHEME longan/out/$(platform)/common/keys B R TED
A,

A

BN AHHRER BB RET SEHTENSEMTERN. A FEERNERFTAT B FERLEAN
BT 8, SNTaZIEARkRSENETIHEENERMEN

4.3 ECEFEIRIRAS

SRESISEHHEE, SWLLEHEIRES S50 REFRERRE S,

FAEIRRRZS S 1E longan/devices/configs/chips/$ {chip}/configs/default/version base.mk
PFHTERE, XHPEEER I EMARE:

WRIRFE © HRB2ERRRNHERAE. RE—TIMF 12
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4-2: BiELRh A S BECE X

¢ ROOT ROLLBACK USED
EEE7 M BROM EARMEIRIRAS, FTaEX, ELEE, £AMIAMERH,
¢ MAIN VERSION

E IR EIR A S, RIASEEN 0-31. EEEEMESHSERIANEHFIRAE SR,

4.4 ERE2EFF

£ longan B Fi&17./build.sh pack secure EIAiT B %R £ E .

4+ BIEHETE longan/out/ BRF, A phoneSuit TE#ITHER.

4.5 ROTPK 185

Rotpk i#@id PC i TH dragonSN #1T/%R, DragonSN THiEE usb 5&&FBEE, IT6I&E
IRFRIEEH rotpk 58, BEFRRSBEOT:

1. E2E burn key Bt

RE burn key BMERN 1 /5, ®8EFT R1EW DragonSN &id usb FHHEER, #HITHEHMK
MR IE. ZBMEXH devices/config/chips/chips/configs/{board}/sys config.fex
M, [target] T T, WE, MNRKXEXEE, % burn_key=0 2IE,

WRINFE © HRB2ERRRNERAR. RE—IF 13
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4-3: FEE key B1*

2. 18R2EHHRR, TENEANZALHISERD rotpk LA, BEAREFR rotpk ER
B\ lim By IR AR,

3. 7 PC iwfEdE DragonSN T EFiE1T.
4. 8EB T usb 5 pc EZEEFHN.
5. DragonSN ERIEEEEZEHFBIER (¥ DragonSN TENFERRA) .

o rotpk JEREN/)\WEHAIMIETE,

AT RIEFARIRIFEEIRD rotpk, BRE/NWiH=MEIMNILIER, BERIZWN T:pc TRATABN
rotpk,uboot REMIAS HEiEHH rotpk ILEE/E4153K Monitor #Ri% rotpk. XF 64 A
SE&,Monitor 4 ATF, 3¢F 32 ¥ &,Monitor &5 OPTEE,

FC 1 TEEER 3.1E Hsecure os
dragonsh BRcepk). || Uboot Bk Secure os
2 T & /Irotpk
5 LETENS Rrotpk
ETCE

4-4: rotpk BRI/ iR IE

4.6 EEFIM

1. rotpk REERR—R, RREFABENR. BZERE (BCEEB-a. EWMER) PERNER
XfFo

2. BRI L2EMNE, SHEREEHENEHHTREMNE, XMERRREBEN, SENE
EBEIHNEMARERN. RREEHNEBEGHFRDESER,

3. TARER rotpk B, BLIRIER _ ERANVINIE, HEHITEEMNIIERE.
4. BRWEE, SHRRIERBAEIRRAES A 0o

WRINFE © HRB2ERRRNERAR. RE—IF 14
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secure 0s

5.1 OPTEE /M43

Allwinner BT & %A OPTEE £} secure os BISEI, ©=4&&E ARM Trust-Zone #
TEE/GP &=\l i5 &, @it OPTEE ¥{EMH TrustZone AR, BN OPTEE G, E{TR &% A
AR TERFTR, FTENSEMAN OPTEE &, R4 <ttt

Rich OS
o > .
Native Applications ] 0 P-T o8 T

4
Wrapper APls
optee_client

DRM Pa t orporate
...................... desssssmmmnnn, b ionlﬁpplicatiun

Trusted 5 Led Trusted
TEE
|&Jpplicant| TEEC P AR I Optee_os
2 P A’

.......................................

USER

USER

TEE Internal API

. A B

locure TEE core [TEEfunctmnsa‘Ilbs 5 8
J 2

2

. (crypto...)
Monitor

PRIVILEGED

HW resources
crypto, timers, watchdog, fuses

ARM® TrustZone®enabled

chipset

5-1: OPTEE Ef&Z%E#4

5.1.1 OPTEE OS
7IE177E TEE FRH oso FEAR:
1. TEE THESREE.

2. TEE THYZHIRDEC,
3. A TEE THNARFRERFER, XERAFHES GP MER TEE internal API,

WA © BSEERERHERAE. RE—TF 15
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5.1.2 OPTEE linux driver

REE Fi8i53K TEE HIBEMNEFIRHRSEE, EE@T TrustZone 1I8ER smc ERAA
1To OPTEE linux driver 37 X%¥iEX, REE X TEE IFERIER A EIZIRIEEHE, B ¥y
OPTEE linux driver 89 10 ctrl #OTF %,

5.1.3 OPTEE client

OPTEE client B/ NAi&

a. XF REE ¥ TEE BVi53K,GP EfEMNEIEO, #7189 TEE client API, OPTEE client 323}
X3z REE ME TN AEFEREE{ Y TEE client API O {TRIZENT M TEE
Eljlﬁjzo

b. OPTEE OS HFiE{TREEEIAR REE IR HEN#HITXH1%(E. OPTEE client 1ZWIXLEERK
Fi#H1TIE, 90 TA (trusted apps, 7 TEE HIBiz{THNBEF) MIIE. TA F6&87F REE
IFIERIXHAS, 1517 TA BY,OPTEE OS 153K REE %2EX TA WWEUEEHEHTME (BEHHX
REE T TA #EXBIFARAEHE)

5.1.4 TA/CA

TA:Trusted apps, i177E TEE HMENNBRERF, 8UXE ENEZELIEE TA #1T,

CA:Client apps, t#59 NA (Normal apps) . 7 REE & TN BRER, BMESABIN A
5

TrustZone R ARRIERAEARLILA M REE FTHNAERFIERK TEE FTHNARFRITELE
KRS B BRI

WINEFA P 250, REE 1A P IANER, TEE b3 AFRRANZBSIEENEBEE —H.
RO/ AT, XERME REE Se2 MEMIRERN BRI ER TR T RN E
FMVISIE, RIET EREFEENET S,

XETNEEAHRE TA/CA BLA LI, CA fEX client KifEiFK, TA A IE,

5.2 TEE =1TIFRECE

AT TA/CA BEBIEEERETE, HEFMEKR, EERIE TA/CA 5178, TEE HI{THIEE AL
BEFTEE, BN OPTEE OS. OPTEE linux driver. OPTEE client BB Z YHFIFE
iB17, FEZEMNAMREBINAIEE,

WRIRFE © HRB2ERRRNHERAE. RE—TIMF 16
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5.2.1 OPTEE OS

ZLEHERIFNELES OPTEE 0S, BZ£EH#E#1T secure boot MiZizH &

OPTEE OS., TFHEFIMCE,

5.2.2 OPTEE linux driver

a. AZRIFECE

RIZRIZFETIN linuxdriver, EEBE A AT

1. 7£ longan BR F#iA./build.sh menuconfig #NAZAEE Ul

2. {FEEfLE:

eneral setup --->
[*] Enable loadable module support --->
-*- Enable the block layer --->
latform selection ---=>
us support --->
ernel Features --->
oot options --->
serspace binary formats --->
ower management options -.->
PU Power Management ---=
[*] Networking support ---=
Device Drivers ---
irmware Drivers
ile systems --->
[ 1 VYirtualization
ernel hacking ---=>
ecurity options ---=
-*- Cryptographic API --->
ibrary routines ---=

5-2: HNREHECE

3l

=1
~F

WRAFRE © BseEREROERAE. RE—TNF
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lguration

r> selects submenus ---> (or empty submenus ----).

Highlighted letters are hotkeys.

Pressing <Y> includes, <=N=>

Press <Esc»<Esc> to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module

*

/\'—I\'—'*l\'—'.’\'—'
Vi V= V= e

[

1

pmsg drivers ----

0C (System On Chip) specific Drivers ---=

eneric Dynamic Yoltage and Frequency Scaling (DVFS) support ---=
xternal Connector Class (extcon) support ----

Memory Controller drivers ----

ndustrial I/0 support ----

ulse-Width Modulation (PWM) Support ---=
ndustryPack bus support ----

eset Controller Support ----

MC support ----

HY Subsystem ---=

eneric powercap sysfs driver ----

< = MCB support ----

[

1

erformance menitor support --->
eliability, Availability and Serviceability (RAS) features ----
ndroid ---=

< > NVMEM Support ----
< > System Trace Module devices

A

[

>

ntel{R} Trace Hub controller
PGA Configuration Support ---=
UNXI MPP support

]
< > Trusted Execution Environment suppory

EE drivers --->

5-3: f£8E linux TEE driver

LU K# N TEE drivers —-> 4)i%:

r> selects submenus ---> (or empty submenus ----)., Highlighted letters are hotkeys.

1tE drivers

Pressing <Y> includes, <N>

Press <Esc=<Esc> to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module

< > OP-TEE

[

]

P-TEE Benchmark (EXPERIMENTAL)

5-4: {E8E TEE driver F OP-TEE B9 driver

5.2.3 OPTEE client

a. MAIINMITHZSER tee-supplicant N AR

BRIZHFHXH# N E longan/out/$ {platform}/linux/common/rootfs def/3f XHFETF:

XH#& EIE

tee-supplicant bin/
libteec.so libteec.so.1 libteec.so0.1.0 lib/

WA © BSEERERHERAE. RE—TF
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A ws

NS, £ longan BRTFiETT./build.sh ASGHERMNEDEER supplicant BREFITEIRXH
Riih,

b. i&1T tee-supplicant M EF.

1) 7mE— (FaEsh)

7f linux 18 F, 1% tee-supplicant FAIEBH (/bin), #17:

(./tee-supplicant & )

A &g

tee-supplicant BEITESEIRMEIFKIF TEE MIER, FRIEE, EFERE &

2) HEZ (BEhE5E)

f&eL linux #4a1LRIE, FAMBSEEIEED.

5.2.4 TEE M IRANEZEEGE

a. TEE MERAEFER,

TEE HRERANAEE 3 887, a7 A/E optee os fRIFIIEE. FEDERUT:

i. #£ER%E: BFREESTEEREIEHL, TrustZonesi RFREESTEEM R Bi&id smci#iT, smc REEBIT H 1788 A R
IR, B2 IR ET HEAEH TR,

ii. Optee osA7F:optee osEAMIANTE. optee oshiEFILAIETT.

iii. TARTEHE: INETA. HMETAE., KRMWAEZIE,. Hoptee os#EHITHEL. HELAE—INTANNERLERTAR
optee_osifia], EMtMTAT kA,

b. WA TEE FEREF.

HERNFRZM TEE BEIHRNR, XESASIER TEE #1TEE, NRAZBIARLRE,
SSBAERIZA REE 5 TEE XERE. Hfth os EENRNTEF REE &AIAMNFR REE £H15
IXERNFEENEARIERRAERE 0 METHRE.

IR © HiB2EREROBIRAR. RE—INF 19
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Ak, EEREANZILLNIZINE TEE K iEFERYIEMIEEE), BEREIRDIHR, BEFEES
EWNT: B4 arch/arm64/boot/dts/sunxi/$ {platform}.dtsi, STIANM TFASB. SDK &
KEETE, TEEEH.

linux-5.4:

reserved-memory {
#address-cells = <2>;
#size-cells = <2>;
ranges;

b131 {
reg = <0x0 0x48000000 0x0 0x01000000>;
3

HAthhRrZs linux:

((/memreserve/ 0x48000000 0x01000000; )

5.3 TEE iz THIEER

TEE BTHEER AL E SBEEGRIA @Y TA/CAEHET TrustZone HABINEE, TA/CA AR
¥ TA/CA F43E516
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6.1 FARMNIEEREH

FERFIEBE T longan/tee kit, B REMWINT:

X () sz

build.sh YRIFHIA

dev kit PRIFEH (FEHEX)
demo demo

platform config.mk F&EE
tools HRIFTHE

6.2 WiE

a. i&17./build.sh -t, fREHRiE TESE,
b. &17./build/sh 4i¥FiE DEMO,

6.3 ZRiFRAfEA5iBA

kg IhRE
-h BREBEE.
-t i tools BRHFHEFIFT A,

clean JEBRFIE demo miFtHt.
config HEEREFTE,

6.4 #01

BT EIRE:

WA © BSEERERHERAE. RE—TF
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o TA/CA IZTTRHBY A M

X% #EIE
.Jdev kit/arm-plat-${platform}/export-ca/bin/tee-supplicant RREALE
./dev kit/arm-plat-${platform}/export-ca/exportlib/libteec.so /lib

./dev_kit/arm-plat-$ {platform}/export-ca/exportlib/libteec.so.1 Nib
./dev kit/arm-plat-$ {platform}/export-ca/exportlib/libteec.so0.1.0 /lib

o SCPREY TA/CA 1EF
demo XN AVEEHXH (0% demo BIIEER)
6.5 BT

6.5.1 i=z1T%Bh REE 5 TEE &SR #IE

((${Supp dir}/tee-supplicant &

Supp dir A E tee-supplicant FE R,

tee-supplicant {EATIFFHIZIETT, F=IRE], BAH 6" 1E1To

6.5.2 =17 DEMO

6.5.2.1 helloworld

X demo EBR CA SNfEIAR TA, URIM@ESEERNEMA TA FiatisE.

a. ¥ENRXXH

X% Enz
./Jdemo/optee_helloworld/na/hello world na RREME
./demo/optee helloworld/ta/12345678-4321- /lib/optee _armtz

8765-9b741£3fc357c7c61.ta

WA © BSEERERHERAE. RE—TF
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b. &B1T

e et

hello world na NA:init context
NA:open session
TA:creatyentry!
TA:open session!
NA:allocate memory
NA:invoke command
TA:rec cmd 0x210
TA:hello world!
NA:finish with 0

hello world na 1234 NA:init context

A:{1234} AIUAERFRFE NA:open session

TA:creatyentry!

TA:open session!

NA:allocate memory
NA:invoke.command: hello 1234
TA:rec cmd 0x210

TA:hello 1234

NA:finish with 0

6.5.2.2 encrypt_file storage

7 demo BRIIfAEE TA £ REE IXH RS EE. . 5. BBRINE XXM

a. ¥R

X ANk

demo/encrypt file storage/na/demo/demo EEIE
demo/encrypt file storage/ta/2977f028- /lib/optee armtz
30d8-478b-975c-beeb3c134c34.ta

ai

WA © BSEERERHERAE. RE—TF
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[iTE08
XHELZ L test Al Hi
demo -c test BRI B

demo -w test

SRYEHEH demo FENLARL

—- Write file:test with 256 Bytes data: —-

99 9¢c 9b 66 88 2c c8 ¢c9 19 55 72 10 f7 c3 70
7f

la 51 56 74 35 03 e4 6f 1b 40 4d 64 29 b5 ba
c2

52 56 a8 db 03 f1 25 1c 47 97 ac bf da 1d 3f
f4

ed 1569 a3 18 cd 92 33 0fdf 98 b7 15 d2 fa
67

a8 23 c2 ab 1568 48 dc 00 f4 9¢ db 91 5b dO
80

70 ba a3 88 08 36 3b 96 16 53 ce aa 26 c9 12
4f

ec 55 fa 82 bd c2 5f 3d b7.7b 984a 56 €9 4a
c6

a4 ed ce 2c 24 89c3 b9 dd 92 64 83 db 5 d2
48

cadeca0811a946 49 a4 de 93 fac8 5d cl
ec

4b 1071a ee 9a 5d 28 f7 6f 8c fa 4b 02 ce 13
cd

9c de d5 ad 08 9b 76 ad 7b O0a a8 c3 e6 ea 31
bl

7a 4b a0 94 28 ¢c8 8¢ 97 d4 08 62 d7 56 75 25
2

d37a205c 1797 0a 12 21 32 5509 1d 86 ba
18

51 dbac79a4b990f9cl1 7251 18 68 76 8a
3c

70 aa 98 07 c1 22 1963 55 ee 6¢ f1 75 a6 89
c7

02 37c027f0dl 21 32c372c9 2c 6854 €8
d8

—- Write file:test end! —-
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A AN
[SIEic-4

XHEZLL test Al

fath

demo -r test

demo -d test
demo -h

—- Read file:test 256 Bytes data: —-

99 9¢ 9b 66 88 2c c8 ¢c9 19 55 72 10 f7 c3 70
7f

la 51 56 74 35 03 e4 6f 1b 40 4d 64 29 b5 ba
c2

52 56 a8 db 03 f1 25 1¢c 47 97 ac bf da 1d 3f
f4

ed 1569 a3 18 cd 92 33 0f df 98 b7 15 d2 fa
67

a8 23 c2 ab 15 68 48 dc 00 f4 9¢c db 91 5b dO
80

70 ba a3 88 08 36 3b 96 16 53 ce aa 26 c9 12
4f

ec 55 fa 82 bd c2 5f3d b7 7b 98.4a 56 €9 4a
c6

a4 ed ce 2c 24 89 c3 b9 dd92 64 83 db 5 d2
48

cade ca 0811 a9 46 49 a4 de 93 fa c8 5d cl
ec

4b 10 1a ee 9a 5d 28 f7 6f 8c fa 4b 02 ce 13
cd

9¢ de d5 ad 08 9b 76 ad 7b Oa a8 c3 e6 ea 31
bl

7a 4b a0 94 28 c8 8¢ 97 d4 08 62 d7 56 75 25
2

d3 7a205¢c 1797 0a 1221325509 1d 86 ba
18

51 dbac 79a4 b990f9cl 7251 18 68 76 8a
3c

70 aa 98 07 c1 22 1963 55 ee 6¢ f1 75 a6 89
c7

02 37 c027f0d1 21 32c372c9 2c 6854 €8
d8

—- Read file:test end! —-
Delete file:test !
ERERER
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6.5.2.3 base64-usage

7K demo BRIRIHAY base64 LI NAIFER,

a. ¥ENXH

X

¥z

./demo/base64-usage/na/base64 demo
./demo/base64-usage/ta/b0e8fef8-b857-
4dd4-bfa6088373069255.ta

RREME
/lib/optee armtz

=3
i
ai

AN
Gl

<

fath

base64 demo -e 123456
-e FARERBNFT &, BINFRANN—D
FT

input bytes:

0x12 0x34 0x56
NA:open session
TA:creatyentry!
TA:open session!
NA:allocate memory
TA:rec cmd 0x221
input size:3

encode result:

EjRW

NA:finish with 0
base64 demo -d EjRW
-d EARERENFT&H

o IR{H44 TA BY base64 LIMAYENO

#O

iR

size t EVP_EncodeBlock(uint8 t dst,
const uint8 t src,size t src len);

int EVP_EncodedLength(size t out len,
size t len);
int EVP_DecodedLength(size t out len,
size tlen);

3T src FFIAKA src len B9 u8 A #H1THR
15, B R dst, HEMFRBEN0 £,
BREMEANREEFHERKE, FEEEN\0’
& len KEMNBMNERB/MEBENREK
E, E% out len ., IHEMINRE 1, ItE
MR [E] 0
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#O

5iEA

int EVP_DecodeBase64(uint8 t out,
size t out len,size t max out, const
uint8 t *in,size t in len);

3f in R in len BYRINSHITHERD, 1
HE out, ARIEERIKEEREAN

out len,max _out ¥ out A buffer #Y
Ko BRIMR[E 1, KKHRE] 0o

6.6 WIFECE

TENEBFRHH TA/CA HIIFRIEREKH, RIEER, XERRE—EXER, AAKIEEE demo 1Y

PELEN

6.6.1 TA

a. 7 TA JEBBIE B REE Makefile, BEUTHE:

RE

A

BINARY=$(UUID)

include ${DIR}/ta dev kit.mk

RAERH.ta XX, TEE & TA
B2 UUID AXHZIREX Y, 45 TA
8 UUID —%

TA RIBHRFN ZEGERFRLENTE, £
H dev ki/arm-plat-${chip}/export-
ta_arm32/mk/ta dev kit.mk #1T4R

#F
b. FEFEIEMNIREREE sub.mk, IRERFES:
e R
srcs-y += filename filename HINZRIF
subdirs-y += dirname include dirname THJ sub.mk
global-incdirs-y += dirname ##i¥ TA B AXHIERER
cflags-/-y += ¢ XH4miE flagfilename AEMBIX M, cflags-y WFE ¢ XHEBX
aflags-/-y += s XH4RiF flag
cppflags-/-y += c & s X4iF flag
TA PRIVATE FLAGS += SERELE R TA B elf BYER flag

c. B3 user ta_header defines.h it TA HER
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OPTEE OS 717 TA HRRIEXENE BT TA EEEIZITH IR,

90 TA B93EER%R, TA RTRRBERA/NVELERE, MBEARFIBIRR

o MR TA FEEAKRARIMERK

%ia], J5V8% TA STACK SIZE. TA DATA SIZE {8, it OPTEE OS 1 TA DR EZ e

8o
= (3:5
TA UUID TA B9 uuid, 5 $(BINARY) —%
TA FLAGS iZITACE, A demo BRIAERNA,
SEEEIN DL dev kit/arm-plat-${chip}
/export-
ta arm32/include/user ta header.h
TA STACK SIZE ER
TA DATA SIZE HEAR /)N
d. B2&#A TEE TA API kX #4HiR{t TEE TA API KRS

st )| R

TEE_Result TA CreateEntryPoint(void) F1F TA B9

void TA DestroyEntryPoint(void) %7 TA B9[E1H

TEE Result B2 % session BYHIEIE
TA OpenSessionEntryPoint(uint32 t

nParamTypes, TEE Param pParams[4],

void **ppSessionContext)

void TA CloseSessionEntryPoint(void X7 session BYHI[E]E
*pSessionContext)
TEE Result MITER T HEA

TA InvokeCommandEntryPoint(void
*pSessionContext, uint32 t
nCommandID, uint32 t nParamTypes,
TEE Param pParams[4])

6.6.2 CA

o

o

B8R TEE client API B9k {4,
JAF TEE client API 5 TA X E, 30 demo.

c. ¥ dev kit/arm-plat-${platform}/export-ca/include MAEEZEHR

e

¥ dev kit/arm-plat-${platform}/export-ca/exportlib IINFEEEB R,
fEA - 1teec" ETUEIZESH TEE client API BENZSE libteec.sos
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6.6.3 TA 1%

a. TH/xH TA 0=

FTF2HF TA IIBHF A, EFEMA./build.sh config EFiZFERE=IET encrypt TA(y/n): ,y-
n MBS TA #1TI0%,secure os H1Z TA BN BohHE TA RS EEMRE,

b. EEEMZEA

TA MEFEABEL aes #H1T, BHKER 128bit(16 FH), EHAE dev kit/arm-plat-
${platform}/export-ta arm32/keys/ta_aes key.bin X{H, MNRFEEX TA MEFERH
R, BB bin X

SR fER efuse HRY ssk key ¥t TA #HITHEER, BRI aes key 55 efuse Y ssk key
_ﬁo
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B

TR EARRHITINERE, LREAMEREE N, HIRINEHR. WHHEHNRE, XEE
B key WERERINGEP, KR IEEE dragonSN TH#H1T, key RENARESZ, &
MREFLEFES TR, TERIE key FHERIANEIT MR,

7.1 efuse

REECH AN efuse £, REEER. BT sid #RIRIFEl, efuse FRARABR I AMERD, REMIF
K&, A efuse RURENERASCHRESME, BEWMTF:

OERES  ARdELR L efuse  HILR L efuse

zZe E3 iEH
[ - =[] 0
o KREE
= T Ex7
8 [5H =]

5 ik =
e [ |
keyEtr  [[dhird] efuse D e R 1 = Bitkkey|
key type efuse j

1EMZE A, as

81z

7-1: DragonSN /ERZ £ efuse BBE

e efuse map

efuse TEEGHIRITITRIS, FEERRIFERBIFH key, 81 key EENOH efuse FITEAE(L
BIEERSHR efuse map
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7.2 flash

FREFESHIM flash E, RIFERFREFDN flash KBRS, DARE key FFAE key M

7.2.1 &% key(secure storage)

RT77E flash b, EANBERRFEZERX. BERN flash BELERE. EEEFAIRIE
BRo

o RRECE

Config ltem

xH

HEER ;
ST
KeyaEHR i ':_ EHoREEEAEX
key type

lefuse
Eeees [ —

L&z ] Cwa_ ]

7-2: DragonSN %ERZ £ key BcE

7.2.1.1 keybox

K%L 2 key, XEREN key FREBEX, MEFRFH secure os MEIHEX. FF
2,OPTEE OS{£H efuse HH SSK key RINZEANEIE, N T RIEHIER S, EERER SSK g
#17 keybox #IEHFER. FH.

a. keybox 5l

keybox {ii F secure storage H, dragonSN R THREEIETE key R E| secure storage,
key BEERE| keybox H, BB uboot 1R#E key HIZHFRE.

uboot BIIELTE keybox list F|ETHFIIRRE key BB NEEREER keybox B key, 2N
ElRR. INEEHAERN AT IR,

keybox list MIELZEIF devides/config/chips/${chip}/configs/default/env.cfg H, {EH
ES9E key. FTEHGIFH, BRIFZMA rsa_key =X ecc key o testkey B key SRT7FE!
keybox i secure os fRZFER.

((keybox list=rsa key, ecc key, testkey )
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b. JExR

i#iY dragonSN T E#{TIHESE

o KK
| 24 | L ogkme—»
PC | —1pcF&®4—» uboot 59;-_:9
1H&ﬂi£1@ﬁ%ﬁ%ﬁﬁ——
‘ | N |
ok
s EEmEeaE o

Secure storage

!

Secure
storage

g 1
EET

7-3: key &R 3 keybox N2

c. LEmME

uboot i%EY key jGi%%! secure os. secure os AR RETF, it TA @BIZEOAA,

WRINFE © HRB2ERRRNERAR. RE—IF 32



@LWIMIER
g MXHEER: WE

IMEBERET
| iz | | B8 |
| =9 -
uboot |[—2.i2{tE48— SeGLrg
Os
1 |
4 tai@ it
LIZEUM#ZFRE . — . — Z45HH
| Hi8)
| =3 v
Secure Ta
storage

7-4: key M keybox HiNZAISFE

7.2.2 #hHE key(private storage)

RTFTE private DX, EFNSIELSXAFTRREIANE, EFEEMREFREE flash F, X
NEFRIXNBRENER,

key REFEIXHRA key BIREIEF, AJLLUEI X R S1RE key BIRR

o ERICE

Config Ttem [=

ftt R ]

IREEA |flHkey z
s

KeyE#h  [chioid
key type  |flash -
A [ ]

7-5: DragonSn #RHE key BLE

o DXMEIUL
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B/ 5 private 2XABRRIFALE, ¥ private XL HFBIEFH TR Lo X TFRIBR LA
2X, 1% key NEE#HITOXENK.

vl [E=]=]

chipid |

Ceahms D

ERUSE
B RFERESkey
aE | HE iR

7-6: BAUAEOX

o XHERZ

key RFEIXH R A key BIFHISLME, XA REATUERRNEE.,

Global Config 4 0 W
BESHE 1 <]

BREE |[(ESkey =
ggEw [
tEEwOs 0
e
swgma [ |
e
HiRE2E) [Horosot SaL Server =]
muzg [ |
mas [
mmes
BRE ]
BREE ]
L

| == |

7-7: BhE key ERBR

A EE

BAFETRSIEMFELST key, RNEERNRBRENRRILE key HBARE. MEREHIT key B
RRE, FEERSENTRINEEDR.
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£ sys_config.fex F{EMH $(keyname) filename= "$(path to key file)" FIFZRIERE key BIis
B,

R
\,\""“ﬂe
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Bl TEE g iRais s R

TrustZone EXRLZ 2 5FREHREEMH LHITIRE, RL2RFEEMEITH RN EHR pch
LR THBNE TG BRETHEAERE, KBMRETLEERECHARN. KFENEBRE
K. AEEEMENE (W0 nand) , Fit TEE AR EEBEREFNHETRRTEREFICHINE
/T B, it TrustZone HAMSEHABNEIS S, TEE BRNBIEREREFICHIMEMET
FiLH, RERRIEEER. optee TR IZERNLI, AILIAT TEE HEHHIENI=BER
%o

8.1 OPTEE Secure Storage LhAEHESE

OPTEE Secure Storage B3RN0 T:

Normal World Secure World
@
o
7] TA
2
-] 'EE Suppm GP Internal API Library
TEE Trusted Storage Sve. Call
3
n File System Driver
@
=
*
Manager

8-1: OPTEE Secure Storage #{4Z24
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8.2 XFR{ERIZ

TA AR GP Trusted Storage API M E# 0O, tFO=1ARA TEE Trusted Storage Ser-

vice FIBYFE% syscall SEIFANEI OPTEE B kernel space /1, 3% syscall 2i8FE—&5%# TEE

File Operation Interface & OREMEE NNEIE, TEE XHFRAXIKE NEIEEITING, A

fEiEE—£%8 RPC JE2M TEE supplicant &% REE X Eap<UNBMZNEIE, TEE

supplicant XXLE7H S#H TR, IREBSHVE EMBNHIBEEREIN MM Linux XHRSEH
(BRIAZ/data/tee BR) . U LN EEHIBIRIE, SRRV IELEM,

8.3 LZ4£ 7% key manager

Key Manager & TEE file system FH— A%, ©EXERARGIBEHIBINGER, FXIEIEME
W2 A EIMBUR key H1TEIRE, 7 key manager P FER =AM key: Secure Storage
Key(SSK). TA Storage Key(TSK). File Encryption Key(FEK),

a. Secure Storage Key - SSK

SSK @—" per-device key, = OPTEE /Z&hbY, LM IE key, HFREELZLAEFEPR, SSK B
X4 TSK,

SSK I T AR EFH:

SSK = HMAGspa2s56 (HUK, Chip ID ||,"static string® ) E# HUK 5 Hardware Unique
Key,

b. TA Storage Key - TSK

TSK 8— per-Trusted Application key, AKXt FEK #{THlfi#%. SSK R TARNI+ER
H:

TSK = HMACSHA256 (SSK, TA_UUID)
c. File Encryption Key - FEK

HeliE— TEE X8, key manager =i&id PRNG(pesudo random number generator)
A HERR— B FEK, HiEME2ZER FEK ZH1E meta file B, i FEK &5 f¥ExY
TEE XHE1TINMEZ,

d. Meta Data MZZHIE
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Meta Data INZRIZMNTE:

Meta Field:

8-2: Meta Data Dig'

e. Block data m#;

Block data f e IS
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Meta Field: |Encrypted FEK

iDecrypm:m

TSK |—»| AES__

Block Field:

FEK Block 1V
1\
Eﬂ_—_'_'_" AESGCM
% /\4\‘,
Block IV Tag Encrygﬁlnck Data

8-3: Block data NZ&ig

8.4 f£F OPTEE Secure Storage /9 REE 1{2HIN& X

(RRERE

FCE TA fEAARSSIHIAR OPTEE OS 1R#taI7FiEE0, ATt REE thEMALtEN, SSREIEaIMm
F1z6E. BiAAZS2E demo F8I encrypt file storage
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a. TrustZone
1. PRD29-GENC-009492C trustzone security whitepaper.pdf
b. GlobalPlatform

GPD TEE SystemArch v1.1.pdf

GPD TEE Client API v1.0 EP v1.0.pdf

GPD TEE Internal Core API Specification v1.1.pdf
GPD TEE TA Debug Spec v1.0.pdf

B W N -

c. OPTEE

1. https://www.op-tee.org/documentation/

2. optee os/documentation/secure storage.md
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