< Avuwiner

Tina Linux ER&KiAiK
AW ZicE]]

hRZsS: 0.5
A% BHHER: 2021.04.17



@LWIIWER

MHER: WE

k4758
hRZs S HEHA BIEITA AEER
0.1 2019.01.22 AWA1225 ¥IsERR A
0.2 2019.03.25 AWA1051 b0 pstore A
0.3 2020.04.15 AWA1051 B3 pstore WELE /5%
0.4 2020.06.05 AWA1051 BT XKML, FH pstore HEC
BRI
0.5 2021.04.17 AWA0985 EEIDET LA

WRINFE © HRB2ERRRNERAR. RE—IF



@LWIMIER

MHER: WE

1 #hA 1
1.1 BWEB/ . . . o 1
1.2 EREEE . . . . o e 1
13 FBEAR o 1

2 MAAFRRALTA 2
2.1 GDB . . . 2

2.1.1 Y8 . e 2
2.1.2 BBE . . . 2
2.1.3 R . . e 2
2.1.4 BEZRE . .. 2
2.1.5 FEEBI . . . . o e 3

2.2 gdbserver. . . . . .. e e e e e e e 3
2.2.1 M8 . e 3
222 BEE . .. 3
2.2.3 R .. e 3

23 coredump . . . . . ...l 4
2.3.1 M8 . . 4
232 BEE ... e 4
2.33 R . e 4

24 perf .. 40 e e 5
241 A ... L e 5
242 BEE . . . 5
243 B . .. e 5

25 strace . . .. ..o e e 6
251 IV . . e 6
252 BEE . ... 6
2.5.3 R me e 6

2.6 valgrind . . . . . . .. e e e e 6
2.6.1 T8 . . e 6
2.6.2 BEE . . . . 7
2.6.3 TR . .. e 7

2.7 BERBAEKRABETE . . . 7
2.7.1 BREEERTE . . . e 8
2.7.1.1 FEERIZINEEIEIR . . . . . 8

2.7.1.2 BERK . .. 9

2.7.2 FREGEEHEE . . . e 11
2721 HEHXHERT . . . . . 11

2.7.2.2 BB .. 11

2.7.2.3 MIBRSXH . . . 12

2.7.3 BERINEEECE . . . . . . . e 12

WRIRFE © HRB2ERRRNHERAE. RE—TIMF ii



( Auwiner

XASER: W

2.7.3.1
2.7.3.2

SERMZTEDHE ... 12
BERINEE . . . 12

WA © BSEERERHERAE. RE—TF iii



@LWIMIER
g MXHEER: WE

1.1 REER

AXETERSTEA Tina RETFEHT AZFR, BIFARXARGERRET # Tina &8RRI
ITH,

1.2 &ERSEHE

ASGEATF Tina3.b AU LHEFE; WEERIEZEER, A Allwinner EHFESEE
Fo

Hr, % linux-5.4 A% LERZF pstore ThgE,

1.3 HXAZ

1&F Tina FE/H ABEFSH R AR
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2.1 GDB

2.1.1 N4

GDB(GNU symbolic debugger) & GNU FRARLZHHN—RIALLE, BFERKE GCC 4
ENARBE, ENThEEIEERA, FAGSITNIARAN, AFRRERNNERER, KEEFHFR
R T IRARIEF,

2.1.2 id&

Tina SDK F GDB ;BB EUT dLBRT, RIAFREE GDB #48, FHENEEfLEE GDB,
S=ahr S N

make menuconfig -->
Development -->
<kAgdb-------Fee- e e GNU Debugger

2.1.3 A

1. BB ERFSEAEREY GDB 5, EMHFEFHKEE RS, FiREIRNAIETT gdb BIAEIRAN AR
o

( gdb <process name> )

2.1.4 BEZRZ%

gdb BIREHSR%E, WAERARLIEZE: https://www.gnu.org/software/gdb/documentation/
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2.1.5 FEFM

o ARER
gdb FEZRAFXAR C/C++ HERF. EHRFEBRUAZEIFRE2METHRITXEGFR. Bk
ESHHEL-g . NIREE-g, REFRINEFHNRHINTER, ABE(N2EETHRH
RfFithit,

o LRI
£ https://sourceware.org/gdb/onlinedocs/gdb/Forks.html

o BIE{THIZIER
gdb attach -p <pid> , HF pid AFEALNHEZF,

2.2 gdbserver

2.2.1 N4

gdbserver Er] LAY Binig & LVIEE#HITIZAZ AR AVE 5.

2.2.2 Bd&

make menuconfig -->
Development -->
<‘Egdbserver .. .. .Y, ... .. . oo Remote server for GNU Debugger

2.2.3 1£H

1. SEHESOEMEOARSITH, MKRITAFEAHTNSEER, TIWRRITU TS,

ip addr add dev lo 127.0.0.1/32 //i&EAMEFMNEN127.0.0.1
ifconfig lo up //fE8EIRO

2. T/ WiRETT gdbserver 2%

[gdbserver 127.0.0.1:3456 process //3456AEMRIEAS, AFEZENX, processANRAEFEF )

3. EENIRM adb imOBRES
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([ adb forward tcp:3456 tcp:3456 //&H—3456 )M, H=134567 BRI )

4. EENVUER gdb

[ ${PCim¢miIZF T AFEERR}/arm-openwrt-linux-gnueabi-gdb process ]

5. ENumHITHEN gdb FE, HIT

(target remote :3456 )

EZFHREFRIARIER, RFASM start BERFFE, FRUAERITTOIERES, #A
F" BEFEM main REFHFITIEIR,

b main
C

2.3 coredump

2.3.1 48
BRETIEFRELLNER, BREAASSEFINNAEKRSERTR, REE—IXH
R, XMITARME CoreDumps

AJLLINS CoreDump BRFRER, BEMFLE, BRTREFEESEZIN, EHEEXENIEFTITRE
ZERERTR, HINFEFERER (BEEFET. KistHS). AFEEER. HithEsEMN
IRERGIRSHIER.

CoreDump SWFEXIEFBIEEEEHN, AAXNTELEEFERESREENMN, HINiEHR
%, M CoreDump XH&rILUBIEFHENES,

2.3.2 ic&

tinatlRERT, make kernel menuconfig, EHRLUTEE,
Userspace binary formats -->
[*] Enable core dump support

2.3.3 A
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(1) ulimit -c unlimited;
(2) echo ‘core.%e.%p’ > /proc/sys/kernel/core pattern;

Q0 ®I15
(1) RRESENT4E core dump X, T3 core dump XAEBIAR/NEHITIREo
(2) RRFER core X EHHEBERNEFS. UKRERHEE ID

2.4 perf

2.4.1 N4

Perf @M Linux 2.6 FFIA3INB— profiling TH, @358 pmu fEREEEEIEEET
WESKOITIERE, IFZ %M, E8A1 Kernel WEEMEEINIFEL, A Kernel B3—iE 4%,
Fr AN Rif.

MEEMIMRE S EMIE, KHAUD R/ KAE: cpu/gpu/mem/storage, HEF gpu A
Perf &ZEZEHEN (XTMEAILLRFANITAMRE DS5), storage —fgfA tracepoint K4t
Ite BENER, Perf BRMETF 74 cpu BU%ERE, EtIhEEBA2REHA. BRANIHERUT
™o
record: W& profile £
report: 1R#E profile #IEERFITIRE
stat: FTENMBEIT#ARITE
top: cpu SBEXRLNSIT

2.4.2 BcE

tinatlRERT, makesmenuconfig, EHLUITEE:
Development --->
<k*>operf............. Linux performance monitoring tool

2.4.3 A

[ root@Tinalinux:/# perf stat /bin/perftest
Starting convolution! thread = 4 ,count = 2
Finished convolution! Time consumed 20 seconds.
Performance counter stats for '/bin/perftest':

20236.937258 task-clock # 0.994 CPUs utilized
2404 context-switches # 0.119 K/sec

0 CPU-migrations # 0.000 K/sec

1572 page-faults # 0.078 K/sec

24241775385 cycles # 1.198 GHz
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<not supported> stalled-cycles-frontend

<not supported> stalled-cycles-backend
7514299585 instructions # 0.31 insns per cycle
621110448 branches # 30.692 M/sec

1134868 branch-misses # 0.18% of all branches
20.352726051 seconds time elapsed

2.5 strace

2.5.1 W48

Strace #1J ptrace R4 FAREEHIZIEA syscall BIE M.

2.5.2 ic&

tinatlRB®T, i&fTmake menuconfig, &%
Utilities --->
<k> STraCe. . v it e e System call tracer

2.5.3 £H

e strace BaNERFHIFEES B strace ERER,
e strace -p pid X FELXBoINEFED P & attach £,

2.6 valgrind

2.6.1 T8

Valgrind 2—E Linux F, FHRAE (GPLv2) MFEEIRTEMNES. BWIZ (core) UKk
BETFAZMNEMBIXTREAR, AZEMUTF—MESR (framework), EEMT— CPU IFE,

HiRURSAHMT R, MEMTANEZMFES (plug-in), FIARZIEHNBRSEESMHIEE
MREFIAIRES, Valgrind 83ELUTIE, Tina FAFEARKZMWITAERE memcheck, FARINE

N AR RAF RS

e Memcheck: REFABERKE,
e Callgrind: WERFEITHHN—LEHIE, RBARXEAEER.
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e Cachegrind: &} CPU f—4K4E77 11,D1 1 L2 —4REF, sEBERMMIEHIZER S cache
R E KM anH,

e Helgrind: AXRKEZHIZIZFPHIN T SR,

o Massif: k53788, ERENERFEHERPERAT S LANE, SFRRITHIR, HERRNE
BRI

2.6.2 ic&

tinatlRERT, i&BfTmake menuconfig, %
Development -->

<k> valgrind ... debugging and profiling tools for linux
[valgrind --tool=memcheck --leak-check=full {program} )

2.7 BERATKAEE

2EREBFATKAEEHEZMRBT NIZEREEMN pstore XIHEERSE, 1%117T pstore/blk iR, B
é -8y Flash 3Rzf, SCIIERZE LN, BanEEEEER Flash b, #EANEUXHEER
B BF =8l

A RESTHENA Linux-4.9 RZEHRZRAEFZE, FIYRRS Linux-3.4/3.10/4.4 F
IBRZhR S

pstore/blk #EiR N EETER pstore/zone, mtdpstore ERE&H#H Linux X, FAR
EAXETSE X IZI .

((Documentation/admin-guide/pstore-blk.rst )

EMNLI X F1EXAFFE Frontend Ihag, 1.

kmsg - 4% Panic/Oops/emerg/restart/halt/poweroff B¥f HERS Bo
pmsg - BPZTENELEREE (Android BFEH#RELEE) -

ftrace - ftrace 58,

console - BBOLKIRE R,

W oe

£ pstore 1, kmsg AjimETF kmsg dump BIHH], FESHEMAFZIFHFFAERN kmsg dump reason,
kmsg_dump *ﬂ%‘]ﬂl«lﬁﬁfﬁﬁ‘]ﬂtﬂﬁ@iﬁ, BAZNBEEE ].Og buf §iH,
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£ pstore #, pmsg & pstore RIENAFR T EIEREEENHGZE. BRTEEFIEEECRNIE
EBEAE /dev/pmsg0 BIEET R, EERBH, BITI{E pstore BEH B RPIREE ANIES.
7f Android F &1 pmsg BFEHERFRE

YHIAREIZEEN BRI Frontend M HEHE RIIT R,
% 2-1: pstore Z#FHY Frontend

NER panic oops pmsg ftrace console
nor N Y N N N
(ubi) spinand N Y N N N
(nftl) spinand Y Y Y Y Y
mmc Y Y Y Y Y
rawnand Y Y Y Y Y

A s

HAZFRBH rawnand/(nftl) spinand #BZIEFAEEY Fronend IhiE, MAEPRIEZDF M,

2.7.1 EReEERERE

AEXAEFNH R BRT NZERE pstore/blk 25, EREAHRE—NEAHIX., FALtfELE
AEREFEAER TR

1. fEREMIZINEEIRIR
2. EESK

2.7.1.1 {ERERIZIHEEIEIR

HNAZB menuconfig, £ Tina FERUEERBERMIT: m kernel menuconfig

[kernel menuconfig]
| -> File systems
| -> Miscellaneous filesystems
| -> [*] Persistent store support
| -> Log panic/oops to a block device
| -> block device identifier
Size in Kbytes of kmsg dump log to store
Maximum kmsg dump reason to store
Size in Kbytes of pmsg to store
Size in Kbytes of console to store

>
>
>
>

ERWEMEE, 40 block device identifier FJLUET h IRBHEGEARNE, XEBM
L BRI #F Kconfig 1 Module Parameters @& EZE 5, B Module Parameters &

WRAFRE © BseEREROERAE. RE—TNF 8
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BESM TR,

e block device identifier

IEEEANRIZE

Size in Kbytes of kmsg dump log to store

7 kmsg mitm BRI EIR/N

Maximum kmsg dump reason to store

kmsg dumper Z##) reason & A{E (I enum kmsg dump reason )
Size in Kbytes of pmsg to store

7J pmsg HiimS) BoAY =S (8] K/

Size in Kbytes of console to store

79 console iR ERHIZ BRI

Q K15
block device identifier DIEE DX &5, HEtBEERRINEERE,

2.7.1.2 EBESK

A% pstore/blk RRIEEFEBIIRIGED X, HEKMEIE-—TNETESX, FEXNNEN
[256K-1M], &5 T

& 22: pstore 77X A/NEIN

Flash &= BN
RE <= 128M 256K
128M </BE <=1G 512K
=®E 16 1M

1£ sys partition.fex FANAN pstore X, flan:

[partition]
name = pstore
size = 512
user_ type = Ox8000

FRRTHKGE, FE “&F” ARERERAW 27X, W EXFRAR, BriAL pstore/blk 2
# Kconfig f Module Parameters MMEES . Kconfig thIREE, EitbTXEEEHAE
Module Parameters FIEZE /5 o

Module Parameter EREFIINEIEIRATISE |

(# insmod pstore blk.ko blkdev=XXXX )

WRAFRE © BseEREROERAE. RE—TNF 9
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NRZBHRFHNZ, REEAZ cmdline FRMAZIERSEL

T7eEFE, FTEBN env-XXX.cfg, EXNNEMENTRL setargs_XXX AFRIMINITAR,

((pstore blk.blkdev=<XE&Z> )
fBign:
((setargs mmc=... pstore blk.blkdev=/dev/mmcblkOp10 ... )

BRTBREREZIN, ERILUERITRIA .

((pstore blk.blkdev=<E@&S : RigES> )

HPFRFESTTRHEFENER, RigFSAHENIDX.
BT UEENGLTE, BIusSRBERIEES, Hla:

$ 11 /dev/mmcblk0O*

brw------- 1 root root 179, 0 Jan 2 04:20 /dev/mmcblk@
brw------- 1 root root 179, 16 Jan 2 04:20 /dev/mmcblkOboot®
brw------- 1 root root 179, 32 Jan 2 04:20 /dev/mmcblk®@bootl
brw------- 1 root root 179, 1 Jan 2 04:20./dev/mmcblkOpl
brw------- 1 root root 179, 2 Jan 2 04420 /dev/mmcblkOp2
brw------- 1 root root 179, 3 Jan 2 04:20/dev/mmcblkOp3
brw------- 1 root root 179, 5 Jan| \2 04:20 /dev/mmcblkOp5

Ll/dev/immcblkOp5 A, FZEFSE 179, MEESE 5, FIt cmdline 7] LS Abikoops
.blkdev=179:5

THE#H—F i pstore FEBINTR KR!

£ Tina MIFEMTH—FHE, FFEHTE env-XXXX.cfg FHMlblkoops partition=<HK&>
Fblkoops_blkdev=<HE®E|%&S>, Flal:

blkoops partition=pstore #7X&3Ifsys partition.fex
blkoops blkdev=93:7 #AJ%EFET—
setargs nand=... pstore blk.blkdev=${blkoops blkdev} ...

uboot &R HEoikoops partitiond93 X B, BEHILEFIERblkoops blkdevo

NFAZIFH—SHENAR, FERNEEIE cmdline BY partitions %%, fl40:

$ cat /proc/cmdline
. partitions=boot-res@mmcblk0p2:env@mmcblkOp5:boot@mmcblkOp6. .. .

OK, EFltBEXAKENINEEE .
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2.7.2 REFERHE
2.7.2.1 HHEXHRS

EERERASTEREFNAEETHRE pstore XERSE, AFEBEHNMRRES EER.

£ Tina F&H, pstore XHFRABCELIIMBAIAFYVBohiES, FTLUEE mount aa<H#IA, fI
an:

# mount

pstore on /sys/fs/pstore type pstore (rw,relatime)

Android ¥ &, FEBTLIEH, HEHHIITSE!

( mount -t pstore pstore /sys/fs/pstore )

EE?EE, Eﬁﬂﬁauﬂtﬁi)t’): __rL/{T_}:tﬁk_m\/SYS/fS/pStore qﬂﬁjﬁﬁﬂﬁ-;f n_,\qu: a0

root@TinalLinux:/sys/fs/pstore# 11

drwxr-x- - - 2 root root 0 Jan 1 1970 .

drwxr-xr-x 5 root root 0 Jan 1 1970 ..

-r--r--r-- 1 root root 15504 Mar 19 19:39 dmesg-pstore-blk-0
-r--r--r-- 1 root root 15881 Mar 19 19:39 dmesg-pstore-blk-1
-r--r--F-- 1 root root 2 Jan 1 1970 pmsg-pstore-blk-0

root@Tinalinux:/sys/fs/pstore#

B/ LUEd % echo ¢ > /proc/sysrq-trigger Enhfifk NiZFE R LIS IETHAE,

2.7.2.2 EEZ4

ﬁik lu\ELlY1¢ﬁ/ﬁ£fm§Uj:§::ﬁm\; ﬁ;ﬁ—fﬁala\, Y#Fg *%EWD-FO

[<Elu¥§-_> pstore-blk-<4mS> )

Bl @I AR AR 10 ZO 7R FHEIBEEX

HATLLUEE B FX S dmesg BHEICRM psmg HEIER, B dmseg HEIZRMNAEAAS pan-
ic/oops/oom WE?

£ dmesg HERRWE—1TI U#H—FT A5 BEEBMMA R R T, F0:

root@TinalLinux:/sys/fs/pstore# head -n 3 dmesg-pstore-blk-1

O00OM: Total 8 times

00M#8 Partl

<4>] 95.111229] [<c0018e48>] (do page fault) from [<c0009344>] (do PrefetchAbort+0x38/0
x9c¢)

WRIRFE © HRB2ERRRNHERAE. RE—TIMF 11
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PRtz 5, XHFBdiaRRaEH TR A& BT E

2.7.2.3 MBS

B LA HEMBRAE BBy B &S

(rm /sys/fs/pstore/* )

X{fEF mtdpstore &RIRMY spinor/(ubi) spinand FEH 3, EERIEFEEEIVZEREYE, SR
REEZSMESXMS, BRNFXEXHBIEFEER— BRI, BER—MRANX G2
BRI A 2 EIEMFRS

2.7.3 ERIEEERE
2.7.3.1 HEWZESH

ZABERT, pstore/blk HE—ER N 64K, EKREWNR XA/ 256K, N—HEERNTE
T 4 2R, RIERfFEE kmsg 1 pmsg MIIER, LAt XA MBERABINI TR

& 2-3:pstore HXH %

0-64K 64k- 128K 128K - 192K 192K-256 K

pmsg dmesg.0 dmesg.1 dmesg.2

EmMZ0N, X9 T pmsg WZEGE, RN E2E2EL dmesgo

2.7.3.2 BRINEE

AZEREE cmdline EERIRSE, AIRESRTIE, BEKABRFERRZFUTRRS
w WEERRNANEE

% 2-4: pstore ZIFBK

IRIRE Ihie AN BRiINE
pstore blk.blkdev fit blkoops AKX pstore blk.blkdev=179:10 NULL
pstore blk.oops size dmesg iR A/ pstore blk.oops size=64 64KB
pstore blk.pmsg size pmsg IER AN pstore blk.pmsg size=64 64KB
pstore blk.console size console igRA/) pstore blk.console size=64 64KB
pstore blk.ftrace size  ftrace IBR A/ pstore blk.ftrace size=64  64KB

WRIRFE © HRB2ERRRNHERAE. RE—TIMF 12
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EIRE IhgE 5l ARINE
pstore blk.dump oops ~&HIER Oops HE pstore blk.dump oops=1 True
pstore.update ms ERNRFEEES pstore.update ms=1000 -1

0 %15

FINBRT, REEBEA=MIF pstore 9iER, BRIEFFRET pstore.update_ms,
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