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1. REH ®KE. T—TERXENFLTHAT,. MRFEFZTERNGTRELFI R, BT
GMS 37 Bt (User B ). 20 R8T B ¢ 5 47 1F B € F i B 24T CTS MK, MF LR AL &
E.

2. W E M-S F#EHFE S English(United States).
3. Settings > Display > Sleep 1% & (8K it 2] %7 never.

4, £ 71 Settings > Developer options > Verify.apps over USB. (#5& £ 4t # Developer options &
T RRH, FEH N About tablet, 48 /5 Mk % £ 8 & Build number).

5. EERker b E SN &M Wifis
6. 1 | Google &k 5 & [FiL 04T, HINMRZ G, FTIEMR Google k5, A& LGRS B4 LK.
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4.3.1.1 Audio Frequency Line Test

AGEAFEHX TN (BREFREER NEraFEmbAREN. FEESZETREMZ TN,
EEFREHEFNED, EBEZEN, RELTITHIMK, RET YES .

1. B YES#HAREEFINE D, wREAE, B NO, &/ & PASS k4 xRk, 2. &
E PR EHHA T HAE D, &3 LOOP BACK PLUG READY., 3. &5 TEST MK . 4. 2445 RN
AT, MRE KRG, wE4EE A OK N A& PASS.

Testing Completed

C Left

| oy n Band 1

Band 0: Av. Level: -12.0 dB InBand: 9/10 (90.0%) OK
Band 1: Av. Level: 1.8 dB InBand: 71/78 (91.0%) OK
R ah : R

Band 3: Av

Channel Right

evel in Band 1

Band 0: Av vel:-12.4 dB InBand
Band 1: Av. Level: 2.0 dB InBand: 7
Band 2: Av. Level: 4.0 dB InBand: 17§

Band 3: Av. Level: 2.8 dB InBand: 178/

v @

&l 10: Audio Frequency Line Test |

4.3.1.2 Audio Acoustic Echo Cancellation (AEC)Test

B ® /& F AEC, & NO, % & & test B zhl1X .

AR PR ITH, B K 12
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4.3.1.3 Audio Frequency Microphone Test

ABBEFFEENH. CFEINUSB HOX T AP G E &, B ENEOERZGF
#. HFEHSNAHFAEFESE 40cm. F 404 WA 2 0 KT & v i,
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Audio Frequency Microphone Test
&l 11: Audio Frequency Microphone Test ] 15,
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L MR EEET 2R EE, ZEEARERFE S, BEE T OME 40cm, &L TR F T
BLERTH, AT FELE, RTF—MEEWH PLAY #%4.

B 12: MR &K E

2. B i TEST A4, YMREXRE, MRERSE~ERFE L, 3. % Microphone 2, #
# Microphone #J F-#l, B &% _AMEE®TH TEST # 4, ZAMRERELLAERE, 4. FTEHKE
Microphone, & i % = /MEE @H PLAY #%4, H & TEST #% 4, MR %2 HIH 4 K PASS 4%
S, BUF PASS. 5. it —TMIK.

AR PR ITH, B K 15
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Audio Frequency Microphone Test
TEST
& 13: Audio Frequency Microphone Test | 4 &
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4.3.1.4 Audio Frequency Speaker Test

AMPNEGF RN LA FEIEFENERN, FEHFINUSBEIZ TN, FR2MAZ T

1. H%# USB % %X, # USB REFERENCE MICROPHONE READY.

2. EREBNFEEENR, HUSBZXZRNEHLE F&EF/0% 20cm, & & TEST,

& 14: Audio Frequency Speaker Test ¥ 3% 15 &

3. && LA, BB L R & F PASS = FAIL,

SEMEBAFTH, ENL R 17
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lestin | My '||:'|'"'1".: d
I_'|| annel B
B | In Bi

5dB InBand: 6/9 (66.7%) OK
4 dB InB Han d: 69/75 (92.0%) OK

2.3dB InBand: 171/171 (100.0%) OK
73.5dB InBand: 170/170 (100.0%) OK

Channel Left
Level in Band
Band 0: Av. Level: -40.2 dB InBand: 4
1 I Av. Level: -34.7 dB InBand: 3
B InBand: 93,
} InBand:; 135

Channel R :_ '

Level | ||| F'

B 8.1 dB InBand: 6/9 (66.7%) OK

=F 1 Av. Level: -30.8 dB I"' f: 1w A8/ 75 (64.0%) OK
Band 2- A J--31.1 dB .
Ba 46.8 -|r.

& 15: Audio Frequency Speaker Test i 45 &

4.3.1.5 Audio Frequency Unprocessed Test

1. WEEZRR, BHE—MEEEH PLAY %4, B 54 TEST ##4l, £ %4 % r TEST #4 T

AR PR ITH, B K
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&l 16: M350 1 #1E A

2. BHEE - NMMEE W PLAY %4, B A& TEST#4, 43422 ~ TESTH#HA 1.

&l 17: X5 2 17 A

3. #_E USB Microphone, &7 TEST #% 4, %% 4 Y I 7 TEST #4 T .

&l 18: 3T 3 # 1E it A

4. % _E USB Microphone, i PLAY #% 4, & TEST #% 4, %% 4 HI & TEST # 4 T,

AR PR ITH, B K 19
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B 19: MR I 4 # 1  BF

5. Wa R 2R R~ ERE L, m#4% R PASS, N PASS.

&l 20: Audio Frequency Unprocessed Test |1 4 & 1€ =~
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4.3.1.6 Audio Frequency Voice Recognition Test

1. KBEEZRR, a8 —MEE®WH PLAY #4, F & & TEST #4, £ %4 2~ TEST #4 T
H. % _/NRMS T ~18 23dBFS £ 4, HHEMHZET K,

EE, KT ETHAK, BHRHETLHZI0AE, F_TRBTE T, ERFFTELL.
2. AEF - MMEE @MW PLAY #%4, B A& TEST#%4#, %R 4% TEST#H4# TH.

3. # L USB Microphone, #& i TEST #4l, & X4 1 I TEST %4 TH .

4. mEERL BT ERE L, ®AL R PASS, NU4% PASS,

ER: —REAEZBONIE TR

4.3.1.7 Audio Input Devices Notification Test

AT AN By B AR A S EH
1. && YES #HIANRERFINGED. wREA, & NO, #&/5 R & PASS R 4 RIK.

2. & CLEAR MESSAGES & e #E— TEXZ RN AL EMN. wEFFHNEAXNELL A
CLEAR MESSAGES #41 T, N PASS, & | FAIL.

4.3.1.8 Audio Input Routing Notification Test

ARIUMR T & 4 FEAH#AATN K. A4 TEAHN, &iE YES, && RECORD, K HFHAH, WEZ|
AudioRecord Routing Notifications T & # 15 & F & . Bl PASS, & STOP £ Kl ik,

4.3.1.9 Audio Loopback Latency Test

AIFR F A N o ) ZE B, MR AT B R B FALETL, RIERTHATIIR, AT >=0.6
M| % PASS.

1. BiF YES# N K EEFINGE D, wREH, A4 NO, #F 4 & PASS k4 Filli.

AR PR ITH, B K 21
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2. WEREHHFTNMED, &5 LOOP BACK PLUG READY.,

3.1 FEAT E 60% UL E, & TEST F#lliR.

4. MREXGE, $F0 Rz, YEREME>=06H, & PASS &, FAIL.

&l 214 Audio Loopback Eatency Test 3 £55%

4.3.1.10 Audio Output Devices Notification Test

AT AR 3% & By B A2 o 2 & EH
1. 7 YES #IN R &EBRAHNGED

2. B & CLEAR MESSAGES & 5%k — T A & F #Hl.. WA E#uyiE &1z & 2~ & CLEAR
MESSAGES # 41T, I PASS, % | FAIL.

4.3.1.11 Audio Qutput Routing Notification Test

AN R E 4 TEHNHAATIR. FA 4 WEHN, && YES, & PLAY, KHFMN, AEE
AudioRecord Routing Notifications T & # 15 & & . Bl PASS, & STOP £ Kl .

4.3.1.12 Hifi Ultrasound Microphone Test

AFMAFEES 2 6H0E, —6WaFNKE, —6&M X4, 7 DUE Nexus6, Nexus5 =
HEMAUFEEE EHRE.

1. £# &% %% CTS Verifier 7 # X\ Hifi Ultrasound Microphone Test.

AR PR ITH, B K 22
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2. EAFNEZ 4 E & & RECORD, # /5l &4 k4 £ & & PLAY.

3. FRMALER, FHENTEFY, REFFLTERALTH,

- E =1 - k]

Hifi Uitrasound Microphone Test Hifi Ultrasound Microphone Test

&l 22: Hifi Ultrasound Microphone Test 1= 7 &

4, AR BEFESEFARELZRENLREDL ~ TE A H. wRFMZE LB R PASS &
4k 72 PASS; wWEFNEE FE R FAIL, N H& 4% E FAIL,

AR PR ITH, B K 23
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Hifi Ultrasound Microphone Test Hifi Ultrasound Microphone Test

Hifi Ultrasound Microphone Test

& 24: Hifi Ultrasound Microphone Test ] 1 4 &

LT ZIELELE, RFLLEH T ESE2 0y #E T PLOT #41. &/FN%4& £ A& PLOT

AR PR ITH, B K 24
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Hifi Ultrasound Microphone Test

& 25: PLOT #% 4

AR PR ITH, B K 25
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& 26: PLOT %&£
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4.3.1.13 Hifi Ultrasound Speaker Test

AN RFEEEL 2 6%, —EWNEFNEE, — &% %, ¥ L2 Nexus6, Nexus5
FHAEAT ] DLFm A A E IR & o

1. £# &% 4% %% CTS Verifier 7 # \ Hifi Ultrasound Speaker Test.

2. GEFHEMNX4E A4 PLAY, # /5 0 & %4 £ &3 RECOED.,

- 216 -

Hifi Ultrasound Speaker Test Hifi Ultrasound Speaker Test

&l 27: Hifi Ultrasound Speaker Test # 1E

3. Wik, FRNTET, FRETOT, XA B FTERETEE.

AR PR ITH, B K 27
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- -

Hifi Ultrasound Speaker Test Hifi Ultrasound Speaker Test

& 28: Hifi Ultrasound Speaker Test i 3T /2

4. LT A LI AR AR, AR S £ R HOK.

AR PR ITH, B K 28
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Hifi Uitrasound Speaker Test

& 29: Hifi Ultrasound Speaker Test |1 4 &

5. EX %% b w BN % R Bor FAIL, W AEAML 4 £ & & FAIL;

% | PASS.,

AR BRI TH, LT
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Hifi Ultrasound Speaker Test

K 30: A Heo AR AL R AR

UTRFLESR, R LLE &1 545 2 0yve b # i PLOT %4 . & X it & £ & PLOTEI 7 .

4.3.1.14 MIDI Test

BRI R X NEE R4, ] B PASS.

4.3.1.15 Nation MIDI API Test

R I% R X MR A&, P B % PASS.

AR PR ITH, B K 30
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4.3.1.16 Pro Audio Test

#% HDMI SME& GEHAD, FHZERENF MM dExF AN, (BN TAAEN
FHILR USB-c 7 B EW 895 %, o UERFEGEL. Wobh, wRIEZE LB RARE
P, MR EEEAFEFTE.) MR, T4 Has HDMI Support, & &7 ROUND-TRIPTEST #
4,

ER, NTHBRRGERHE, THFELRZTERMRK.
4.3:1.17 Ringer Mode Tests

1. XA Z#EX, £F I'MDONE #4.,

2. AR, ##HF Alarms only .

3. %2 T—/-IMDONE &, xHZ7#HEX, & I'MDONE # 4.
4. THEERE, ITFEHKR, F#F RS, »& IMDONE #4.

5. W4 3% 3T | PASS.

4.3.1.18 USB Audio Peripheral Attributes Test

1. USB F i shik U, 18 3T Ah % B B4 A OTG & L 2535 # 2| Android 1% &,

4.3.1.19 USB Audio Peripheral Buttons Test

1. HLEAREEERTERYENTN, ZFETENNERGF, T2+, §8-#4.
PASS # 4 & %, BUF[ w7 PASS # 3,

4.3.1.20 USB Audio Peripheral Play Test

1. ¥ USB & #14h % # £ 3| Android % %, F-#L B, % £ 2| Android % %,

AR PR ITH, B K 31
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4.3.1.21 USB Audio Peripheral Record Test
1. USB ¥/ # 0 £, if [F 3 i% % 5| Android %X % .
&l 31: USB & #i# O
2. USB ¥#l& 0 H W& £,
AR EEAT R, ERLR 32

Copyright © 2020 Allwinner Technology. All rights reserved.



<‘Auwmwﬁ
L A5 E

K 32: SB &M #% 0 & Y E

3. USB FHi# 0 FEMNEH.

AR PR ITH, B K 33
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L $ g Z 955

USB Audio Peripheral Record Test

Frafile

T
=

iphéral and press the RECOR

AR PR ITH, B K 35
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4.3.2 CAMERA

4.3.2.1 Camera FOV Calibration

AP B T A B4R Camera BU& A & . MK R 40 ] 35 Ao

1. FE %k A4 K, KEEFFLRLL, PEAUNTREF R, BELEUTHFEAOPL,
HiERAWEEBEMEE, L&z B BIEE 4 Marker Distance"

2. MIAFAR FEEAAEZE £ 5K FAT EELAENRIH F & FREG XA 8] o B2
B4 " Target distance's

tdES THERKE, A NIR:

1. # A\ Camera FOV Calibration JMiX ¥, &5 7Z& - A8 “Setup” ¥4 . ¥ PR Marker distance 5
Target distance 5N X &, FEEM N E XK,

2. BEMHAFE. BEFREM, LFRMNAFENFLEMNRRYFERES, FEANATEF
PR AR P A 2 2 0 R 5 TR 72 A 70 o B BE B A 4

3. EERELFA—BEG. EXAREANET RSN RANTEES. BHRT T 7T
BhELETARASNRKN L L ES, X EE L H BT Displayed FOV" {8 % 52 jR |
2B E A E, Reported FOV" £-FAR L RAEE A Z . & Done ¥4l 7 A% X — /NIUMR

4o — R F 2N/ ERE L UR PR HEHTHNRK, FUFELRERS R 3. MHITE

FRHN X ERHEMBRB LSS AFATNER AW F A LS LRIEAZBGEEH /D
T2, MA@,

AR PR ITH, B K 36
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M4

+——Marker distance——{

R\
x Target d|5[ance \

Tabl “‘

\

K] 35: Camera FOV |3z 25 3% &

4.3.2.2 Camera Formats

AR A B T A Camera By [ 8 4L 2 2 5 IF % 1 mandatory formats are available, 1% 57 & =
H2AEBE, MREEREREER2 FEBE & (WE 36 fir), WA ERELHEREBAF
Gk (WE 3T R MU EEBATRARE, .

SEMEBAFTH, ENL R 37
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Carmers Formats

K 36: Jg & # 1% 3k Camera Formats |

=N B

Carmera Formats

& 37: 7 & # 1% 3k Camera Formats %,

WHAMEEE, BAMERGL, PHEEREANEES. Y5 MHAEALGHF A ERNNRE
i, B PASS; &M K%, & fail.

AR PR ITH, B K 38
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4.3.2.3 Camera ITS Test

MK B A

B E B IE#E, #h7E CTS R E Z89E = (F14E HAL 3.2 MR X0 EEH R ¥4, ITS
2 CTS BB JF iy T/ F. ITS = ENK camera ¥9 API, ¥ 12 REFHE.

MR F7 &%

Python i A i i USB # # Android % % 89 T/E 35 _F 24T MR CE3E 6 MR F = ). £154T Python
JAR Z R B 5 CTS WAEAZ 740 ITS TR, UEXLHAREFT 52 BEMHE.

FREE:
1. &> B> KE> TEIE 4G, BT 2 E > < H

2. MR Fik: B —EBEELEFIEN linux ZHo B, #ANREHEF (£ verifier N
K E@mH —AITS 8l &), 4% /51T source build/envsetup.sh # M3 4, #7312 4T python tools/
run_all_test.py device= 77| 5, %4 GREEMRTFEEETLL, MIKATK A 15 540

4.3.2.4 Camera Intents

#HNMR A E G, WK T BT
1. B START TEST #% 4.
2. & i HOME #% 4% [ 2| Launcher £ 5/, XK %| Camera iz 3 B G553\, #H—%KEH.

3. 3T F T A B % ik 4R [F Verifier MK R @ . X B PASS # 4 N & K] B . B i PASS #
HHNT — /NI

4. % START TEST %4,
5. It N F g R B Camera i F . HEANZGER, HE —EFE.

6. 83 Fx U7 57 ] 4% g 1k #4815 Verifier MiA F & . X Bt PASS #2417l & . B & PASS #
N T — /NTFUIAR .

7. mi START TEST # 4, XM 2# \NBMAH . ATRESER—BIER, <ThENKEE

AR PR ITH, B K 39
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AR (4T49) %40 E BMiR . B PASS #41 N & 7] B 7. & i PASS # 41 # N T — /NI .

8. R 7 START TEST #4, X 2#NFHEME. KHH/EWE—DEEEGEILE, XHAE
B— B, R R e E B A A A AR B, B PASS N R R Pl mi. R PASS #24
72 B TR o

3R P TR LI 4 B0 1 3 RE 3B 3 TR

4.3.2.5 Camera Orientation

BB T S R A R B e, MR FEFR2AER. ZMNEHEE, & 0EREs R
Fo WEEBEGKH S5 TN, FEMEELLNR0 E, 90 &, 180F 1 270 FiX 4 MNiEkt A &,
FrUlg 8 MR/, & —AN/NBH A& CTAKE PHOTO" #% 4, M EGMminR e EHGHFE
HhA A% MR e A E, WK IEH B & & PASS # A # N T —/NRK, &N & & FAIL %41,

4.3.2.6 Camera Performance

1. testSingleCapture & H#% 4, BN, FFER.

2 . testReprocessingLatency & # 1% %, B &K, FHER,

3. testReprocessingCatureStall & 1% %, HMK, FHFER,

4 . testLegacyApiPerformannce & 4% %, H#MIK, FHER,

5 . testHighQualityReprocessingLatency & #7 1% 48, B sk, FHFER,

6 . testReprocessingThroughput & H 1% 4%, HzhilliR, Z&F4%

7 . testHighQualityReprocessingThroughput & £# %, Bz, SHEE.
8 . testMultipleCapture & H#24%, HMIK, FHE R,

9 . testCameralLaunch & HF1#% %, Hayllik, £FE %X,

AR PR ITH, B K 40
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4.3.2.7 Camera Video

H MR Camera 89T G Th b, EAMBEAEBEFEANFTEEELMEGRENAELE. EE5—H
AW, A TEST %4, & 34w, ZUMeBs Bk, wRBEMARIEF N & PASS #41,
L0 B FAIL #244,

4.3.3 CAR

4.3.3.1 Car Dock Test

T2 car mode T LA IE % 47 7 5 car dock 48 % #9 APP % -F 4R #t A\ car mode Ft. & 3 Enable Car
Mode FF# M2, & 5 home %42 /& PASS #4241,

4.3.4 CLOCK

4.3.4.1 Alarms and Timers Tests

F UMK 3 9E Clock APP implements the AlarmClock API 1F # 1% ,
Show Alarms Test

1. &7 Show Alarms Test &¢ 4% # A\ 40 T 7 & | PASS.

AR PR ITH, B K 41
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L AM

Men, Taw, Wed, Tha, Fri

WU am

& 38: Show Alarms Test

Set Alarm Test

1. & i Set Alarm 1440 /5 gk 4% 3t N\ 2| 40 T By |7 48 1% B 71 N ¥ LA PASS, &N fail,

AR PR ITH, B K 42
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& 39: Set Alarm Test

Start Alarm Test

T# 6 MEMEH LN PASS, N fail,

1. ® i Set Alarm %4, 247 Alarm set for 2 minutes"

2. AR UL EFREHEY

3. EEMMEERES (K12 204), BFEWAE W T EHAR:

& 40: Start Alarm Test M| 25

4. #I\JE B HY IF £ B AT L 4 Start Alarm Test.

5. i BUH UH IR M I £

6. s i Verify ¥4, #HI\RIA 8 7 48 B 8 77 [fl # 7] & +, PASS.
Full Alarm Test

1. B i Create Alarm # 41, FEHW T M4 1X E R :

AR PR ITH, B K 43
Copyright © 2020 Allwinner Technology. All rights reserved.



( Auwiner

BT A5

& 41: Full Alarm Test

2. NS R EREFELT A2

1) £F 4 #: Create Alarm Test.

DWRAF EFERE, FE LN Vibrate:on,
3)# & J: Silent.

4)EL (8 £01:23,

5)E & Bf 8] : Monday " Wednesday .

3. #iATGiR 5 A i PASS.

Set Timer Test

&7 Set Timer ¥4, RE4 3 W 4n T & BT oy 2 B & 22 77 B B PASS:

AR PR ITH, B K
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K] 42: Set Timer Test |1z,

Start Timer Test

1. A& Start Timer # 4.

2. NN EHBECEEY (£ LAWEBER T ZHEAG), HERAEMITHRE ULHE,
3. #WIA30 M E R BER, FFER IR .

4. HIAR B ZHHIR

AR PR ITH, B K 45
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2 I LaEm

Start Timer Test

HTART TIMER

& 43: Set Timer Test M| & 25 &

5. Mif PASS
Start Timer With UI Test
1. &+ Start Timer %4 .

2. #INE AT BI AT R, TR E 4 F & Start Timer Test,

AR PR ITH, B K 46
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&l 44: Start Timer With UI Test |,

3. BN 30 ER FER,

4 . B i PASS,

4.3.5 DEVICE ADMINISTRATION

4.3.5.1 Device Admin Tapjacking Test

ATMRBRRBEEEREATRREFENZ T TRILE, ARRETAFPHEEER,

1. 1 3f &+ ENABLE DEVICE ADMIN # 4 R iz TH & & 3,
2. FEHII N EHESER, BEHEE,

3. HREFHEEZR verifier A, & PASS i iT,

AR BRI TH, LT
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4.3.5.2 Device Admin Uninstall Test

1. %% “Test Device Admin" app, Bl 7E verifier 2 ¢ E ® #7 CtsEmptyDeviceAdmin.apk, ¥ ix 4™
apk ZX 2R %

2. B& THH#4 "ENABLE ADMIN" #4, # N\ EREEF L ERT.
3. BZapp WE NEKEE S, LEZ verifier &, & & LAUNCH SETTINGS.

4. i UNINSTALL, #1# apk, [ % verifier &, &7 PASS i#it,

4.3.5.3 Keyguard Disabled Features Test

A TUN 25 42 48 <F T, 3 A\ Settings->Security->Device administrators F 1% & 4] % CTS Verifier
B X IEAE, & 5 Activte this device administator 1% & CTS Verifier 4 76 8k & & . % Z ¥ A Settings-
>Security->Screen lock % & 4l J %A% 4 “testPASSword", & [ CTS Verifier, & i PREPARE TEST:

1. & i Disable trust agents, & # H — /M EE, FHE WA wMEME, &5 GO 2 Bkt £ Settings-
>Security, # /5% 2| Trust agents, %% agents & & & 8 (disabled), i [E]# j CTS Verifier, % # PASS.

2. M1 Disable camera, e R&E S, AR F%E, RENYEFTESEN, EESZINE
REWNAHTACEZEAE T HENAERE, TEESFFTESF5E, WEE CTS Verifier, #%# PASS.,

3. % i Disable notifications, F % & & B4, AW E £ F R EH K E 5, n RKZEFHHEE,
TR 5 38\ R 40 FLLLE B AE 38 40 A2 B — /N3 40 -This'is a notifications, U/ 2& B CTS Verifier, i
# PASS. B 17K 5 F & &£ Settings->Security->Screen lock + # 41 F % A0, 7 | /7 T #Y Redacted
Notification Keyguard Disabled Features Test i & & 3 .

4.3.5.4 Policy Serialization Test

AT ZEEERHE ZTHATNR.
1. i "GEERATE POLICY" #4ll, %k/z & “APPLY POLICY" #% 41,

2. BB FRBRINZIONRK, 20 R NIA & ) PASS #HH K A7l R . R TUHHEAE TN
o

AR PR ITH, B K 48
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4.3.5.5 Redacted Notification Keyguard Disabled Features Test

AT R 25 Fl 8 & F T, ¥\ Settings->Security->Device administrators 7 1% & 4] % CTS Verifier &
XT1EAE, B 5 Activte this device administator % & CTS Verifier ¥ 7 EREE R, FEZ X EHNRTAHL, X
“testPASSword", —# 4 # 1 Notifications FJ#£ 5, & # Show all notification content, i& [El CTS Verifier,

& i PREPARE TEST, #& i Disable unredacted not1ﬁcat10ns #UHAIERE, B8 GO, BFELY L, AF
/\mﬁ% EHRFEEFR AR MAHEE, AL PASS, BAZIINREEREE RS SHIF
z, FEFHNEHRRETH,

4.3.5.6 Screen Lock Test

% T 1A DevicePolicyManager's lockNow 77 & B L5 F Al B (F 2R EH 9 RS H UK IEE cts-
verifier #7EHKE®E R ). & Force Lock 7] UL & 2| % & k47 41 = B 4 PASS.

4.3.5.7 Usb Debugging Dialog Tapjacking Test

. Jil usb % B AEALA AN
2. & i SHOW OVERLAY # 4, 7 T~ & 9 ¥ CTS---Verifier, display app A [RiXE 4 ¥

3. 3T FF cmd 4 4 ¥ ) adb shell am start -e fingerprints placeholder -e key placeholder
com:android.systemui/.UsbDebuggingActivityAlias", [ 7 #£ /. & & & — A & EE, & OK # #
N USB debug # = o % 8 i 7 5 & 5 PASS # 13K

4.3.6 FEATURES

4.3.6.1 Companion Device Test

1. FTHET,

REGO#H, ME-HEETREEIAE, RFERE—MRE, MNiZTPASS 4% A ¥
B, MWZIE .

AR BRI TH, LT 49
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4.3.7 HARDWARE

4.3.7.1 MTP Host Test

WHAAEE P LUk F 4 OTG &, £ OTG KA LMUEM LM, F—6 RN, At USB
SEEHELNN OTG 4. BHENBEBZE, EAMLH AL LEFABE (FHEERRL
—HHAL),

B ML BV BAE, 3£ 4 Transfer files,. AL 2 HILAANLE & HE 2,

p—

\8)

AL % Z/NIUEY PASS.,
3. REFEZ/NT2E S usb #E, & ok BIFR,
. BE/NTET AL — 5k B, /AT e LS T

A & PASS # 3T Z T .

AN

)]

4.3.7.2 USB Accessory Test

MAFEFRERE, —eFMNEE, —eFBRE. WABREFRET:
1. %3 Cts Verifier USB Companion app 7£ % B % % L,

2. #H OTG & HEW &%, OTGC &W —m AU ERBIR & £, FTHER& LR RW Cts
Verifier USB Companion, & & START ACCESSORY TEST COMPANION; 4F % B & 1% 4 B xf i AR,
B i ok

3. SAFNMIKRAET, wREAERENKEE T otg &
4. Z Y E 34 PASS = fail.

4.3.7.3 USB Devices Test

MEXFEHERE, —eFMNRE, —6FHRE. MKEESFRET:

AR BRI TH, LT 50
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1 . % % Cts Verifier USB Companion app 7= i B % & £ .

2. £ OTG L& ER 6184, OTG &M — 3 b MG EFN & L. FTHHBR& -2 K8 Cts
Verifier USB Companion, & # START ACCESSORY TEST COMPANION, 4 % & % % 8 b 2t & 4,
A ok

3. SEAPIRAR, WERE RS —T otg 4.

4.3.8 INSTANT APPS

4.3.8.1 Instant Apps Notification Test

M| 7T 42 #% instant app, A& 7 START TEST, % % “hello,world" 3 [E] PASS.

4.3.8.2 Instant Apps Rescent Test

& # START TEST, % #| “hello,world", i [El PASS.,

4.3.8.3 View/Delete Instant apps Test

& 4 START TEST, 7% 2| “hello,wortld", i [E] PASS.,

4.3.9 OB SCHEDULER

4.3.9.1 Charging Constraints

HNMRA TG, BIELBET:
1. —JF4 “START TEST" # 4l & & & #, ¥ N\ USB & & FM kA £ 2k 45

2. XAt “START TEST" #4f f 47 gk 7] &5 < .

AR PR ITH, B K 51
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3. FHEF ALK, B xR, BT URELT .

4.3.9.2 Connectivity Constraints

HANMAR TG, BESROT:

1. A wifi e FHET. (FREBETHREEF B CATHEXEE ), XAt "START TEST" # 41
TR B

2. B START TEST" # 4., E#EMNT 10 £ B 2 &M, Fra /N4 gk il 8 3,

3. BrA /NTUMAR 38 3T ) B 35 PASS 1741

4.3.10 LOCATION

4.3.10.1 Battery Saving Mode Test

HNN AT T F i EERT:

1. £ Settings & il Location 71 &t .

2. £ Settings F £ # Location Mode # Battery Saving.

3. EEINAFE

4. EFER TN F T+ DRy g A Ra H & emit, ki@,

4.3.10.2 Location Mode Off Test

NIRRT EHEELT:

1. #&+F Launch Settings, # % & 7 H.
2. R EFE T X H Location,

3. EEMKAE.

AR PR ITH, B K 52
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4. EHFER TR E F ey fra iy Ra F & esic, orlREr,

4.3.11 MANAGED PROVISIONING

4.3.11.1 BYOD Managed Provisioning

i )\Jktfﬁa 4% 3| & “START BYOD PROVISIONING FLOW" # 4, 4 &% % 2 5% m %,
MO SWARBATINE, MEHNLELS AN, BENIRFE L4,

(ER: WEFEREWEERR, FEHEEL 0% DL EAREHAT, SN2 R TR IFE T &

Pofile owner installed

WX EEZ )G, 2E#MERANHEE L Encryption complete”, N8 fn 55 pk 2h . B E| ],
% %| Profile owner 1nsta11ed AR, B S+ O START BYOD PROVISIONING FLOW" # 41 #% &
— T, —H#\ ok Bt #F, #J5 Profile owner installed 3t & 4t & 7

Full disk encryption enable

FEREFRHEMN, JEZPIN LY PINBRE R 1111 (AELTLL, @itERT LD, REFZ
FZBARERLT . MRBLIZE2RTEHFELEE, FRETRETD,

Badged work apps visible in Launcher

J. # Badged work apps visible in Launcher, ## H— N4 i&E4E, &8 GO$% 4, 477 Launcher,
H 7 Launcher k4 4 & 4% % Work ¥y APP X %, E&H JLAEF#HE X HW APP, HEF @3 CTS
Verifier. & [ CTS Verifier WA T, wEH FRF %, N PASS,

Work notification is badge

#ANTZ 7 A E GO ?H’%ﬂ T @, WREREEAE WAL, FEAHKRNERE Thsisa
notification", F H & 1ZMH BEELE A Mrit (EMN—AF &), N PASS

Work status icon is displayed

HAWIZ G RE GO #H, ~hEI - HwwiE, UEFRELFRSE (BiEE, Wifi
E), wRAF—aemw/FHanidI, &3E Finish | PASS.

AR BRI TH, LT 53
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Work status toast is displayed

BT A5

HFNWZ G B & GO #4, 2 — NI iE EFEREER, IV EAREE,
SHI—Ntoast HE, FELZRXNERLARA NN EFE, (WREEFE, ¥ A%
SHTE R R REE, FAWNE

) B, &+ FINISH & [, 3 H PASS

4%
Profile-aware accounts

NI Z 5 B GO #% 4, 4 Bk 3| Setting #Y T

# N\ Accounts 1% & 1, & Z|H Personal 1
Work 428, Remove work profile 7£ Work 1=

. BEAS LT REAL AN CES 8 (AR, B
B E®mAAEANLET, —4 & Auto-sync personal data, 7 — =2

& Auto-sync work data, &5 FE{E = A
—IHE, SHA—NEEXIEE, LR ENRKFE, PASS,

Profile-aware devices administrator setting

HNWIRZ G B & GO #% 4, 2 Bkit 3| Setting->Security T &, 1% Z| Devices administrator, & XA,
TUFREEMARA 2B, AP —NMERLE NEERE, Z— I REAN. B RTHFE
CTS Verifier, £ R EEF L E/NF @AREW CTS Verifier WA £, a#HE— /T @, EXA TEE
H Remove work profile ¥ 5. #& B[R EF, PASS.

Profile-aware trusted credential settings

AWINZ J5 B GO #% 4, 4 Bk#% 2| Setting->Security W @&, X %| Trusted credential, &\, &
| & 9 7 A8 Personal 2% By 45 1 Work K EYE 47, & BN 44, PASS.

Profile-aware app settings

AW Z J5 Bf GO # 4, 4 Bk4% 2| Setting # APPs W H, 7£ APP Ak BB A — a4
AR, B HME— X APP, 23 A\ Z| APP B APP info T

1 H, PASS.
Profile-aware Location settings

HENBTZ G B4 GO #4l, 2Bk 3| Setting 89 Location 71 &

, TE V1A — Location for work
profile, J& T MY FF K AE4S & 5. & & Location Y FF % (/ﬂ%ﬁ’]ﬁiﬁ] = _E WA —) #FH K OFF
% .

M| Location for work profile 8 7F 5k 4 . [ & 2| OFF R &, 4842 & i Location HY 7T % (/%%%7'5
A, R EEH—A) FHEH ONJRA, N Location for work profile #77F 5k A . [t & 2| ON Ik %5
B, PASS.

Profile-aware printing settings

AT Z J5 & & GO # 4, 4 Bk%% 3| Setting 89 printing 7 &, #£ printing W & 8 A + A & &

AR PR ITH, B K
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Personal, iX & Personal A printing (WX E M. =& LLEFWNE, 2%F5F A Work, & Work, T
B2V —T, FZ% Work %74 Ff, H A A Work # printing #91% & W & . & ENR M, PASS.

Open app cross profiles from the personal side

HANWTZ JE A4 GO 4, 2B —AxEE, &4 CTS Verifier, &##H— MA@, ®€
7~ You selected the ctsverifier option, & i FINISH, & Bl %+, PASS.

Open app cross profiles from the work side

HANNTZ G 28 GO %4, 2B —MX1EE, w& CTS Verifier (G HEAKTT) , 2#
H—ANHTHI R, # T You selected the ctsverifier option, & iff FINISH, & EIJ|X %, PASS.

Disable non-market apps

HAWTZ G B H GO #4, 2#Y N HLERNFE, HETSZAEIS AL, 5& 0K,
iR [E, PASS.

Enable non-market apps

HAWIZ G R 5 GO #H, aBH— I NHELXNFE, ~ INSTALL, &, PASS.
Cross profile intent filters are set

B THELPASS T,

Permissions lockdown

1 M 2 /Y 56 % Setting->APPs, F&Z & CtsPermissionAPP, 4R %%, FF & i it adbi&L k.
AMREEOTEN DR, BEMKW T @, &HGO #4 (R, CWRIRE APPs E & LA
CtsPermissionAPP, B & &7 GO Z IR~ KA L%, 4% EE CtsPermissionAPP 2 5 & %),
4 Bk 4 2| — /> v Permissions lockdown ¥ . BHE AT AR AL, ERFETwmFEAE A
# 41 “OPEN APPLICATION SETTINGS". st ## Grant, % /@ & & OPEN APPLICATION SETTINGS,
P4 5| —N% B W E, X ZE| Permissions, & i & LiE K E. #&FF Let user decide, #& /& & & OPEN
APPLICATION SETTINGS, #k4% 2| — A% & W &, # 2| Permissions, & 5 % ¥ LAk B T X . ¥4 Deny,
#% Ja & & OPEN APPLICATION SETTINGS, Bk# %|— /% & W @, X% Permissions, 7 Permissions
T H —/MT -NO Permissions granted. 5 % _F 8 #{E, &4 FINISH & ¥, PASS.,

Keyguard disabled features

T MR 2 #5748 & Setting->Security->Devices administrator 4] #% CTS Verifier, % & CTS Verifier
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active admin. #& J5 & Setting->Security->Screen lock % & 4 F % A4 % testPASSword". 4 /& B 2| |,
% & & “PREPARE TEST", ## & 7 Disable trust agents, # 4 —/MiE1E, &4 GO, Bk# % Setting-
>Security JT @, X 3| Trust agents & A\, & °~ Disabled by administrator, i& =, PASS, # # & i7 Unredacted
notifications disabled on keygurd, & & GO, BH &KX, /s (KAFREFL) SxEH, FE
i 714 " contents hidden by policy" Y %1, #E &1 FH LA E/NH GRS, B EHANRS, THEmE,
4% 5| —/Mi# 4178 B -This is a notification, %1 k& 4L& /N5 &A%, N PASS. MK T 2 B8R 5
L,

Authentication-bound keys

S w5 SET UP #£24#, 2 Bk4% 2| Setting->Security, A E R EMFHL, R E—AFH (L 1234),
IR B, B Lockscreen-bound keys, 3t LAV 4F 2 E =TT EH A AN A EENTH, W\ EH, &
# B % %| Lockscreen-bound keys & 257 , PASS.

Check VPN
L — I F] LLE & PASS.
Always-on VPN Setitings

1. DR 30 %8 1R % 4 % % CtsVpnFirewallAppApi23.apk, & M &1 M H 2 £, 45 & 5 PREPARE
VPN, # A\ % — MR, & go # N\ VNP, & 1% EAr %, # 1k always-on VNP #7 block connections
without VNP /& T £ b3k &5, 3 ] PASS.

2. %% CtsVpnFirewallAppApi24.apk, & i % — MK, # 1k always-on VNP B T < Ak &5, block
connections without VNP & F 25 IEYK &5, & [H PASS.

3. % % CtsVpnFirewallAppNotAlwaysOn.apk & 7 % = /N MlK, go, #fk always-on VNP2 block
connections without VNP & T 25 1E R 4

Turn off work profile
1. A% =K, go, %042 H I this is a notification 1 %7, PASS;

2. B8 Z AR BT & 3 open settings to toggle work profile % 5% [ work profile, & B & # go, #
HATIFE Ry X EAE, mE OK, H3Ej PASS,

3. 85 =R % AW & PASS,

4. EEHEEWANANRT, &5 go, 37T X 4 & Launcher, % 3 T1E M FI B 72 K@, 417 verify
WE% A E 5, PASS.
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5. REF AN, go, THRASELZIARSEEFTHT L.

6. mdwa— MR, go, BT work profile S 4T FF, WiF verify ¥ LLE 3,

Select work lock test
B go, €1 —ANHT work lock X 7| T 2w % E WX A, PASS
Confirm work lock test

TR H MR A fE#ATIX —F, B go, ETHIRHE, EFTAAEHEH, ALK E, B
EE&F— 4 workapp, EHEE—NMNFRANECTENBEY T E, BiFXAKED LT cts verifier. A
work app F] L # 2 5/ PASS.

Recents redaction test

g ®— /N, go, W E— work PASSwork, x| F&EFITI, 235 £ FE, 47 recent #
A cts verifier ZoRERIAES F; EHE AWK, go, remove ¥ work PASSwork, T &1, #ik
cts verifier LR ERIEF F, FHINVE DA 2R A WL, PASS.

Turn off work mode

. i Prepare a work notification, & i %7 = & & H vH B3 47, & | PASS. ® i % — 1T 84 Please turn
off work mode, 4 # 7~ & i OPEN SETTINGS TO TOGGLE WORK MODE # 41, # i /& #k% % Account
PiXE ME, &4 Work profile setting->work mode, % 4/, & [El 4 % %| Please turn off work mode ixX
TERZ %, B— TN EGLA CTS Verifier B8 B, wE%XH, N PASS, & Status bar icon
when work mode is off, % Bk%£ £ Setting, 7 Setting 7 & B T & T 7~ & Work profile is off, # H Ik &
EEMN I G /N4 air &, N PASS, & i Starting'work apps when work mode is off, 2% H —
MAIERE, B .60, & Bk# 2| Launchar, 72 % ¥ 342 ® K 5| — A7 Work W1 APP X fH &, R E
@ APP 2 &K &8y, T ALk, N PASS. & i Please trun work mode back on, & # <% & &
OPEN SETTINGS TO TOGGLE WORK MODE #% £, B4 % H #5 work mode T /7. & & Status bar
icon when work mode is on, 4 Bk# % Setting, f£ Setting W @& ¢4 T 3 & -~ & Work profile is off £ /¥
% 7, PASS. & i Starting work apps when work mode is on, &% 4 — A iEME, &&F GO, 4 Bk#E|
Launchar, 7 % 78 5/ £ @ 2| — 4 7 Work #J APP X%k, WwR E&WH APP K £ E%, N PASS.

Organization Info

A i R SETTINGS #4, Bkt 3| Setting, WE —MNEEM (WRZWELEH, RIAFE
BEET), #/E1E Security T @ T~ #J Use one lock BUH 4, FE 1% & — > Work profile # 4 5 &5,
WE—/NPIN &a (Htd= LA, g8 b — Py BREYHXFIB L & E CTS Verifier, & F#T
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3% HY Name #1 \ AW, &5 N\ #FFFF00, % \ 47 2 J5 & i SET # 4%, %)z & Setting-Security 1= R A 1%
BEWEA L, FIREE CTS Verifier, B GO #%, 2Bk 3| Work profile #y 4 # 5, LA %
B Name:AW, EARNREEE €, ¥\ 5 @1X E Work profile 4 % %5, PASS.

Personal PASSword test
wir GO, WE—NEH, AEERUZFER, REEZF, WARENEL, WREL, PASS,
Policy transparency test Disallow controlling apps:

T RFEA T fA4F — Disallow controlling apps By /%, T/ FF %, &7 OPEN SETTINGS, #
A Setting->APPs, R EFE X FER T Ctsverifier Z SME A4 H /N @A S0 A A B /B X 89 52 A,
wFE— AR A, HfeContacts, & %y Z1A &% & & DISABLE 77 FORCE STOP F A %%, &% H —
ANXFIEHE, F% 7~ Action not allowed, & 7 % 75 1E 79 LEARN MORE 4 Bk %% %\ Device administrator, # H
H—BRTHE L, PASS.

Disallow modify accounts:

)

& RF WA T AF — Disallow modify accounts #7F %%, T 7 %, & i OPEN SETTINGS, 4
# A\ Setting->Accounts, £ Work = T4 — MK, 28— A %IEHE, 27 Action not allowed, &
& 4 EAE # LEARN MORE 4 2k # %|| Device administrator, # HH — 28 R#15 &, PASS.

Disallow share location:

)

& B FEWA T A F — > Disallow share location 897 %, TH 7 %X, & & OPEN SETTINGS, &
#t N\ Setting->location, 4 & £|H —1T Location work profile, & & 45 H — A 1EHE, £~ Action not
allowed, & 7 %t #EAE #y LEARN MORE 4 Bk # 2| Device administrator, 7+ H A 24 ~# {5 &, PASS.

Disallow uninstall apps:

% BN4 T f1H — > Disallow uninstall apps B/ JF %, FTHT T %, & OPEN SETTINGS, & # A
Setting->APPs, #X % T{E# R T 89 CtsPermissionAPP (AR &), AN, F & uninstall #%4, 47 4
— X EAHE, 78 Action not allowed, & i #f iE 4Z 89 LEARN MORE 4 Bk #: %] Device administrator, 7
HA—S#T8fE &, PASS.

Set permitted accessibility services:

& WA T A F — A Allow only system accessibility services B 7 %, 4T J7F 7f %, & i OPEN
SETTINGS, 4 # A\ Setting->Accessibility, & & Dummy accessibility service, 25— /MAiEE, &
Action not allowed, & %t i HE# LEARN MORE 4 Bk %% 2| Device administrator, 3 H & — &R E
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&, PASS.

Set permitted input methods:

R EFEW A T AF —A Allow only system input methods # 7 %, FTFFF %, & OPEN SETTINGS,
S N—/NTUE, & Dummy input method, & # H —/ M iEE, 2T Action not allowed, M i % 1&
HE #) LEARN MORE 4 %k % #| Device administrator, 3 B/ — 238 Rz K., PASS.

Profile-aware data usage settings (Wi-Fi)

MR TE Z & wifie AT HTEE2# Y — /M iEE, & & GO, B3 3| Setting, X % Data
usage F# N\, B & i Wi-Fi data usage", F#t N\ All work apps", EHWH — L4 T TIEHE A APP #Y
HAEILT, PASS,

Profile-aware data usage settings (Cellular)
X SCHRF SIM B R & #AT IR, A CHRFHYIX %15 A8, PASS,
Disallow apps control

% & i PREPARE TEST #% 4, # /G443 1T, /& i Disabled uninstall button, 2 #k%% 2| Setting #Y
APPs W, £ APP 7| R BE A —$ao e/ NBAFEWNLA, &EHEE—XHEHN APP, 232
APP # APPinfo W &, & i DISABLE, 4% — /N rfiEfE, &TAmmmMMMw,Hﬁﬁﬁi%
LEARN MORE 4 Bk #: %| Device administrator, 7 H & — 242 ~&1z B, PASS. ¥ & i Disabled force
stop button, 4 Bk% %\ Setting #7 APPs T H, £ APP 7|k BHmH — Lot/ N airiWu A, Rk
— A~ X # 8 APP, 4 A\ Z| APP 7 APP info W &, & if FORCE STOP, &% 4 — A iEfE, &7
Action not allowed, & i7 % iE4E# LEARN MORE 4 Bk % %| Device administrator, 7 B8 — %8 i1z
&, PASS. & i Disabled app storage buttons, = Bk422] Setting ¥y APPs T &, & APP 7| R E®EH
— st /N EAARE B A, T L= 2| Google Play Store (E U #7 LI, R ZF g% H CLEAR
CACHE # %) #&# %, B &I Storage, E A CLEAR DATA f2 CLEAR CACHE #£: 7, &&H45#H
— /X EAE, R~ Action not allowed, & i % iEAZ #9 LEARN MORE 4 Bk # %| Device administrator,
HA— %2 HfEE, PASS,

Camera support cross profile image capture
i go BN, WAL TR T EE BN, T#, K close & B PASS.,

Camera support cross profile video capture(with extra output path)

Bfgo NFHINE, BRILFrEFANNEE S E~, 774, play 7 LE K, & close i& [ PASS,
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Camera support cross profile video capture(without extra output path)

A go AFKHINE, BRIl kONEE T LR, T4, play ¥ LLE K, & close i& [ PASS.,

Sound recorder support cross profile audio capture

R GO, RkFHEXFANAE, A play, #IAKFAHIEET, A5 1L ->DONE->CLOSE,
1% ] PASS.

Work profile widget
& home, K# £ FHE, & widgets, 1€ cts verifier AN E| £ FE, wRFLL, PASS.

4.3.11.2 BYOD Provisioning tests

Custom provisioning color
& GO, 4 Bk# E| Set up work profile £/, WR Y F @& £ L& EH, , PASS.,
Custom provisioning image

& GO, 2 Bk% 2| Setup work profile 5L, 4 F F & & N HY logo & CtsVerifier B9 Bl 47, &
=] PASS.

Custom terms

B GO, & if view terms, I 7 company ABC, & @Kk ZIEAE N, K [E PASS

4.3.11.3 Device Owner Requesting Bugreport Tests

[a—y

. & JF PRECONDITION CHEECKS # 4, 2# ¥ — A iE4E,

2. K Ja % % — > CtsEmptyDeviceOwner.apk. (adb install -t + >C )

[98)

. B\ adb shell dpm set-device-owner com.android.cts.emptydeviceowner/.EmptyDeviceAdmin

. BB AT IEAE B oke

AN

(9]

. & i SET UP DEVICE OWNER #% 4, # A adb shell dpm set-device-owner
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**com.android.cts.verifier/ com.android.cts.verifier. managedprovisioning. Device AdminTestReceiver" %
B R PAT 7 oy AN T

(2 Q:wHRIEFHEEXET Devices owner 7 T i MR, FLLHEKREFTH & adb shell dpm
remove-active-admin com.android.cts.emptydeviceowner/.EmptyDeviceAdmin 7& ¥t 1T & #71% & Fr & & I

)

ava . La ] H i T & already some accounts on
Q Q Q ‘Q
i
it ¥
Users
UserlnfoiicEl#E:13] running
Userlnfaf@aa: M ulti-App:d b runnEng
SRETEERA-T S | SR T SO9EE]
adb shell pm remove-user BRID
adbf i
adb shell pm remove-user 999

iTRIEE RS EES S imT " Success

Wset-device-ownerfla],

[iTice boxf

& 45: android Q M| 3% BA

Checck device owner
REREMAH, REH1ZI, BE3ZEN PASS, KN fail
Sharing of requested bugreport declined while being taken

H NN R 2 5, &E REQUEST BUGREPORT % 4%, 7 i 4142 4 % ok “Taking bug report...",
P #% — K REQUEST BUGREPORT #%§#, 4 ¥ —A-7H & £ #042, %2 7% bugreport is already being
collectde on this device. & it Taking bug report... X 578 &, & Bk — A % #EAE, & & DECLINE, Taking
bug report..." X 4 H B ELE A (£ 042, fEi# A04= 2 B 7 Bugreport Share declined, U] PASS, F 3321

FREEHE,

Sharing of requested bugreport accepted while being taken
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TR Z 5, & REQUEST BUGREPORT #%4#, #£i# %042 4 %  Taking bug report...",
F # — X REQUEST BUGREPORT #: 4, & i3 — -4 B £ # 4142, #2° bugreport is already being
collectde on this device. & #7 Taking bug report... =X & H &, 28 H — M 1EME, &4 SHARE, ¥ 74F
bugreport 4 A% %, 'Taking bug report..." X %78 E B4 1~ 7 40 £, 7 i 40/ & T 7 Bugreport Share
successful, | PASS, F i@ st iE 3,

Sharing of requested bugreport declined after have being taken

#H AW TMR Z 5, &+ REQUEST BUGREPORT ## 4%, 73 414t 4 % o~ Taking bug report..."
W & . B — K REQUEST BUGREPORT #%#, & HI —/-H & @ A4, &7 bugreport is already
being collectde on this device. % fF bugreport A& X 7 %, *Taking bug report..." iX % V¥ & E. % & **Share
bugreport? ", & Share bug report", 2Bk H — A iEE, & DECLIN, JE i 414 2 T 7R Bugreport
Share declined, U|.PASS, F 1 2t g E

Sharing of requested bugreport accepted after have being taken

FHNBTMIK 2 /5, & & REQUEST BUGREPORT % %, i 404 2 & 7~ “Taking bug report..."
MV B . 1% — K REQUEST BUGREPORT #4#, & H 3 —/NH &£ 142, &% bugreport is already
being collectde on this device. % £ bugreport 4 % 7€ %, “Taking bug report..." X 578 & E. & i " Share
bug report", & 7 “Share bug report", 4 Bk — /N iEAE, & i SHARE, 7 i 40 & ¥ 7~ Bugreport
Share successful, 1| PASS, FahEi# a2 iEE,

Remove devices owner

¥ T Z#%# 2 5, + Setting->Security->Devices administrator, & CTS Verifier & & # 4/, wE
BHEM A%, N PASS,

4.3.11.4 Device Owner Tests

((ER: AEREX NN T E, &0 E 4R E 5% — check device owner £ % 41 €, $E
FPATE 54 4)

BAERAET, ZINRLZEEHE TR, W wr, FHiE4&EHKS, 3\ Settings-
>Accounts, B i BF K S #HATHER . FANZTMK, &4 SET UP DEVICE OWNER, 477 USB 1K,
7£ adb & O

adb install -t XX £ CtsEmptyDeviceOwner.apk f adb shell dpm set-device-owner ' com.android.cts.verifier/
com.android.cts.verifier.managedprovisioning.DeviceAdminTestReceiver"
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L 4E 23R [B] success BT E, AL E R

Check device owner
5 3 Check device owner, # B @ 1% B &3, Z T H o1 PASS.
Device administrator settings

¥\ Settings->Security->Device administrators, #%iA CTS Verifier 77 7& E ¥ 7&, CTS Verifier T.i% &
wAH%, #WiIAEHEERRZ EZART, & F PASS,

WiFi1 configuration lockdown

(4 £ wifi) ¥\ — A ¥ F B WiFi B 4 7 f1 16 3 WiFi 8 in % 5 R (=% 2 WAP), & & CREATE
WIFI CONFIGURATION, #k /3 AT & B9 iX T . Aw-Test-Psw1-HK .

Unlocked config is modifiable in Settings:

& & WIFI CONFIG LOCKDOWN OFF # 1% WiFi Bt & 7 M58, & 4 GO TO WIFI SETTINGS,
FAZHMAN WiFi R SR ZREERF CEEEWNRA, ETRELALANEERN > F 3
Saved networks # & i, # ik % & Saved by CTS Verifier 8 W 4 4 #¢ B A0 f| 4 # N0 — 3, BHZ W%,
7] #£# FORGET 2, CANCEL 1% [/ 4 | PASS. i 31 4% [E] #23% [E] CTS Verifier M|iX, ¥ & & PASS.

Locked config is not modifiable in Settings:

/& & WIFI CONFIG LOCKDOWN ON # {& WiFi it & 1= %, & GO TO WIFI SETTINGS, #
INZET AN B WiFi BFPR S SR EBERRES, S5 FE4 L AWREER -> % 2| Saved networks F &
7, o#f A 7 & Saved by CTS Verifier #7 & £ #f HFa R 4 e\ — %, B i14M %, ¥ ## CANCEL
W %, Toik M FRaZ W 48 | PASS. @133 [ 423K B CTS Verifier MiX, T & PASS.

Locked config can be connected to:

& 4 WIFI CONFIG LOCKDOWN ON # % WiFi Bt & T %%, &5 GO TO WIFI SETTINGS, £
FZW%, BEEEEH UFohEE, N PASS.

Unlocked config ican be forgetten in Settings:

& & WIFI CONFIG LOCKDOWN OFF # /% WiFi Bt & 7] U6 %, & 4 GO TO WIFI SETTINGS,
A Z B B N WiFi 2 %, ¥ 5107 W 4 U PASS.

Disallow configuring VPN
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& 7 SET VPN RESTRICTION # f& VPN # [R#|, B &# GO, 23k# % VPN i@, X MR\ L
& This action is disabled, J E T # T EM#E/E. REHFRENRA T H, && CHECK VPN, 2Bk
#| Check VPN 89 1, %%~ Cannot establish a VPN connection, | PASS,

Disallow configuring WiFi

& 4 SET RESTRICTION , H & & GO, £ k32| Wi-Fi @, E2%#F L x—/ Wi-Fi, F &~
This action is disabled, | PASS.

Dissallow ambient display

& i SET RESTRICTION, # it GO, 3 %| Display 7, = & advanced, & %| Lock screen display %
., H B4 %o~ This action is disabled. PASS.

Disallow factory reset

& 7 SET RESTRICTION #% 4%, # A\ Settings->System-.>Reset options, # % 4 %& % Erase all data
(factory reset) % f & &, 7 locked KA, & &4 7 H Action not allowed By X #EAE, FF H Tk #ATHE
T#1E. 4% /G FF & Settings->Developer options, X 2| OEM unlocking, & i 4 1%~ Action not allowed.
| [, PASS.

Disallow configuring Bluetooth

#&. i SET RESTRICTION # %, & GO, % Z| Settings->Bluetooth, 7 T 7~ This action is disabled,
] PASS.

Disallow USB file transfer

A i SET RESTRICTION [R %] USB, 81k % T USB &£, & &3 402 USB Charging this
device, # 4 Y5 @ #Y Transfer file(MTP) #2 Transfer photos(PTP) 7 £ 8 & & & 1], B2 7 HER
fF R, G E#HATHENE, N PASS,

Disallow status bar

& i DISABLE STATUS BAR, e Z1RENEREE TR TRALE, 2% F K, Bi$ REEABLE
STATUS BAR, Bk £ T4z, M¥ DL, PASS.

Disable keyguard

X J5 B DISABLEKEYGUARD, A G#EERER, REB TR, 12BN EWAHE, BA
#7 REEABLE KEYGUARD, N Fx#/Em 2 L4 F T @, PASS,
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Lock Task UI

& % START LOCKTASK MODE:

Default LockTask UI:

AT TEES, ZHRSELEGER, home WHEIER, KEANHERAD REFEZHAXE, KA
BE, BT, BAEBYFE, PASS

Enable system info :

RETEHZAUBH A RERE, KAEGRCEEH, GFHE, Z&EEFEL, BEF, home &
B, coveriew T TAE, K#ZARWZLET Do FHA X, KRR, BT BH B8, PASS.

Enable notifications :

R TEZEA, WERSECETE, ERHA I setting By &A1 7 A, #{E home #4741
TaBHAMES, KEANERTIDTRRZAXE, KFFR, BT, BHEIFE, PASS,

Enable Home button:

R TEZA LS 5 home $##, #1E home BEL L 2B B EMES, WERAEELEH, K
VRN ERD D TNRRHARXE, RARRE, F107F, RAMYT @, PASS,

Enable Overview button :

RE THE#H, home B3, #E overview HLE ¥ LTI, KAETERIT, KZXNZET
DoRRBEEARXE, KHRR, B, KAMBMFTE, PASS,

Enable global action :

EETHEAUEA4R, KFEBEZE THELTEE, WAL Z RAZ, home f4E, *
W R%E, BT, REMSFE, PASS,

Enable keyguard :

A TH%EAE A keyguard X B &, KEANEBAD ~EFEHAX S BT A A #E9F |,
KA T EBI, home 47, PASS,

Stop LockTack mode:

RETHHFAFLHIEX, REERZEEFEEX, TF% LockTask # R #l,PASS.,
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Setting the user icon:

% i SET USERICON 1, F & GO, % Settings B & £ % 4 Users #& T, % N7 LL PASS, &
M3 Users, 2R owner B9 E AR+ 2 1, N fail, %% /5 & i disallow set user icon 2 SET USER ICON 2,
& GO # A settings, # A EARTREF S E 8, 1 H Owner B E A7 4 2, PASS.

Permissions lockdown:

7 B2 % % CtsPermissionApp.apk, £ # Grant, %A /5 & &7 OPEN APPLICATION SETTINGS, 4 8k
4 Z| APP info, X %| Permissions & if # %, Contacts = K &8, A& 27 EH —PMA1EME, &7 Action
not allowed, & 7 *f i 4E #9 LEARN MORE 4 Bk %¢ %| Device administrator, 3 H & — &R R 5 .
F 3% [ 1% # Let user decide, + 2| F oL &, ¥ L% E Contacts 9 K. F & [E 2% # Dney,o & 2|

Permissions, 4 78 No permissions granted, PASS.
Policy transparency test:

J5 %& %|—~/> SET SHORT SUPPORT MESSAGE #2 SET LONG SUPPORT MESSAGE, 4 7| &
#ERE—NEHEE O Aw -short message" f1— /> K JH & Aw-long message"

Disallow add user:

B ##94 T fAH — > Disallow add user #y7T %, 7T JF %, & OPEN SETTINGS, # A Setting-
>USER, Zi& &£ & m—4 USER, £# i — A *iE4E, 2~ Action not allowed F T =N A 1% & &9 48 4
K, B xEAERN LEARN MORE 2 Bk % %\ Device administrator, 7 HH — %R RV R &N A &
BERKHE, PASS,

Disallow adjust volume:

Bt % W4 T8 — - Disallow.adjust volume ¥ /5%, 777 JF %, s & OPEN SETTINGS, # A
Setting >Sound, ZRIFEFTE, 2 —MIEAME, &7 Action not allowed F & 7w NIl 4 1% & #9424
B, & & iEMER LEARN MORE 4 Bk # %| Device administrator, 7+ HH — 2 E ReiE B & EN| 4 %
BRI KHE, PASS.

Disallow controlling apps:

R#EW A T A% — ) Disallow controlling apps F9FF %, TF /%, & OPEN SETTINGS, # A\
Setting->APPS, [ {### — A 5 A, W Contacts, &%, 21k % & & DISABLE #2 FORCE STOP
AN, 2BHE—NEE, TR RN A RENEREE, & 1EMERN LEARN MORE 4 # R RI| A
W E KM E, PASS,
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Disallow config credentials:

R E A T A% — A Disallow config credentials #7 7 %, 77 7%, & if OPEN SETTINGS, #
A\ Setting->security, #% %| Encryption & credentials F F. & 5 #f A\ User credentials, 4 5% 4 — A *f1E1E,
# 7 Action not allowed 7 T oK [l A4 3 & #9486 &, & 7 I 1% 4E 89 LEARN MORE 4« 3k # % Device
administrator, Jf ELH — SR T R EER A X EWKHE L, PASS,

Disallow config tethering:

R #E B4 T AF — ) Disallow config tethering B 77 %, T/ - %, & OPEN SETTINGS, # A
Setting->Network&internet, & 7 Hotspot&tethering, & # 4 — /X 1EHE, €7~ Action not allowed 7 T
AN 1R B B R0 B i X 1EAE B9 LEARN MORE 4 Bk %£ 5| Device administrator, 7+ E 7 — %32 7
W RERERI A REWKHEE, PASS:

Disallow config Wi-Fi:

& WA T A H — Disallow config Wi-Fi 87T %, 3T 7T JF X, & & OPEN SETTINGS, # A
Setting->Wi-Fi, T @ 7~ This action is disabled, PASS.

Disallow debugging features:

R # 4 T A8 — /) Disallow debugging features B 7 %, #TJF7F %, & OPEN SETTINGS, #
)\ Setting->About tablet, & & Build number £ BT & # & W, [EE42#HE—AXIEE, &7 Action
not allowed 7 B RN 4 % B4 UH &, & 4 1E4E B LEARN MORE 4 Bk # %| Device administrator, 3
HRE -SRI GERAEN A ZREHNKE L, PASS,

Disallow factory reset:

RHE A T f%H — Disallow debugging features #§7F %, 777 %, & i OPEN SETTINGS, #
A\ Setting->System>Reset options, i Factory data reset, <58 4 — A X iEAE, 7~ Action not allowed
HE RN AXERNEHEE, BT 1EERN LEARN MORE 4 Bk # 2| Device administrator, +F 7 — &
BNz B ETEN A % B KIHEE, PASS,

Disallow fun:

B #8974 T f8 — > Disallow fun By JF %, 3T JF JF X, & 5 OPEN SETTINGS, # A\ Setting->TAbout
tablet, % %% & & Android version JLK, 23 H—A1ERE, #RR Action not allowed F R R A 1% & #y
HH A, BT iEMER LEARN MORE 4 Bk # %l Device administrator, 3 H 7 — 2R R0z & &N
TR EHKIEE, PASS,
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Disallow install unknown sources:

WA T 4 — > Disallow install unknown sources ¥/ 7F %, 3T/ F %, & OPEN SETTINGS,
# N\ Setting->security, & 7 Unknown sources, 2 # H— M f1EHE, #7 Action not allowed F & 7= |
FHEBWEEE, B AIEMER LEARN MORE 4 Bk # %| Device administrator, 3 HH — % & R#yfz
RAENFREHKHEE, PASS.

Disallow modify accounts:

RE A T fAH — Disallow modify accounts FY FF %, 3T F 7 %, & OPEN SETTINGS, # A
Setting->Accounts, & i Add account, 2 # H—/MAT1EHE, # 7~ Action not allowed 7 K| A 1% & #Y
HIUEE, B iEER LEARN MORE 4 Bk # %l Device administrator, 3 H & — 24 R0z & & FE N
% EHKIHE R, PASS,

Disallow network reset:

Bt # W4 T fAH — /> Disallow network reset #7F %, 377 7F %, g i OPEN SETTINGS, # A
Setting->System>Reset options, # # & {4, & 4 Reset Wi-Fi, mobile & Bluetooth, 2 7 H — A4 *f 1
HE, 487~ Action not allowed 7+ E RW| A 1% B A H &, & 4 iE1E Y LEARN MORE 4 Bk %% 2| Device
administrator, J EH — LR T E R EEN A X EWNKHEE, PASS,

Disallow remove user:

FFE WA T A — Disallow remove user ¥ 7 %%, T FF FF %, & i OPEN SETTINGS, # A\
Setting->User, £ /m— A~ user, 1~ % Z B & X /> user, A 5MERXA user BT R, 2B H—xtiE
#E, % Action not allowed L RR| A X E#EH K, &4 EMER LEARN MORE 4 Bk %% 2| Device
administrator, Jf EH—~ LR T E R EHEN A X EHWKEE, PASS,

Disallow share location:

RFE WA T A F — Disallow share location 8y 7 %, T 7 FF %, & OPEN SETTINGS, # A
Setting->Location, 1 E kA& OFF, &&— TEFH T, 2 HE —MIEME, # T Action not
allowed 7 T R R| 4 % B 89458 B, & IEHE B LEARN MORE 4 Bk # 2| Device administrator, F H
H—UR T EECERN AR ENKIEE, PASS,

Disallow uninstall apps:

B #F WA T A4F — A Disallow uninstall apps B JF %, 3TJF 7 %, & OPEN SETTINGS, # A
Setting->APPs, [ £~ APP (f% 7 CTS Verifier), %) & £# %, F E & i DISABLE #2 FORCE
STOP, & & F|# H — A 1E4E, # 7 Action not allowed 7 R RN A X EWEH L, & 1EEWRN
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LEARN MORE 4 #k %% 2| Device administrator, 7 H & — R 2 B G EN A 1K BRI KIE &, PASS,

Disallow config date time:

REM A& T fAH — Disallow config date time B 77 %, FTH /%, & OPEN SETTINGS, # A
Setting->Date & time, & & F & — M % B AT (8] fo H #3548, 2B B — DA iEAE, | Action not
allowed 7 TR RI| 4 X B84 8 B, & &4 IEHE S LEARN MORE 4 Bk # 2| Device administrator, F H
H—LR TN EEAEN AR ENKIHEE, PASS,

Disallow config location:

F# B4 T A — A Disallow config location ¥y 7 %, #TFF %, & i OPEN SETTINGS, # A\
Setting->Location, [ E k& & OFF, & — TEHFHR G, 2#H — A IEME, T Action not
allowed F T R Rl % B 8945 7 B, o i 4T iE4E 89 LEARN MORE 4 Bk #:#|| Device administrator, # E
H—EETWEEEEN AT RENKHEE, PASS.

Disallow airplane mode:

B F# B4 T fAH — > Disallow airplane mode 7 %, T 7%, & OPEN SETTINGS, # A

Setting->Network & internet, & i Airplane mode, 4% H—*[1EHE, # R~ Action not allowed 7 & 7~

N4 1% BEREEHEE, BT iEERN LEARN MORE 4 Bk # %l Device administrator, 3 H 7 — 4R #
FREERN A RENKHEE, PASS,

Disallow config screen timeout:

RE 4 T 4 — > Disallow config screen timeout B 7 %, 4T FF %, & 4 OPEN SETTINGS,
# )\ Setting->Display, - & i Screen timeout, 45— /M EAE, &R Action not allowed F 2 7= Fl 4 1%
BWEMEE, & HXTEMES®N LEARN MORE 4 Bk % 2| Device administrator,© 7 HH — % R# 5 & &
R A 1% B WK B, PASS.

Disallow config brightness:

F# 4 T A% — > Disallow config brightness #y 7 5%, T F F %, & OPEN SETTINGS, # A
Setting->Display, & iff Brightness level, 2 # H — /"% 14, 1€ F Action not allowed # T RK| A X &
BI4E B, B 5 X EAE#) LEARN MORE 4 Bk % %| Device administrator, 7 HH — %8 Reyf5 & &%

Rl A & E# KM E, PASS.

set auto (network) time required:

REW A T A% — setauto (network) time required &9 7F %, 47 JF %, & OPEN SETTINGS,
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B\ Setting->Date&time, /& &7 Automatic, & & Z|# H— M iEHE, ¥~ Action not allowed 7 & 7~ N
T EREHEE, B EER LEARN MORE 4 Bk # %| Device administrator, 7 H & — B2 R~efz
BAFERNARENKIHEE, PASS,

Disallow lockscreen unredacted notification:

R #E W4 T fF — /) Disallow lockscreen unredacted notification 7 %, 47 FF FF %, & i OPEN
SETTINGS, # A Setting->Security, X EHFHH, WRZWRERT, FELXAZENETD, FEKR
BE— MR, R EHNREENNLAESHF — A Notifcations, % ¥ 7 Show all notification content,
SFEFBEH—AXIEE, # T Action not allowed # T RN A X B H B, & 47 4 15 1E # LEARN
MORE 4 Bk #% % Device administrator, # HH — 23R R @FEN A X EHNKHEE, PASS.

Set lock screeniinfo:

B & AT AR — A A AEA— - UPDATA # %, #r A AW & &7 UPDATA, # & & OPEN
SETTINGS, # A\ Setting->Display. /& iff Lock screen display, & 2| Lock Screen message &7 Wl 4 % &
B AW, &4 F 2|3 — N ATIEAE, £~ Action not allowed B R Wl A X B EE L, A EEN
LEARN MORE 4 2k % Z| Device administrator, 7 H & — 242 i E R @FEN A R EHKIHE, PASS.

Set maximum time to lock:

REWNAET AR — i \AEf1 — > UPDATA #%#, #r A\ 30 B & & UPDATA, # & & OPEN
SETTINGS, # X\ Setting->Display, & i Sleep, &5 R H &K T 4% T 30 £ 8y, & LEARNMORE, &%
F|5H — AN IEAE, &7~ Action not allowed 7 L RN A X B R, & X 1EHEH LEARN MORE
4 Bk # 3| Device administrator, F H & — %R R E R @FEN| A 1% EBYKIE B, PASS.

Set password quality:

FENAE AR —NETE, 7 LS EMFRE, it Smoething XA, 4 & OPEN
SETTINGS, # N4 FAA %&£, WH# None f1 Swipe Z K &8, WRAT#®HEF, 2FHHYE —
AN EAE, 38 Action not allowed H L RN A X BE R H E, & H A 1EMEH LEARN MORE 4 Bk # 2|
Device administrator, f B F — 24 fE R @FERN A X ENKIHE L, PASS.

Set permitted accessibility services:

REWET A — %, 4TJ, B A& OPEN SETTINGS, # A\ Setting->Accessibility, % %!
Dummy accessibility service 7 & i, &% 2% Y — M 1EME, #&7~ Action not allowed F T RN A % &
BYHE B, B 5 X 1EAE B9 LEARN MORE 4 Bk # %| Device administrator, # H & — %8R8z & &1
R A 1% B K74 B, PASS.
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Set permitted input methods:

BEWATAE —AJ %, 417, B A& OPEN SETTINGS, # A\ Avaliable virtual keyboard, &
3| & & 89 Dummy input method, &4 & 2|3 H — /N 1EHE, #7 Action not allowed 7 TR K| A % &
A K, B 1EAE R LEARN MORE 4 Bk % %| Device administrator,  H#& — 28R ReE B84
R4 % & K7 &, PASS,

Managed device info tests
Managed device info page:

# N\ Setting->Security->Managed device info, ¥ &= Z FE /R L E KX &, &4 & I data associated
with your work account ,list of all apps ,each app , 7 LL8{i% &, %% PASSword, WFRB & .

Retrieve traffic logs :

TRAFFIC LOGS # 41, 1CEMRIE TRIR 8], & — 248, #% T OPEN SETTINGS # 41, Z&E3TIFH
T @ F] VLFE % Traffic Logs #Y H 2 7 #% T % 4 84 B 5] o

Request bug report:

& 7 REQUEST BUG REPORT #% 4, 1CEMR & TEYAT 8], %/ — 44, #% T OPEN SETTINGS %
£, TEITIF 4 0 | 7] LLF 2| bug report B4 H #i 4 3% T # AL 84 A (4] .

Retrieve security logs:

& i RETRIEVE SECURITY LOGS # 4, iC{£ /7% T eyt [e], 45— 44F, #% T OPEN SETTINGS
¥4, 4TI B T FLLAE 2| Security logs B F B A 32 T #5401 09 Bt 4] .

Enterprise-installed apps:

# NotificationBot. APK 3 A\ /sdcard % 12 B &, (4 4: adb push X ff/sdcard ) ¥ T Uninstall #% 41,
T I Open Setting 1% #1, E4T T B9 T E = LAF B (R eyl P & F L % 21T app, RGEEZNRATE, &
#7 INSTALL #% 4, {1 AR ENEHEEH - INEEH LXK, RIT#HILEE A CTS Robot, & ME B
FH, g UNINSTALL %4, w AR ERE, FEEF app K&, REFE, PASS, TN, fai.

Location access permission:

# T Reset ¥ 4ll, 7T FF 1% E 5 H, 1 ¢ & location permission # app, & E 21X F &, & i GRANT
W4, % ERE, 7 LLEE|H — location permission ¥ app £ FH — 4, T EH — & CTS
verifier, & E 2K F @, #% T Reset %4, HIT AL EF @, % H % 2|7Z Location permissions, & [E
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PASS, &N fail,

Microphone access permission:

¥ T Reset 1% 41, T/ % E R H, 1 & % Microphone permission £ app, & B 2| FHEm, &
GRANT # 4, T/ % E R &, ¥ LLF 2|H — > Microphone permission # app £V H — 4>, 1 HA
— A& CTS verifier, & E 2| MK F &, # T Reset # 4, HITHFIXEFE, X FF %% Microphone
permissions, & [E] PASS, & | fail.

Camera access permission:

# T Reset 1% 41, 7T A% B 7 &, 1 #E%& Camera permission # app, & Bl Z|1X 7 &, & & GRANT
A, T E R E, ¥ LLEEH -4 Camera permission 9 app £ A4, M EAH — & CTS
verifier, & [E 2R A @, #% T Reset #%4, HITAREFE, %FF 2% Camera permissions, & [E
PASS, % fail,

Default apps:

1T JF Setting->App&notifications->Default apps->Browser app, % & CTS verifier % 2k A % 5 &, &
7 Reset # 4, 1A X E R, £ 7@ LA 2 default app, & E 2[R A E, &4 SET DEFAULT
APPS ¥4, 71X E R &, ¥ LLF 2| default apps H 7~ 1> apps, & FF ¥ UL % Browser app. & i 1% [E]
2|7 @, PASS, &N fail,

Default keyboard:

FTHAREFE, * LLF 2| default keyboard 3% F # 1% &, & B MR 7@, ¥ T SET KEYBOARD
B BRIN AL B N CTS Verifier, 177 1% & 7@, 7 LLFE 2| default keyboard #.¥% & ¥ cts verifier,. i& [E
MR A @, PASS, & fail,

Always-on VPN:

T REFE, *LLF 2 always-on VPN LEH# X E, REENHAFE, &4 SETVPN®E,
3T X &5 @ 7 LLE 2| Always-on VPN turned on 3% [E] 2| F @, & i FINISH 7 @ /& [& 42 always-
on VPN, & 4% & F 1 7 L& 2| Always-on VPN turned on EEZ 4 /& %, & EMIKX 7 @ & & PASS, &
| & fail

Global HTTP Proxy:

T EFE, ¥ LLEE global HTTP proxy L& AW iX &, R EENKAHE, &4 SET PROXY
WE, E4 % E 5 7 LLE 2| Global HTTP proxy set 32 B 2| JI|iX 7 #, & CLEAR PROXY A& &
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P4 # Global HTTP proxy set, & 5% & 7 & 7 LA %& 2| Global HTTP proxy set B2 #7& 4, & E IR 7
m & i PASS, & & & fail.

Trusted CA certs:

TR ERE, 1 & F % Trusted credentials , & B F|% & # @, & INSTALL CERT , F4T7 1%
&AW, ¥ LA % Trusted credentials. & B 2% & 7@, & FINISH # 4, 47 % & 7 # A Trusted
credentials 2 &, [E Z|MKF & & & PASS, &N fail.

Wipe on authentication failure:

AL EFE, 1 #F 2| password attenpts, & [F 5% & FH, A& SETLIMIT, FiTF X EF
., ¥ UL %| Failed password attempts before deleting all device data 100 attempts. 2 [E 2| 1% & R, &
i FINISH #4047 7 % & 7 # 1A password attenpts: &, 2V %, [E 2|3 7 i & & PASSy & U fail.

Quick settings disclosure:

& CLEAR ORG #4, TAITHH®EXELR, 7 LLFZ| Device is managed by your organization.
& SETORG #% 4, BR 2T A H#ERER, ¥ LUFE 2| Device is managed by Foo, Inc. &% K.,
% %| Device management 1z &, & 7 VIEW POLICIES, ¥ bABk# %| Managed devices info - . & [E Z|
WA A&, A& PASS, & fail,

Keyguard disclosure:

#. i OPEN SETTINGS, % & %t it 7# X A& 0 A4, & EWKF &, &5 CLEAR ORG # 4, #
%, B0k 4&, EMEYFE T LLE 2| This device is managed by your organization. #F N\ iK 7,
2 47 SET ORG # 4, HFx L%, "Bik4%, ¥ LLE 249 % F @ T~ This device is managed by Foo,
Inc. . EE 12| 11 F B, &A% T None LAY BT A #8177 o

Add account disclosure:

&7 CLEAR ORG, 771X & f W, ¥ L& %| This device ismanaged by your organization, & [ %
M F @, &+ SET ORG, T/ X EF @, ¥ LLAE Z| This device ismanaged by Foo, Inc. 377 Learn
more 7] VL Bk # Z| Managed device info # 1 . & EMXF @&, PASS, &N fail.

Managed User
A& i GO # A %| Managed User, % [ % 4H:

1. A i check affiliated profile owner % 1iF .
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/& it device administrator settings, & & go, & 7 #J device admin apps CTS Verifier 77 £ 7 # ¥ /& ,
CTS Verifier T g8 2/

& 5 disable status bar, ,‘5\%?@%“/}\%‘2%%@%7&? E, RN FERMERERE, Bafdy
ﬁfh{%’“, BREFANEHEFESHRELE, RIEKSEESHI.

& if disable keyguard, H R KX A X EFREZG, ¥ THEF —ME#EZE A keyguard, l%i)?%)r‘i/%,
ﬁ‘/‘ﬁb’?—, #IA K H keyguard R, AEF - ANHAEH A keyguard HEE LR P HE, X—% B
U2~ T keyguard.

& i disallow remove user, & & SET RESTRICTION 1% & A 7 (R, & GO # X\ setting, F 3
£ ®IH 4T 7 System) Multiple users, & I, Remove user 3% Ty 25 f, 2 A — DX FAEE, L&
#E 1738 T,

.17 Policy transparency test, %X & K1 &.. %15 &, = & _L & Policy transparency test #J % %
Corporate Owned Managed Profile

g OK, 42—/ work profile, Xz % E— 1M KEE, —IMEEE, A setdefault message,set
message, & [, # A\ disallow remove managed profile, 3T 7F T & JF 5%, /& i oppen setting & &7 APPS
notifications, special app access,install unknown apps, /& iff # A A7 & 8 CTS Verifier, & 7 allow from this
source, 7 1 action not allowed *t 1 #E & 7 learn more, & i remove work profile, # H K &, A& T
learn more # H K 15 & .

Logout

& GO B 5 7 logout, K 2 VI #E = M aIZH A 7, BRAHHRELTEHLRAF K&
RN RREERE, EEF A FHLWAF, KAEUFALE AP, BRI\ GFREAX
BERA T WA =

Disallow user switch

# i CREATE UNNITIALIZED USER @] x1% B8 A F, 1% SET RESTRICTION #% & A & IR,
& GO, settingAdvanced>Lock screen display), , 3 [El & i go, % & B % 41 % none, PASS.

User switcher message

/& i WITH USER SWITCHER MESSAGE, 4 #F £ 4 7] # £\ 44 B 71 @ 4 31 star user session, % £F
B 9] B £ T E E AT EAE en

d user session, & & WITHOUT USER SWITCHER MESSAGE £ 4 B #1147 # 2| Bh 71 @ & 31, star
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user session, B2 £ B3] E £ W @ &I AT 1EAE end user session.

Remove devices owner

¥ T 1Z#% 42 Ja, + Setting->Security->Devices administrator, & CTS Verifier & & # 4%, X
BAM A%, N PASS.

4.3.11.5 No Devices Owner Tests

Device owner provisioning
A 7 START PROVISIONING # % 1E4E, &7~ Device is already set up, & oko

Quick setting disclosure

NHATLRARERE, HAERERENRRN, REARERZREOHERE, XAkER
&, "I PASS. # T Go#HTHXE, REMFAAA®H AA, BEENXFE, 97, 7T
BAE, MEEHREMZRECHER, BORE, ERE126 PR, BT AEMERART none.

Keyguard disclosure

T Go#ANITRE, REURAZAANFEA TN, BEEWARE, 3(F, TFHFRE, 1K
RAREAZRECHEE, BIR%E, ELZ 126 PR, ®ITFTAHHETART none.

Add account disclosure

HT Go #HHATHARERE, ERFEANAAHEAZ KL CHEE, AW HREKE, & FPASS,

4.3.12 NETWORKING

4.3.12.1 Bluetooth Test

BEFNMRFE 2 & FREANRK. (F R location 3T FF)

Toggle Bluetooth & i #% 4l Enable Bluetooth # Disable Bluetooth, # 1\ ¥ 2 ¥[ DL IE & 3T 7 F1 % 4] B
RN ER: BEFEITTET A RES BN,
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Bluetooth HID Device 5 Bluetooth HID Host

MRFEEZE2 AR, —ASERFw, 7— MUEEF 5w, &7 33T 7T Bluetooth HID Host -,
R %- 3% 4T 7+ Bluetooth HID Device f-1& . 7 . % 3% & & REGISTER APP, MAKE DISCOVERABLE, &
% 3% & i SELECT DEVICE, # #1Z % 4, SHFMEEHNIT AW #H k4, & &K% %8 TEST
SEND REPORT, 4 /5 & & TEST REPLY REPORT,TEST REPORT ERROR, #n % ix = 4% 4 #34% & 31,
| & 7 UNREGISTERAPP #% 41, F PASS.

Bluetooth LE insecure Client Test 5 Bluetooth LE secure Client Test

ELTHAFNARLYRSwm, KRB LEEF, ARAEEF w0l KT, & # B A EAE BT R
pair@X connect; &M =M E forget # 7 ¥ DR, EHE BT, 755 2| 03bluetooth le encrypted
client test At 5 & — MNAMRK B B &5 T, L& testrunning F, FE 7y B iR (EF— 8l
WIBL A R ) R $2 T, % forget, M 03)

Insecure Client 5 Insecure Server

MRFE 2 MNFR, —DNUERSR, 57— MNUEEF 3. & F 33T I Insecure Cleint @, Ak
%-31% 47 7T Insecure Serer 7~

1. 7 JR % 3% & & Make Discoverable # 4. 1t B T 7 DAW Mt 09 B 7 5 3K 2,

2. & F 3% B i Scan for Devices # 41, TR %3 . 4 New Devices £ F H IR 5 &5 & (7]
AR IE AR & 2 AR A lE T H AL R A W), AHZRS &N 2 8sh 4% il .

3. MR &R T B PASS #4048 & .
Secure Client 5. Secure Server

MR E 2R, —PNAERSw, 7 NYEEF . & F 1] 7 Insecure Cleint 7@, R
%3 47 FF Insecure Sever 7T .

T AR % 3 & i Make Discoverable 1% 41, if B T ¥ DI Mt 2 89 & 7 3 TR E .

T & P 35 & 5 Scan for Devices # 41, FHAR %35 . 4 New Devices £ F HIL R & B 8015 & (7 DL
WRAE TR R & & A s F ok sk H ), S FZRES BN 2 BT E1EH MR,

MALE P 2RTEEZRY, £FF %MK %S5 5 & pair 1L B
IR & 3 B PASS #4035 fk 7T B o
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EE: Y FRFE Secure Client 5 Secure Server Z 8] 477 # A b, F E M4 T FE AT, REH#
AT MR o

Network Background Connectivity Test

AT IPv6 P4 72 55 FF o 16 UL T B9 B2 1A g8, A 7 IR
1. ##%—A-F IPve M &N\ # WiFi F 4.

. BT R A IR,

R

. HEFRRRCEDFE 2min)s weap

. R IE 4 B A #| ¥ PASS i & FAIL,

[\

(98]

AN

(9]

4.3.12.2 Wi-fi Direct Test

EREWIFI 01t BT Wifi &, FE A Fo)£E KR, B &4TH Location
GROUP FORMATION

GO Negotiation Responder Test £ Z & % GO Negotiation Requester Test 1% it #J, 1E % Responder
Hn, EMREZE, RALWHT .

GO Negotiation Requester Test F & # /> M|iK 51, Go negotiation test(push.button) 2 Go negotiation
test(PIN), #ATX MR Z 6], EH— G EN, wifi ik F R AL — % (e RHA L&
wifi By Mac #idb—#, FERAMAE FRE 4 —HHY wifi Mac # 3D, T I X EHLH wifi, £ T
X 4 HLET wifi direct 2 J&, # N\ CTS Verifier, % % #L# GO Negotiation Responder Test 7 71, * %l
HEE TIESI A 1, BT RFE MR N E A 43T F wifi , 4453 N\ CTS Verifier
MK GO Negotiation Requester Test 2 & #9 # AN MR . AN WA TR MR A &E L E TR E, EHRRS,
# %, pushbutton EEHKEIR 55, FEESENANELEE, SH8XE, WANHETES; PIN
MIREEREIR S B, FEESZENHANAAF £ PIN 4, 4R PIN & N E#, 3 H&R A HE8
(PIN #h % \ B [B] 2 F B Bl By, RAB R AEMATK, EEEELSKK, EHERY, MK PASS.

MHR £ — MM Tz 5, MR A ZE LA R H CTS, # settings ¥ 2 EE T wifi, KEFHT
HNR, YREEZTZE, WHFREME, N # CTS & T Requester FH, MNAAH#ATEHEH
MR
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GROUP JOIN

Group Owner Test & % Group Client Test /& %, 2 & 84 7 />R 5 Join p2p group test(push button)
1 Join p2p group test(PIN) 1K 5k % — TR A&k — 2k, %% A4 T Group Owner Test 5@, MK
TR, MK — I E B T wifi direct.

GROUP JOIN WITH CONFIG

Group OwnerWith Config Test, Group client With Config Test, ¥ /> J| X T &4 | 1 46 2 56 % R X &,
RS, EE, RE— TR AR — 2, MR 2 1 2 Test PASSed successfully.

GROUP JOIN WITH CONFIG 2G BAND

Group owner with config 2g band test,Group client with config 2g band test, ¥ />l 3 F #4 MK A7 2 5
BEREE, EERRSE, T8, BF TR AR — 2 MR 2 H I Test PASSed successfully.

GROUP JOIN WITH CONFIG FIXED FREQUENCY

Group owner with config fixed frequency test,Group client with config fixed frequency test, # />l i
T A2 R R A&, EERRS, E8H RE — TR A K — 2, WAL & & 2 Test PASSed

successfully.
SERVICE DISCOVERY

Service Discovery Responder Test 7= # Services Discovery Requester Test #{ /& & #7, * % #L4T FF
Service Discovery Responder Test, |34/l # 4T Services Discovery Requester Test M1, 4 M|k E — NI,
MEAER M CTS, EE T wifi direct. E # Multiple clients test 01 02 03 #Y Ml 1XF Z £ D H & &4, |
AERIFEREZIRE, sHEE—DNKRELR,

W RN, SRR AR EZ G, # test failed, XA FEHFEE#LEN LK R E, B
M T 4 Request all services test 01 24 22

R MR A, BRI 5 £ R % & H % BT services discovery..., XA 2 E IR AR A,
B %R E#E MK, requester B FT A MR AR 2 K18 R 1X & W o

4.3.12.3 Wi-Fi Test

NETWORK SUGGESTION TESTS

AR BRI TH, LT 78
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Bubble Notification Tests, ¥ & WiFi, ITA X EF A A, 5 none, KK EHETE R, &
EEBMEE R, B yes 3 conect, 1 I Test PASSed successfully;

4.3.13 NOTIFICATIONS

4.3.13.1 Bubble Notification Tests

BHTEEE, BERAE, PASS,

Stepl : H A& FH#M, XE—S W HFRIWAE, ANENERRLLBEMERZTHE— R
40, PASS

Step2: ¥ & THZH, RIERBMALERE L, EREMRKRERELFF +, PASS
Step3 : B & TH#H, RILEMAER#HL, EE@mERMFFE T, PASS

Stepd : B & THIZH, #INABENFELER, FEBLERLHAZ T, PASS

StepS: B EF THZHE, RIEAREZGHIAEFFEL, EEF WA WAR N, PASS

Step6 : BT AMEELITIT, AGHFARETARELNEHARER L RER, RILTTREE, &
AR BRI A

Step7: ¥ TH#ZH, RIER @A EF&E L, J#ELL%U%‘:L%H(‘H O L. 4650 S 0EH 2ok Ul
B #R UL ENFER LBk, B ai g RFARDAL +, PASS

Step8: £ ETH# 4, RIIAWESHIAEREL, EEFE AR HHE M N, BUHE 4,
WA R A T FE#E L, PASS

Step9 : B & TH#%A, #ILFRELHI— K8, B3IEIT,PASS

L b #% PASS, M| PASS

4.3.13.2 CA Cert Notification Test

. AT ®E 4R, BRiEGO, £ (EtA-4#4%) TELHZETATANLE myCAcer, &
ﬁ—*”* B E #r N\ 4 F & ok, K [E & 54T iEAE B PASS.

AR BRI TH, LT 79
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2. BEEAER, A GO, YA EF LLE F| Internet Widgits Pty Ltd, & [E] & &7 PASS.
3. FHRXEWNHEEA (remove) =,

4, WEUTHE, T s, 7 LUF 3| Certificate authority installed" X £ 3 41, = 7 I 3 40,
HILF @y B, fm—ATE RA “Check Certificate" B 3% 4, HH M7 LB A ZEWIEH, W
RULEAC M ZSIE#, AR N & E % =48 Done % 4,

5. f£E TR AL F, 16 £ B A W5 Certificate authority installed" £, F M4 40, R g
4 % o & T U B i 5 A2 89 Done 3% 4l o

PL_E 5 35343 il PASS, &N fail,

4.3.13.3 CA Cert Notification on Boot Test

1. R Check Credentials # 4 #1\ 2% B4 % 2 IE4 . @R &AL %4, | & & Install credential
AT % (WRZAHIAT CA Cert Notification Test 1 2 EZX L KIEH, HAARELKIUEH, B,
MRARTF EXRBFED).

2. EEFAR. EHENEHEREEE I Network may be monitored" X #2347, 3 H HHH# A
FEUEERFEHE R,

Lk # {E IF % | PASS,

4.3.13.4 Condition Provider test

o, #R CTS Verifier 2 89 #2 ~ & REER W],

1. % & do not disturb, & i T4 1T I cts verifier, & 2| T — " launch settings Z it 2. & & launch
settings, > [ cts verifier,

4.3.13.5 Notification Attention Management Test

1. & if Launch Settings. 7 # 't & 0 % 4] i% Notification Listener for CTS Verifier, #& /5 & B |1
FlE. EFBEATMNAFE FHEE 2 —TTHEKEE%E— 1 I'MDONE #%4.,
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2. T4ri#@ 404, FFE Do not disturb, 7 1 B4 1E4E & 5 Total silence, & i DONE, %5 & &%
— A TMDONE #4 ., EFENTINRXFTFHOEE ST EE % —4 I'MDONE #4.

3. THrifot, %M Donotdistub, %64 =1 I'M DONE #4, 47 Tl 7@+
HyA H 4 — {74744 B 1% =/ I'M DONE #4.

4. T %4, FT/8 Do not disturb, 7 H By & 4E & & Priority only, & # MORE SETTINGS, #
H — /> DO not disturb 1% & # &, & i Priority only allows->Messages->From starred contacts only, 1% &
WiERE, AEAREF=ZATMDONE. EFHEATMNAFEHFNEZE 2 —TAIHEEHNFETANTM
DONE # 4 .

5. THri# 142, & H Do not disturby # /5 & &7 5 I % I'M DONE # 5 oo iF % {5 UL T U & & +
W H & — TR E B SR,

4.3.13.6 Notification Listener Test
HATHTN R e A ERFES L LANFERE, TULTFRSEEEM (L% 2% USB W iE &
TEHEE).

1. i Launch Settings. 7 7 1 & O 9 4] i% Notification Listener for CTS Verifier, £k /3 & B |
FH. EFELTIRFE TN E & —TTm%E 2| T — Launch Settings 1%

2. #iF % —/> Launch Settings %4, 7£ 7 H & 0 % B4 4 #& Notification Listener for CTS Verifier,
RERENRKAT. EFELTNRETFFTHEE ST,

3. FrA A= B AREE T DL 3 iAs

4.3.13.7 Notification Package Priority Test

1. /& i Launch Settings, 7% 4 & 0O 9 4] & Notification Listener for CTS Verifier, 4k /& & Bl
F

2. 1t Settings->Notifications->All apps % | CTS Verifier, & &3 N\, HH 4% Override Do Not
Disturb, # /5 R #H% — A~ ITMDONE. EFEATMAFEFHEE 2 —TIHEEEE =AM
DONE #% 4 .

3. 7t Settings->Notifications->All apps # £ CTS Verifier, & #r# A\, 4 # Override Do

AR PR ITH, B K 81
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4.3.13.8 Shortcut Reset Rate-limiting Test

M1 7T % 2% NotificationBot.apk, & H# N1ZITH & B FATN K, KE|E 4, HF@EE, FEEHD
A—® KT, (IE4 % Do not disturb)

4.3.14 OTHER

4.3.14.1 Recent Task Removal Test

%2 % Stophelper app, % — > PASS, & i T W # 4y~ % — > PASS, &5 ¥ i Al # remove % 7 5],
PASS

4.3.14.2 Screen Pinning Test

1. B NEXT, # H R FE B & GOTIT, &% 2~ Screen pinned.
2. & NEXT k33 CTS Verifier - E £ 4 R E,
3. AT HEREHBMERECDEYWSE, B$ NEXT.

4, [E B & 7 hold back 48 (R E %, = MAH) Foverview (IEHFH) #ERMUFEHR, &3 CTS
Verifier & B |1, & NEXT.

5. B NEXT kR BR4E &, #EWIR~ESR T GOTIT,
6. & NEXT,

7. # HHE R All tests completed successfully ¥ & 47 PASS.,

4.3.14.3 Widget Framework Test

e T 4%, 55 B A2 4F A 2| Verifier #9 Widget 6 4 24T 3K .

1. X AE K%, &5 WIDGET. 7 -FRH Widgets 5% (Z 5 A # kA475) F# 2| CTS Verifier.
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T AR

K 46: Widget Framework Test

2. 4 CTS Verifier Widget #i 7k | £ 8, & Start Test ¥ 47 I i%

Step1:Verify dimensions. F & # 4 27 % /Z (Width:xxx) 15 & (Heightyyy). X H{E 8 #{13
Hdp, XMEEERFEXRET RN, 160dp Bl 1 . FrUlEit B widget A 5. & 1E,

3. Plam: KA widget 48 7~ Width: 367 Height: 366

M| widget #Y5Z Fx A /NTE B A -

3% & =367dp * (1/160)inch/dp * 2.54 cm/inch = 5.82 cm

& & =366dp * (1/160)inch/dp * 2.54 cm/inch = 5.81 cm

B L& widget WHEZ G BN 582 cem mE A£G H#L 58lem Bl 7, FELRENEENFE,
W —IUAFE ERH, Verifer 448 7~ 7 : reasonable approximations of the widget's actual size.

AR —LIRZZMUESN, E¥RENFTERFOT: £7 & W makefile ¥ 7 R HEGZ 5 E
B 1% E: ro.sfled density, X MEWE EH JLAEEE L& E (5 frameworks/base/core/java/
android/util/DisplayMetrics.java):

AR PR ITH, B K 83
Copyright © 2020 Allwinner Technology. All rights reserved.



( Auwiner
L A5 E

(1) public static final int DENSITY _LOW = 120;

(2) public static final int DENSITY MEDIUM = 160;
(3) public static final int DENSITY TV = 213;

(4) public static final int DENSITY HIGH = 240;

(5) public static final int DENSITY XHIGH = 320;
(6) public static final int DENSITY 400 = 400;

(7) public static final int DENSITY XXHIGH = 480;
(8) public static final int DENSITY XXXHIGH = 640;

RREREIGHWGRTE Rl L@ UANEH AN, IAFEER A GEFEAEANE, X
B3t 2 £ MK Widget Framework Test B 5t & = £ 1% . 48 Nexus10 7y [T % & %5 £ & 299DPI, ©
1% & ro.sflcd_density B %6 Bl 320, AT LA Nexus10 72 |3 Widget Framework Test . 2 F 8 A W 1R =,
Nexus7 MG R E N 213, ERERETANFE —MEECHEE, €& E rosfled density At %
B 213, ALl Nexus7 7% Widget Framework Test i 3 & 4% #4

FRERGEEELITESREMN rosfled density Z 7| B A, 7 MK Widget Framework Test H7 1% %=
WHAB A, XHIREXRREN,

4. Step 2:Verify resizeability, 1% Verifier £ B A EB#, FTUBREMHN 4 FUHIAX
WTEFR, TG 4 FARREERHH AN

AR PR ITH, B K 84
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K 47: Verify resizeability

5. Step 3: Verify collections, #I\{=E A %S A 1-50 # 50 NF[7E M4 B
6. Step 4: Verify category . # I\ 24 Bl = HI AL B, I 1Z & 7= " Widget is reportedly on: HOME SCREEN",

7. WA ERETUAFSTE TR, BT FAERREEFHAN. ERAFET A
ﬁn%f*%%f‘ﬁﬁiﬁ Settings->Security->Enable Widgets, # /& & # 9{ % & = 7 LUE ) i 4h 24, LA

s ?’” BRI E, = iﬁﬂf‘f]ﬂ BV R, A% 4 i'?»ﬁ/ﬂ‘] I Step 4:Verify category B, W 'J:I’_/T “Widget is reportedly
Q\@“KEYGUARD"O R A :E@ B, T BLR E/A&%%@, B PA§S° M Fail.
\%@O \\~\$ \\\@ \§\ \}}\$0 0\\$0
Q N N N Q Q

4.3.15 PROJECTION TESTS

4.3.15.1 Projection Cube Test

MR Rz AR T R, REREFRLR. wRNEB I E — BN R E T,

N N N N
& & AR, BB % & S8s
o @0 Copyright © 2020 Allwinner Tecl@%logy All rlghts r@%oerved o
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4.3.15.2 Projection Multitouch Test

MAFEFEFFRERTRRERER, FESNNCENZEAY ENE 2. ZANFHEAMZER
wLE, NZHALAVEE R, I FHREAANRES . RIOGE-RBELHE 5 nh@ege s, o
DLRL S A FAg R B AT E . & e Lk BRI 4 PASS #4.

4.3.15.3 Projection Offscreen Activity

#FNWARE G, BESROT:
1. #RRERCERREAR. XM TEENR.

2. FRMAT k. FEEFSVWAA, WREKETFRE X ERTF. X FRZT 2R,
Y

3. wRPRK KT, PASS AKX Rl m, 7 i A MR
AR MAR B %L PR T BRERS,

4.3.15.4 Projection Scrolling List Test

iﬂJﬁ%ﬁtFMﬂ%%a MR, BREH S0ANTH, B REANU LTRSS, F6 LR ERE
7 moifr PASS 1% 41 3 31K o

4.3.15.5 Projection Video Playback Test

MR FmF Az HIH Ay & e sk, FFHA "BEEP" B 5 MM E—F. o LREX
BU ] & 45 PASS 3% 4 3 3T 3K,

4.3.15.6 Projection Widget Test

W A& FRLE7H UP, DOWN %4, TUSERETHAH 4 8. ndmrlZgeELE
MWREEH . fa LR BERKEF 24 PASS #% 4 # 33 I 3K

S BB TR, AR 86
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4.3.16 SECURITY

4.3.16.1 Biometric Prompt Bound Keys Test

Setting>security % & % #9, & 47 STARTTEST, PASS

4.3.16.2 Biometric test

& START TEST 1, PASS

4.3.16.3 KeyChain Storage Test

RIGUMIA A & %2 2% 2| R G4 ] AR AN, IR B A G 8y HTTPS # 8. AR AR &K
B IT R PIN %5 A 2 [ 22 55 75

1. & NEXT &4 RiEF .

2. BENEXT ZEILBENAGTY, BHBETIS T LM NAELESL OK, BHITHHLEL
# 5 OK.

3. ®pEBEEKT, A NEXT,
4, & NEXTl3 HTTPS # #.
5. BMUEROSRE®RBIEH, H¥ESH ALLOW,

6. 1~ Connection succeed /& & #7 NEXT, # 3| Clear credentials, & OK =% A A&, &3
Screen Lock, % B %A, % EFREFTAN Lo

7. & E CTS Verifier M3k, # 7~ All tests completed /7 & & PASS.

4.3.16.4 Keyguard PASSword Verification

AT A A & B R A

AR PR ITH, B K 87
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1. WL &Mk E S, N A+F SET PASSWORD., % | & & CHANGE PASSWORD.

2. & CHANGE PASSWORD /5, % ¥ %% S FIAEH, FNZART FAIL. R BH%
3 N %A T PASS.

4.3.16.5 Lock Bound Keys Test

1. % & RES F: Settings->Security->Screen Lock, 1% & F &4 F & PIN %A% 77 X 8 £ 77 A\ 5
BT R, o

2. ® i START.TEST.

3. MM mE, ol EaiE A\ PASS.

4.3.16.6 Set New PASSword Complexity Test

1. B HIGH, X E PIN X EFE A& FHAEFE, KEEDHS;
2.4 MEDIUM, % & PIN XX HEAHF AT, KEZD N 4
3. &% LOW, % & PASSword = # PIN;

4 . &4 DONE, % & # NONE;

4.3.17 SENSORS

4.3.17.1 6DoF Test

B, E 3 PASS

AR PR ITH, B K 88
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4.3.17.2 Accelerometer Measurement Tests

ER: MNAHFETRREWERTAELERAZLM, L A63 t1 TR #yE @ 4 = IF [,
5T B e Rl A8 R

NIRRT 5 2 B e T BT 48 1 -

1. BETEH TR, XARREFRTRE, RAFREEHHE, &4 Stay Awake #£ T,
KA ER S FrA % E KWW sensor ¥ KXW J&, & NEXT #% £ 7 48 1

2. BTRELTECHRAME, A Next . WRAIEL T PASS,

AR PR ITH, B K 89
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T,

e e R el . et
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Kl 48: TR EH

3. M Next #4#, AGRAREWFREARMEZE, FRELHL, FHEMUK
3| RE, PR\ —F Lkl g g

JLTt o

= b

FE, KEE R E A
R EEE, BERE, HENRER. WA E
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2 & 7R PASS.

K 49: T £H

AR PR ITH, B K 91
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4. FFRAFHELE,

BT H KR, R Next #4 . M &3 B 2 B PASS,

BN TETE

v o i il P e B

e ) B

Bl 50: FaE A L

AR PR ITH, B K 92
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5. BFPREATACWAEAME, HiF Next #4. Mk K54 ER PASS.

B 51 EEALR

AR PR ITH, B K 93
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6. WTHEE T ECHANIE, & Next#4. MK ANE L LT PASS.

Tl

i ———
I a—y
e

|
:
I
J
b

K52 EHAAD

94
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7. BTHEE T A MM, £ Next #8. JRANE 2 B PASS.

Kl 53: #HEMB T

AR PR ITH, B K 95
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8. %thﬁ]ﬂﬂﬁﬁﬁé’v&ﬁﬁﬁi , RAXATERE), LRTATHERLET U EEHREW
Next 1% 4 38 3 M1 .

HEH—T fail 32 LEHENIK,

1

4.3.17.3 CTS Sensor Batching Tests

HNNMAFHEEBRRTENATER, RAREES AT RE, XA REHE A%, £ Stay
Awake T, *XH T ERS . FTHEE <MW sensor ¥ xR 5, B FERAFEHREEZT, && NEXT
HATFEN K. Xt RELS XA, FHFEEIRNMNAZTE NAZEEIFREXERTEHFET TR

TRENZMAER, —BRRRARHRIA, FADIHFERIN . wRMNAFEIAT &
HETE, A 17:7%77 w5, ¥ DL 7 PASS ANYWAY 4% A8 33X, B w7 B AT R o 1% K&
#1 H% batch FrE, Fr AT 2RI

4.3.17.4 CTS Sensor Integration Tests

HANNMAFTEERR B VITER, XARREEFETRE, AR FREE#%, F# Stay
Awake £ 5, <R EMRS. T8 FEZAXF W sensor B XK g, ¥ FHRAFHEEEZE, &$ NEXT
BAFHEMK. Xt FELSRA, FHAEFRMNRTE WMRZTEEIFRELERTEHETRRE). &
REMNEMRER, —MARREEFHRRA, ENTHAFEELNR, wRIKFEIHT HEHNT
B, #iA4R™ LR, L7 DL g & PASS ANYWAY 3% # @ 13 3K

4.3.17.5 CTS Sensor Test

HNMRAAEHBRR B TER, XABRRZEFRTRE, KA RE O, £ Stay
Awake #£ T, *RMERS. A EE XKW sensor H X J5, IR ATREELET, & NEXT
AT 46 R LEJL/?%/\%PT] SFRTFRNMKTE MR EEIFR2XERTEHENR ). &
REMNEMNRER, —MARAEELEHRRHA, TEPNTAFEELNR, wRMKFEHT HEHNT
E,%%%%%Tu@%, ¥ LL & 47 PASS ANYWAY 4% 4 38 3T I 3 o

S BB TR, AR 96
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4.3.17.6 CTS Single Sensor Tests

HNMNKATEHBRTESN VTER, XARRESN AT RE, XARFEEHWEE, £ Stay
Awake ¥ T, * WML E RS . B8 FEE X H N sensor A B, ¥ IRAFHRELEELE, &4 NEXT
A MR, XHFEL2XA, FFETRNAZE MATEEFRAAERTIFHEAZRR). =
RIERENRER, —BEREARKIA, A DTIHFEERLN K. wRMKF HAT HEHT
B, #A4E R LAZ e, X7 A& & PASS ANYWAY # 4 3 333

4.3.17.7 Devices Suspend Tests

HNMRAAF G HBERETEAATER, XARAREHETRE, KXW FEEE WL, £ Stay
Awake ¥ , (WAL EBM % . FTH FEE * A8 sensor 3 % A J&, & & NEXT #4046 04K, % #
USB ##, XFH#NERERX, FHETFRINKZE NAZTEEFR2AERTTHETIRRE). =
BREWNEMAER, —BERREAERHRIHA, MAFNDRHFERERINR, w RN FHIT BT
B, #IAMEIR T LA, L7 DL & & PASS ANYWAY 3% 41 1 33 |1

4.3.17.8 Dynamic Sensor Discovery Test

FNMRFEEHERETEN UTERX, XAFRERTRE, <A RERB5#H %%, £ Stay
Awake I, KWW EMS, moT NEXT, REHLERT, THaRTERETXEK, REFERE
HEHERAS, BFH, HE PASS,

4.3.17.9 Event sanitization for idle UID test

HANMAFEEHERT B WTERX, XAREZEFRATRE, XA RE DN, £ Stay
Awake T, KW EMR %, BTAH FZE x A B sensor ¥ % W J7, # & NEXT #4046 04K, AT
Shell 44 “adb shell cmd sensorservice set-uid-state com.android.cts.verifier idle' & & L4 [Fl & B ctsverizer
UID, &+ NEXT #8148 42, % 2|97 2| F & Z J&, $4T Shell 44 "adb shell cmd sensorservice set-uid-state
com.android.cts.verifier' 1% 1L L4 7 B B9 ctsverizer UID, & i NEXT # 4%k 2% &, & PASS.
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4.3.17.10 Off Body Sensor Test

HNNMAFHEEBRRTENATER, RAREEFN AT RE, XA REE 318, £ Stay
Awake T, AWML EBERS. FrE EEF FH sensor ¥ F 5, % 45+ NEXT #HA T4 MK, Y EE
e MK T 48 17 B 72 AL BR ] & 3 PASS.

4.3.17.11 Sensor Batching Manual Test

HNMRATEZRRERES VITER, AARBZESATRE, XA EEEB%, =& Stay
Awake T, *F B RS . FrA FE XA sensor ¥ XK1 5, BB $ NEXT #%40 IF 26 MK, AR 15 3=
o, EALBERIENRINF. K/E B NEXT #4, 255 & £ . 55 NEXT #4AKREXKE, &
# PASS.

4.3.17.12 Significant Motion Tests

HNMRATEIZRBRTRED VITER, XARBESATRE, XA REESBHE, £# Stay
Awake % T, AWML E RS . FHEEF MW sensor B X 5, ¥ &5 NEXT AT MR, YEE
R To 55 17 B 52 AR BT & i PASS.,

4.3.18 STREAMING

4.3.18.1 Steaming Video Quality Verifier

ZIWNAFEEEHE WiFi, 7 HEFENE, REEFEBHNE — NI, B4 mE NI EHAN
M, WRNELST, A mBEERERA, FEMOERF. wWREHFH, N PASS,

4.3.18.2 Tile Service Test

% — > H o) PASS, 3T FF R 1X & setting>Accessibility # Dummy accessibility service # off, & [
B ZAPASS; ST #H R EH EHEEXKE, B©EZG ¥ LA CTS Verifier 8 service, PASS.
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5. BEMKE X

MR 52 £ )5, Verifier MR 2P 7 LA A Ak R AR 5 o

B ERBMNABREEE RS, WRFEECHMRERRE, & FHL T AT FAIL TG it 4
R

A b A e R T SRR DA B B R R A R

B A A T LUK R R 3R R 7 2 sdeard # . % 12 A /sdcard/cts VerifierReports/
WP MTP — & A BRI 4, ¥ LLEST adb pull 44 Bl MK IR E « androidQ Z 5 IR A, F B8 F
F 4 )\ adb shell appops set com.android.cts.verifier android:read_device_identifiers allow

MR R & 8 S 4 B K, F DL S ¥ A\ /sdcard/ctsVerifierReports/ B 5%, # it Is & 4 BUF X 1
%, KRB NN R AR, H R — k¥ /sdeard/cts VerifierReports/ B9 BT B X B H o &
4-: adb pull /storage/emulated/0/verifierReports/2020.02.13 13.37.38-CTS_VERIFIER-Allwinner-ceres_b3-
ceres-b3-QP1A.191105.004.zip D:\verifier report
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6. Declaration

This document is the original work and copyrighted property of Allwinner Technology ( “ Allwinner” ).
Reproduction in whole or in part must obtain the written approval of Allwinner and give clear acknowledgement
to the copyright owner. The information furnished by Allwinner is believed to be accurate and reliable.
Allwinner reserves the right to make changes in circuit design and/or specifications at any time without notice.
Allwinner does not assume any responsibility and liability for its use. Nor for any infringements of patents or
other rights of the third parties which may result from its use. No license is granted by implication or otherwise
under any patent or patent rights of Allwinner. This document neither states nor implies warranty of any kind,
including fitness for any particular application.tates nor implies warranty of any kind, including fitness for any
particular application.
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