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1.

1.1

D22 >

AU &

5 H

AXENRLERZITAANRT M OTA Fr XM A HEERM, FE OTA FRWREURE

77, 37 #% Android OTA By & #1014 it .

1.2 1

1.3

1.4

)ﬂ/&@

A B 3E B F A133/100 Android 10 £ 4t .

R AR

RBTTRAN T

T ARIE

OTA: (over-the-air) = T#H A, 1 Andr01d R AR B RAT RS B A, B 1T 4 4%
TREFECHALMEAMARR G, WALFETE &7 N HATEE

boot: boot 7~ X, & Linux W% L X 5/ root X & 5. ¥ 7 5T £ 2 system 4 X DLRE
X,

system: system 4 [X, ‘&4 AOSP(Android Open Source Project) B9 % 45 iz F 12 7 DL R E L. IE
HERET, ZHAREURBEERER. tWAERRBYEOTA ARLEFRE,

recovery: 4 % — A Linux £ %, &% Linux W& L X 4 A recovery B9 — 3t #| 7] $h AT L 1,
recovery IWIEFl B Al TR EHNCHKHENZEHEHL M5 X,

vendor: vendor 4 [X &4 £ AOSP(Android Open Source Project) F 1~ & & JE AL By 2 4 42 5 LA R JE
X, ZHARUREHXER, CHAZREEOTA ALZF 2 WKL,

cache: il T8 B R 77 0 40 5 FI A2 7 AR 7 T 808y OTA A H ., H AR F i fl o KRF X
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AT ER. OTA A AT SR Z L REER T2 ER. B cache 4 K RF OTA 7 +
i F S PR command SCPF DR T B OUHFEY &
o data: AT Hf# ota @, HAFFHIFI T EK data - X8y 2.
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2. OTA &Rt

2.1 OTA iz4T )R &

Android F & 2 # Google diff arithmetic Z 2 W%, AR LI FTEAZ UK Z42 7%, OTA &
TREE W T HrR:

MNetwork

Z O\\

OTA Server Device

B 1: OTA /T EEHE

1. OTA Server i X £ @H#HAT L1F, THURMANEHE,

2! R FEEB K Android 75 5, BRZ4FETAGEL =208, AEAE w7 EHE LE
AR A E

3. WARMI wifi P& #ATERNTH, &5 TEKEH TIE,

2.2 OTA A FimBN-A

2.2.1 EZA OTA H K iE

# A B OTA 7+ F e AR g e T 2 B
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1. &2 ASERE OTA IRE-&, HHANETHEW T ARME. A7 0 DR S8 3 E RN R
B, EUUHE, SD+, BB ENHAH#THAL.
2. EH A T3 25| cache B # data X, % &4 ¥ 4 F| A system/etc/security/otacerts.zip >C 1 3 1T
b, i WIE 5 A B H#HAT OTA A A
3. W& E B # N\ E recovery 3, F I recovery X FH AN ZRE T boot 4 X #H AT E 7.
4. recovery — ¥ |42 F 4% init ¥ 12 B 5, } £ cache/recovery/command F ¥ F| B & T H W EH A
5. recovery 7| Jfl 7 /res/keys B9/ 47 I AE F T A, R I iE sk # T — 2, & NK {5 B4k 7 2| cache/
recovery/ B X THy HEX M, HEBRE,
6. ¥ T E BN HAEW MR E 5 A T E %7 boot,system 2 H F Z it £ #7 vendor 4 X, ILET recovery #] £
FrAM T fRF 1 system 2 X 2 . boot0, uboot . 7E 1% T A2 HEAT F #7.
T REEHB N, I LT H P #HAT:
o T HTHY boot - X # K 2, € 2 I B i system 4 X B 7 #0472 7 o
o EEEHEHWNEARE, RGH¥ 2FIW EHAT recovery # K E G HFE, B, N recovery 4+
DX @ W AT T 77 R AT EH s
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3. OTA #&3=1# A it B
3.1 OTA W+ % 5t B

J& & Android & #£#7 Recovery F+ A2 & R S #F E #7 system 4 X | recovery 4 X & boot 4+ X, &
ez 4, BATRAE = R4&FE, % Recovery ¥ BT — L H1haE, LUAR BSPWEHNFE,

X EA EEXRF REREFRAE

Boot 4~ X ¥
System 4 X ¥ 3
Vendor 4 X ¥ 37
Recovery 7 X ¥ 37
Env 7 X ¥ 37
Bootloader 4 X ¥ #7
Boot0/Uboot F %%
sys_config.fex ¥ #7
board.dts ¥ #7
sys_partition.fex ¥ #7

<

X 2.2 2 2 2 2 2.2 2
X X X X X X 2 2 2

EEEEWZ, BSP oYX TR A 4B E A4 E +F £ board.dts F, WwFFE F #H board.dts
WEE, ROTELERFTENNE. 0RFLEH LI GE ota W A, TS LT H K8 A

X fF: android/device/softwinner/common/vendorsetup.sh

3.2 #|1F OTA &+ B

B OTA R B AR EX 2 =/ 8

o TargetFile: & & |1 B 24 5 %% B LA B9 system 4~ [X, boot 4~ [X, recovery 4~ X & i 2%, ® A T
1€ OTA TEafn £ 44,

o OTA TEM: WERRKIAFBRANANE, TUNZWENMNIAELEA LB YRR, #|
& EE# T B Y Hl RAH TargetFile.

DR B ERATH, XK 5
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o« OTA 244 AbARFRBARZHBE —ARANARAE, RERATZHHE A
FRELRTHA . $I1E %00 F F 2 AT AR TargetFile 772 ¥ ALK B TargetFile.

y

3.2.1 il OTA T# &
3.2.1.1 #1E OTA T3 @ &4

Tt

$ source build/envsetup.sh N
$ lunch ' \\\\\

$ make -j8

$ pack4dist[-d][-v]

R FEMNEHHATE 4, A XS4 A android/vendor/security E &, WMETL . T
ZAEY, FEMEVEEEALL2RERER

$pack4dist 3F & 42

$pack4dist -d F4TEVFHF &
$packddist -v &4

$packddist -d -v Z 4 F TN A K A

£l £k 37 @12 42 packddist f5 = B3 & ik B AR X (target-files-package) #74& 4 : $OUT/obj/
PACKAGING/target files intermediates/STARGET PRODUCT-target files.zip. #& &4 % 4 BH & X 44,
M| # 4% %7 : $OUT/signed target files.zip v¥: 4 ik H target files.zip X % B S5 E 4 —E&xE, ATE
42 & R OTA A,

3.2.1.2 packddist %447 L 2

packddist 2 B AR B XHEEEE HEH KT 0T 44
1. TargetFile & 4

il fE & 4 W OTA AR A B AR T

DR B ERATH, XK 6
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$./build/tools/releasetools/sign_target files apks -d [key path]

[unsigned target file.zip] [signed target file.zip]

[key_path] # 7 i key X kW2, (R EBEALEL X, WBRIAEXTELH ota @) F
B/ E 4 > key 4 A & media, platform, releasekey, shared, E & & & LT > fF: media.pem, me-
dia.x509.pem, platform.pk8, releasekey.pem, releasekey.x509.pem, shared.pk8, media.pk8, platform.pem,
platform.x509.pem, releasekey.pk8, shared.pem , shared.x509.pem [unsigned target file.zip] &~ L —#
A R IR 8 % 4 89 TargetFile, [signed target file.zip] & 7~ 4 4% B 15 Bl 84 22 33 2 4 B4 TargetFile,

2. W& 4 T By TargetFile 13 2|4 % (boot.img,system.img 7 recovery.img)

&)
$ ./build/tools/releasetools/img_from target files N
; 1 Time zi >
[signed target file.zip] [img.zip]

[signed target file.zip] &~ %% 3T & 4 ¢4 TargetFile, [img.zip] &4 44 H & EIWE B E % .

3. ## JE img.zip, 7% £| #9 boot.img,system.img 7 recovery.img £ | #| out/target/product/[device]/ T
B, FH pack FERFWEH, TELZTRIEME.

4. 4 K ota & T E M

$./build/tools/releasetools/ota_from_target files --block
[target file.zip] [ota_full.zip]

[target file.zip] 5 7~ fx 4 Y TargetFile

[ota_full.zip] 744 #i 11 5 2|8 OTA TE# &

3.2.2 #|1E OTA =4-&

$./build/tools/releasetools/ota_from_target files -i
[target file v1.zip] [target file v2.zip] ota inc.zip

[target file v1.zip] &N %2 T4 % VB AR v1 HY TargetFile

DR B ERATH, XK 7
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[target file v2.zip] &7~ %2 1T 4 4 BV B A v2 HY TargetFile

[ota_inc.zip] &7 &4 1 75 2 M1 OTA £ 48
EE:

1. ZE A48 =B A — RO B 2 2K
2. FfE—ANRER, da kSRR E — A target-file U,
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4. 1& | OTA & F#H %

4.1 MR R F 2%

4 ota ALK EN SN HH P HE B A S ERA LT A RRIAHNAD, 3% ota BHTH %

1. 2418 5 & % At :Settings—>Device Preferences—>About—>System update

2.AGEEAF X RES>RERFRE> RT> RAEH

4.2 Recovery 2%

4.2.1 Apply update from ADB

1% B ¢ 7% #£PCo, #: E:/update.zipo

2.3 \Recovery.

3.3 # Apply update from ADB.,

44T FFemd, F%r A adb sideload E:/update.zip.
5.4 £ 47 FiInstall from ADB complete. 7 4% 7 &
6.3 #Freboot system now & /& # # N\ android.

4.2.2 Apply update from TFcard or USB

16 B TR U H .

2.3 \Recovery.

3AENTF R U

4 7£Recovery 3 # # % # Apply update from TFcard or USB
5B AR AW BRI EETEAL.

6.4 747 FlInstall from SD card complete. 7+ % 5 X

7.3 #Freboot system now & /2 5 # A android.
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5. FAQ

51 AR FEED

5.1.1 OTA T et & & o X % H X H A /b

Recovery R & —/NEAT4 Linux FW — A& AR T, ©HARARANTIA 2 X RHATHRE,
BriA® — K EFNRER o K E A NREFRE, H&EFEAFHENXEKE X HE ANk,
OTA T8 B & 4 X3 H An 4 Xy A /DNe

5.1.2 cache 7 X i K /N#A &

J& & Recovery #L#| #, [F 4 Recovery W4 RFEH B AL Android M4 K ER B EIH T T 248
[, FTUAfE Android  Z & N\ E &M B, S0TE (R IEX 8% & 7 Recovery 7 Android % 4t #f &
GERCIRR

B8 9512 5 1 4 X R A cache 4 X f data 2 X & 4 Recovery #7 Android # %t Bl Bt #, X &%
EEEREAHRF N X F, Recovery 18R A, FTLL Google B 4 Fuk H, L ASHEFHEE A
F R aer, #EBRINEF 2| cache 2 X F ., FTLLEXR] 44 Kot F EiE B E 5B cache 40 X R A By % A,
F AT g6 BTk AR AT 2 B R T R [ R

5.13misc # XFEH R BN IRWE 2T

misc 4 X & Recovery 5 Android Z [A] (9#F £, R misc 7 R EZEERRE &, &% ENA
TENEE N, W24 Recovery ek 7% . Rt hae & & 74 5 BB, & # (& misc 2 X #1%
% ¥ & /dev/block/xxx 1 3 4% ¥ /dev/block/by-name/misc & T % HI AR 125 .

root@android:/dev/block/by-name# Is -1
Irwxrwxrwx root  root 2000-01-02 07:16 misc -> /dev/block/mmcblkOp6(misc 4 [X 4 4 4)

root@android:/dev/block # Is -1
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5.2 #l1E OTA 4 % W |7 fifa ik B = I

1. TargetFile 7 [E £ & & T B 64 [X 4 77 3% & Android 1% & #4T adb pull /system/build.prop 4 75 % iX
/B £+ i build.prop > # % T TargetFile, # /& 4% &% SYSTEM/build.prop, *f Hiix 7 4™ build.prop %o
R =%, Ko7 EGF TargetFile & T ELHY.

2. ZERBHF KM
EAREL AR, 2HRETBEHWN apk RAREH 7. BEFZD G, FRHANLEE (META-
INF/com/google/android/updater-script) B X T, X THBKEWH o, Z0HA R L2825 REF LM AE
W SHA EURAZ R SHA B, RALE /G, 48B4 Ry, B E ¥ LA B A R 8 S Bk
APK 0y SHA B G#H, MNMAMEZL AR MNWEHCSARESCRE L. UEXHHES R
A F, 7& updater-script A FEIH X A0 T

apply_patch_check([ XX £ 4 1,[ 7+ % JESHAE], [+ HISHAT]) || abort("...");

B M6 7] DAfE ] 4 4 shasum X 2 9 ARy X # 1T SHA 1. 20 AR FEEAA RN
targetfile UL & 7+ 2% 7 #9 targetfile, #n 7+ 2% U1+ system/bin/A.apk, #F 4 ¥ LLFR JE F+ % 51 7 B9 targetfile, 3
F & system/bin/A.apk 8 B 5 A F A Hp SHA H & & L BT, N g (RIE1Z X £ 02 74
K. EMZXHER R AT, EREAFIRIIREAZUHEGS &£ RE0 BHFFATH
targetfile X Rz
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6. Declaration

This document is the original work and copyrighted property of Allwinner Technology ( “ Allwinner” ).
Reproduction in whole or in part must obtain the written approval of Allwinner and give clear acknowledge-
ment to the copyright owner. The information furnished by Allwinner is believed to be accurate and reliable.
Allwinner reserves the right to make changes in circuit design and/or specifications at any time without notice.
Allwinner does not assume any responsibility and liability for its use. Nor for any infringements of patents or
other rights of the third parties which may result from its use. No license is granted by implication or otherwise
under any patent or patent rights of Allwinner. This document neither states nor implies warranty of any kind,
including fitness for any particular application.tates nor implies warranty of any kind, including fitness for any
particular application.
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