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2. Android SElinux /-4

2.1 Android % 4-¥¢ 5% 3 g

Android % 43 5% 3 ¢ X B A SEAndroid, — #X Android % 2k 77 £, ] # E KRR < TR
5] #1 ., %47, SEAndroid & 7 Android # 1 F SELinux, D E[R%|F 6:/Gs % &N F & ik, H5
| F% ¥ R F| . 1 &, SEAndroid ik & #y 9% B L £ %, ¥ % SELinux Wy E#t - & & ¥ £ 4 20, SEAndroid
El ®I /& 7£ Android _E 34T SELinux 7l 7 [5] 35 %] (MAC) Ao & [8] 44 5 ] 77 5] 3£ %] (MMAC) 8y R AE 4,

& #4445 SEAndroid 18 % I HE A

o Z 2 A Linux (SELinux) & — fF 2 &l 77 |3 2 &l 0V L B & B9 BUE & DA s /ANAX R R U 5 2 A,
7 Linux /O F1# f] Linux &2 # 3% (LSM). T & —7 Linux & bR, & —4H 7 DA F A
% UNIX #1E £ 4 (& Linux 72 BSD) H5%.

o HEV7F#EH (DAC) M Linux L2 EA . FEHER T, FERIRETHF 0 EGFTE
BT X

o TEH|FEER (MAC) [R# T £4& (#8E) FXE (X, EEFARESE) BARIR.

2.2 SEAndroid % B

SEAndroid 3 ¥ 15 Py 4% fu | 7 25 8] % 4 SELinux 3 FF & ¥ 5 Android & W9 % 2 M, Android M
4.4 JRFT 465 \ SEAndroid #1&E 77, 7 Android 5.1 uset WA 4 1% B f#2 #1477 . SEAndroid # %4 T
X 5 SELinux EAR—%, O MHEHS: A, Ae. KA RE, B u: object r: system data file:
sO 1}& E)EJ ﬁlﬂ T

e 1/ : % SEAndroid ¥ % —7%|% 4 Ft T>CRAFHERE 1 u

o A®: 7 SEAndroid ¥ % — 7|k~ A€ , 2 4|4 r & object r,

o KA. ¥T % =%|%K%, SEAndroid # & 7 F A B oy e KA, ik fAhR | #EKA . X
HRGRAE, WK IPC KA F%,

o ZAFH: BWHEHN LK EAHEE (F B MLS) MiKit, MLS 2 —#5 FHL&, 3%
A P XA RGRE [ KA PR [EURE [ KA FIK]], Bl s0-s15: c0-c1023, i 4E L Hl
Android R AF A FEXKA|, MREMKFHAS R T LML LRA, HFREREIZEHEA
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B2 A ThEEHATHE . WP 5% A T 5 F MLS B4, H& <157 1 <1023 & R5 A G E fo
KA. WEHE ¥ UL Android.mk F #4T# €, Android F BIAE & 4 <17 7 “1024”, R K&
RBREREXT s0, KAF FKEXT c0-c1023,

><l

SEAndroid % # JE fiz T SDK system/sepolicy H 5. % % # & # A T 4 A& SELinux /4 5 # 48y
JR X file_contexts B & . property contexts Bl & . seapp_contexts Bt & 1 mac_permissions.xml B & .

o file contexts fL & Al TEMAE (flan, 2G4 X) fiE Te (flan, R&F 8. REEEF XM
A0 initre G BY/8E B T %) RIT XM

e property contexts-# | T35 & Android B My % 2 £ T, #HEFHIR,

e seapp_contexts Bt & # A T 4710 2 F 2542 fo pr I A2 78 B % .

e mac_permissions.xml Ft & & # [8] f MAC KB,

5% % A8 KW 5K o SCH LT device/softwinner/common/sepolicy E .
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3. SElinux & | A0 il &

AH E E AT B SElinux HfE, H AN FEa i E Kk,

3.1 Android SElinux JF %

THE# 4% H T Android & #1312 42 SElinux /r# ¥ 4,

X

- O —— \6&’\‘
Android Selinux Initialize Flow Q
i

ernel_enforcing
Equal
Is_enforcing?

Ho
set selink@ >
: . Succes i
SERRE ls_enfo(@n Fals
' True

Set selinux Set selinux
enforcing permissive

Reboot recovery

& 1: Android SElinux Initialize Flow

T Android ¥ SELinux % F H# R IE R % 1E % T 665 4 B %, [H LA % 8 % Android SElinux 7
JB R T

o 7£ = &t H 3 ¥ #7 BoardConfig.mk X ¥ Bl & N # boot command, % T :

T M BB FTH, ERL R 4
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//android/device/softwinner/petrel-p1/BoardConfig.mk
BOARD_KERNEL CMDLINE := selinux=1 androidboot.selinux=enforcing

selinux=0, P4 % M selinux;

selinux=1, W1Z4T 7 selinux;

androidboot.selinux = permissive, android # selinux % 3, 1% 4 permissive
androidboot.selinux = enforcing, android #f selinux # =X, %% % enforcing

e SDK BRI\ FTH iRk SElinux = 1 #2377, RiE & 43 LLIEE E 3.
o TEMEFITAE R, A= O A\ setenforce 0 I i ¥ SElinux & 4 Permissive £ =,
o LA T, T LLE SR O\ getenforce Fk B 4 7l SElinux #y T{EME X, 1 4 enforcing, 0 ¥

permissive.

NG W RFERFEH selinux 9 TEH R 4 permissive #7 E 4, R F Z @ BoardConfig.mk F &
BOARD KERNEL CMDLINE # % %

androidboot.selinux=permissive

3.2 SElinux #. | 1& %

T E—FFHNY, Android 3 F 2 /M7 & X SElinux 5 B o system/sepolicy ik B & 4
N, device/softwinner/common/sepolicy 7 ik 1 U & % Br By 5K #5
SDK # E.£ T & H — % & #2 19 SElinux policy. % SDK FF A&+, ¥ UREFE, &AM,
¥ m g 2 XA,

3.2.1 Step 1. & F& & R A oy 77 %

dmesg | grep ave B # £ & K log ¥ &, X %® F denied, BIF & 2|H & R AN NAT A .

DR B ERATH, XK 5
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3.2.2 Step 2. 4 & N

o E A AN A linux T & allow2audit = DL# 3 KA 89 ave 105 A& MR AT AN (& 4T
dmesg AT A #ir i, #EAEIT LB

o FhA AN thinik K ave IEF 4 T

type=1400 audit(1386760471.880:7): avc: denied { entrypoint } for pid=1227 comm="init” path="/

sbin/healthd” dev="rootfs” ino=4396 scontext=u:r:healthd:s0 tcontext=u:object r:rootfs:s0 tclass=file
RT3 N HYE M A

scontext name: healthd tcontext name: rootfs tclass type: file rules: entrypoint

AR HRAT 2 3

allow scontext name tcontext name:tclass type rules;

4 B rule 0T

allow healthd rootfs:file entrypoint;

3.2.3 Step 3. 7 A L

o 7% device/softwinner/common/sepolicy B & T @ TE # 3 U, ¥ fm Step 2 # 4 & #Y rule 2| LA
scontext_name 4 % B TE X .

e T4 ¥ Android ¥t ¥ LA &£ & #T# SElinux policy & £F .

o WAERFNABALI RN TR, AN N A system/sepolicy & E HYHL I o % .

neverallow on line 269 of system/sepolicy/domain.te (or line 5193 of policy.conf) violated by allow
platform_app unlabeled:dir { create };

DR B ERATH, XK 6
Copyright © 2020 Allwinner Technology. All rights reserved.



( Auwiner
L A5 E

3.2.4 Step 4. i FALN 7 R

system/sepolicy & X 3 F AN, 40K H . device FLN 5 H o R85 &L, BN system/sepolicy & X
neverallow #N|, {E& device LW X FE 2 Y17 [Fl . XA FILATF & A REAVIL A F E 4 system/sepolicy
# # neverallow 8w G S AN, 4o TE TR, LR EX A HETZ, £E 0 selinux #0898 & A
& 1~ E % 7 system/sepolicy # neverallow, system/sepolicy #J neverallow #f & google T 2 Ifi £ 31 i5 B %
REEWANSR X F, &F T HEZAN, EHA MY device AN AE, XAFLT —HEZEE A
scontext B & tcontext & | AT A F B, HAE ave H 4 2 L H default 24 unlabel F .

| neverallow { domain -—unconfineddomain -recovery —untrusted app} unlabeled:dir file class set create: |

4

| neverallow { domain -unconfineddvmain -recovery —untrusted pp -platform app} unlabeledidir file class_set create; }

BT 2: AR AL ok R

3.3 % sepolicy 7~
T %5 1t BA 40 T A Android B9 = #t #48 JF qw i E sepolicy FLI, A8 X A W
device/softwinner/common/sepolicy/qw.te

1. type qw domain,domain_deprecated; % qw # 712 & X% & type qw, K IFE % domain.

2. type qw_exec,exec_type.file type; # qw HY Z 3 &> E X type qwexeco

3. init_daemon domain(qw); 4T # 2 8 domain transition, 4 init ¥t 2 fork F# AT qw exec #F £t
R F AT X qw B, #E A2 B domain % 4 qw.

4. £ X qw # 1T sepolicy 7 K ¥ Bt & B, £ I qw 4 €] E XX #F ¥*/dev/com.koushikdutta.super
user.daemon 7 sock:/dev/com.koushikdutta.superuser.daemon/server f T i 15 . H I F & X A
N E AT LB EXARSE, Wik & & neverallow #LIU A &,

e type qw_daemon_device,dev_type 7 device.te F E X qw_daemon_device F T % > £ 4T 47

e type qw_socket,file_type,mlstrustedobject; 7 qw.te H* £ X qw_sock | T % server 1T 774,
e file type auto trans(qw,device,qw_daemon device); ¥4 qw f£/dev (context: device) E 3k T 4
## U1 3£ com.koushikdutta.superuser.daemon ft, %1% X £ 24T £ qw_daemon_device #1745 .

DR B ERATH, XK 7
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e file type atuo_trans(qw,qw_daemon_device,qw_socket); 24 qw 7 /dev/com.koushikd utta.superuser.daemc
(context:qw_daemon_device) T €] 2 U server Bf, % server 7 £ qw_socket 17 2

B A5

5. BT RBFHLE M, RIE dmesg FHY— L ave WA AR fm— L allow AN, R A% EJLKEIF .

FER DL EF A AN E R T qw #I4E % sepolicy IR B %k, (B3 5B, HEAImREEIAT
WA, ZIH— LA, 4. allow qw qw_socket:sock file create file perms; X %, Il

o WA YmEF L
e X neverallow F &
o &I 4w iF ¥ policy.conf

B R AERIER, IR H A < ave denied. £ 3 —F A&, K IZHNF E A N8 mls AR A
B DA AR T A AR . mls #:

mlsconstrain{sock file} {write setattr...}(t2==app_data_file or 11 eq 12 or t1 == mlstrustedsubject or t2 == mlstrustedobject)

R, &2 X qw i, /i type qw,domain,domain_deprecated,mlstrustedsubject. v: mlstrust-
edsubject 7 mlstrustedobject 7 mls AX R 3% & F ¥ H £ & T L A,

3.4 SElinux F 855K & =

1. te XHETRBRULST " &R
2. contexts X BT RKRBZA N5«
3. # AT

o *: MMESNIIHNE,
e -t RTEEANEZHRETAZED
o~ KL ~ELEMERGER~EXTFRRAN TR
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4. Declaration

This document is the original work and copyrighted property of Allwinner Technology ( “ Allwinner” ).
Reproduction in whole or in part must obtain the written approval of Allwinner and give clear acknowledge-
ment to the copyright owner. The information furnished by Allwinner is believed to be accurate and reliable.
Allwinner reserves the right to make changes in circuit design and/or specifications at any time without notice.
Allwinner does not assume any responsibility and liability for its use. Nor for any infringements of patents or
other rights of the third parties which may result from its use. No license is granted by implication or otherwise
under any patent or patent rights of Allwinner. This document neither states nor implies warranty of any kind,
including fitness for any particular application.tates nor implies warranty of any kind, including fitness for any
particular application.
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