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1. M3 2

1.1 3 B STS 1|38, A&,

STS 4 #% Security Test Suite. 7= Google R HEH 4 W L 2WINRENH. A 2F —KEH, ATH
MAGTHNEER 24T 2ELESF M, STS MR RWIHE, BE, MikeLEREITHE CTS
HAEM. 18 STS MK T EE AT IREY, B GMS Il R # g,

1.2 Ubuntu £ LN XM 5 H

AR EABY EARE KA T

1. % % Ubuntul6.04 LTS 64bit 7 4t

2. % 7w adb TE, BE RS £/ AL E T adb & B-FIR
3. %% JDK1.8,

4, %2 % aapt T E,

5. %K STSMKTE., ¥ 1.1 FHRKEBA zip EEXHHERNKENF, BEERILFH
android-sts i X 1F &, FEAEGCA N X RKRETFEH R XN LT,

6. LT E &I,
AR: TERENELE, FRAEHIKE addb, java A aapt T A,

1.3 W 43135

STS Mk 3T 42 o 2 3% 5 E SN W 4 40: youtube. 1 F B 89 W4 Tk 37 1] X 2 P 3k . & B F] b
1F & 17 [8] 3 46 ) 3k g ) 48 31 5 9F AT AR

MR A2 20 ipve P4, Fr Ll wifi % 2 3CH ipv6.
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2. BT AR S &

AR R TR T EHATAH AT E A B STS. # AT STS MR Y& & A 0 & & 2 W%,
HEZ BT google attestation key.

TEWNREWT:

LIREH HE. Z—BAERLENEFERTHAT. NRFEFETREANGTRIB SR, wRRE
FEBEMHERAFLEAEERT STSIK, NFELKEE RELERE .

2. R E F i F3E E 4 English(United States).

3.Settings > Display > Brightness 1% & 4 % /o

4.Settings > Display > Sleep % & # K 1 i it 4] o

5. 3% I Settings > Security > Screen Lock %7 none, (R % & k& ik B9 ERE W,
6. ¥ I Setting> Wi-fi, & 8 X HF ipv6 A it & 52 F 4) P 28 1y I 45 .

7. 713 USB k. Settings > Developer options > USB debugging. (Vi &, % 42 Z EH A4+
Developer options Bk A& 1 TR #Y, F Z# A\ Settings > About tablet, #4513 i 42 % i Build number
tR, BEE-FZXEERITRZE L),

8. 4] #& Settings > Developer options > Stay Awake, K& &% % 7.
9. £ 4] i Settings > Developer options > Verify apps over USB.
10. 8 8 95 L[5 5 Pl 4 B Wil AP,

14. ¥ “F 4% i& & USB # # 2| M| KX £ Hl. 7 USB debugging # 1E # 4] #& Always allow from this
computer, & 7 OK.

D
ER:

SO userdebug B R MR . o R MK & F E R K Google 5.+ 3PL, STS 1# f # userdebug
# fingerprint % Z A1 1K CTS B {# F 89 user & £ 89 fingerprint 2 & — 2%t ., H #] Android 10 By K&, 2 F
¥ 7 %% 80, Hr O\ export BUILD NUMBER=$(date +%Y %m%d%H%M), X /& & X % 3% user, userdebug
£, Al adb 4~ adb shell getprop |grep fingerprint 4 & ¥ # #7 fingerprint & & — %,
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2 2 STS 3%

3.1 STS 57 Z MK

JB 5l sts MR, FEELSHE N 1.2 F B B #f £ 89 android-sts U & T # tools H E T, #ATH 4/
sts-tradefed, & B zMiX-F & . STS H wlMIX F Z ey & (8] 2] 3 AN/NEF, B DUE A — & AL % RMR .

3001 AR A
MK 44+ run sts-engbuild
ZH

s FARFA S @A A" (listdevice WEFHEE) w5 ETF

--logcat-on-failure : #LE fail 7 log
--shard-count x : £ | x & L& FATNR, STS Z WA — & MBI,
--abi(-a) arm64-v8a 2, & --abi(-a) armeabi-v7a : 5 F MK 64/32 A 4
H

run sts-engbuild <=shard-count 1 -s <47 /5 7|5 1> --logcat-on-failure

3.2 STS #}3|

3.2.1 Retry iz

Mo A3 204 B9 FAIL 4b, 20 2 STS 3t fail T#E 3T 2 ¥F 89 FAIL TR, ZE#ATANI,
IR A4

run retry --retry <session id> -s <serial>

AR BRI TH, LT 3
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session id: F[HE L 1" 44 EF

b 4n 38 3 4o T 4 A B o A

run retry -t session_id --shard-count 1 -s “F4# 5 7| 5 1

3.2.2 GV AN MR 1T X DL R B sl 11 X

Add: 7] DL3# 3T help add 4 4-& & # BY

a/add s/subplan: create a subplan from‘a previous session

Options:

--session : The session used to create a subplan.

--name/-n : The name of the new subplan.

--result-type : Which results to include in the subplan. One of passed, failed, not_executed.Repeatable.
f5: a's --session 2 --name subplan_name --result-type failed --result-type not_executed

18 31 qu T A 48 B AN :

run sts-engbuild --subplan subplan name (subplan name : £ 3£ 6| Z W 4 F)

3.3 & A 4

A DLEE R RN, IR 2R B BRI R A S AT IR, T B BT

run <plan> --module/-m <module> --test/-t <test name>: run a specific test from the module. Test name

can be <package>.<class>, <package>.<class>#<method> or <native name>.
il
1. ML E A module

run sts-engbuild -m CtsSecurity TestCases

AR PR ITH, B K 4
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2. MK EA class

run sts-engbuild -m CtsSecurityTestCases -t android.security.cts. AmbiguousBundlesTest
3. MR — T test

run sts-engbuild -m CtsSecurity TestCases -t android.security.cts. AmbiguousBundlesTest#test android CVE 2017

ey [TIDCUIE
GtsNetTestCases - ameabivia

- Result Detals
_c;rnﬁglz Idmjggl-h palicy D;;.«ﬂa}W junit frameworkc AssartionF ailedEmor
. picke \ rass \

GisOsTestCases - ameabivia

&l 1: M1X module, class, testcase 4~ v

3.4 Bkt X LLA 5] A Y )3 I

HAm A B B % CtsSecurityTestCases T E HWHL T 82, B & FAHF WA F W, FELEH
THARTE B NR, XABEA LaFRTNAZTE, EPATHA 0 L

--exclude-filter CtsSecurityTestCases 2 % --exclude-filter "CtsSecurityTestCases

android.security.cts. AmbiguousBundlesTest#test android CVE 2017 _0806", &, BkiT XA 6t
G R4 ZRZ8RT, BEANGTEE.

At Gkt kLI, EZRASEK.

3.5 18 |3

WESKPITIR, EEEFEEITHIRER, ERBAS KRS AMT, Kb op
FERE, BRAHEA,
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4. MR & K 247 5 B

4.1 )\ STS #H 4 = K B 415 &

MK J5 8 46 F & & & android-sts\results B 3 T, ¥ DL 3T 3 5 25 47 FF test result failures_suite.html
XU R HINREE R, E4 IR Details £ P4 H 7 £ AL IRE R

MR T A2 IME A log & 7 & android-sts\logs B 3K T

4.2 KM% log 5 &

MR B Am b --logeat-on-failure 5%, sts T B < B #1# fail B9MIK log f& 7 #£ android-sts\logs T,
FTHF log X ¥, 1% & TestRunner, X T 42 9 log L “TestRunner: started:...." 77 %, DL TestRunner:
finished: ....." & H.

AR BRI TH, LT 6
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5. Declaration

This document is the original work and copyrighted property of Allwinner Technology ( “ Allwinner” ).
Reproduction in whole or in part must obtain the written approval of Allwinner and give clear acknowledge-
ment to the copyright owner. The information furnished by Allwinner is believed to be accurate and reliable.
Allwinner reserves the right to make changes in circuit design and/or specifications at any time without notice.
Allwinner does not assume any responsibility and liability for its use. Nor for any infringements of patents or
other rights of the third parties which may result from its use. No license is granted by implication or otherwise
under any patent or patent rights of Allwinner. This document neither states nor implies warranty of any kind,
including fitness for any particular application.tates nor implies warranty of any kind, including fitness for any
particular application.
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