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syslog AILLIRR—ER—EE AL ASHNG, CHERTERTREENAEER L. BAT
PEBEAEFEERR L, ERTENRRERSMEREREHE stdin 8 stderr,

fEA syslog B, —RRBEXEMIS: syslog FIRHIES syslog EEK

1.1 syslog SF#Fi#iE

syslog SFHFHEZATH—EEHRE. E—RIBNEBE—EUEIR (sock peram ) ZEBIR Unix I ERE
F (Unix domain socket) , FHMBHIF /dev/ios (FRIMNARAAREZERAR) o MNRZHWN
£INEE, EREEREIE— UDP £i&F, HE4FIHR0 514, _syslog FIRHEMXLEEET
FIZEEEER, AEEREIIGENBEIMIE (XHF. E0%F)..

[EEREIE ubox BY tlogd . _busybox. B syslogd « syslog-ng #hxe syslog FHF#HIZHRE LI,

1.2 syslog ER%X

[ B EERBITENE B Ri1EEl syslog SHIF#EHTE, MEEEN Unix HEEZEFRERREE sys-
log SFIFHEHENRER, MENBUESBIZIEAR systog EKIEL:

#include <syslog.h>

void openlog(const char *ident, int option, int facility);
void syslog(int priority, const char *format, ...);
void closelog(void);

syslog BN AIEFE/RERKR, SEIZ—1 Unix HEEF, HiEEET syslog SFHR#HIEN
Unix SEZEFHRENREE L. XTMERFS—BERETH, BR#HELLENIE, NARERBE
MUE N HIEF opentog M closelog (XM MR ARLNZIRAAN) , MRAFEXER, EF—
IR systog RS BEHRITUHIAR opentog , HEEREMZHENXAS syslog FIRHIEE
ERXHERTT, HHFRIVEAB closelog o

LX—F%_%%%UHEH, Eﬁéﬁﬂ"]ﬁ%%% syslog E"J man %ﬂﬂo
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1.2.1 openlog()

o ident ZEREWAMEIE—FBATEEF, —RAEFHNEF.
e option ZYZFHLITHE, HEIHIEE (OR) LHXEZ option :

option phrd:lz
LOG CONS HHEFLZEE S Unix MEIZFIEE syslog sFiF#HE, NRKHBEDE
console

LOG NDELAYIEMTHZE syslog SFiF#iZ Unix IEZFHERE, FESFIE—REH
syslog RERBY A BIL1EE (BREBRATEFE—RIAA syslog A EILE
%)

LOG NOWAITAEF[/FEREEIT NBEIEFTAIREEE BN F#E (GNU C EFF
KB FHE, FIZEINE Linux PARSEIER)

LOG ODELAYLOG NDELAY M8, 1EE—RIBA systog MBI ARIDEE (X2
INB1T A, AR ERIEE Z1%EN)

LOG_PERRORKHEEEWMHIHE stderr

LOG PID EEXEEEEPRML#HE ID

e facility S ATIEELSRNARERFVIRIEER , AREZRAEY systog WARIEE —MLMERZERIAME,
BEHMEEENEL syslog FHRP#HIER LIBITRE XX A EIREXENAEESMK D
32, NRNAERZE M opentog , B facility #8490, FITEREA systog IR
facility 1857 priority S8HN—8H E# =,

facility iAA

LOG AUTH RE/FBRER

LOG_AUTHPRIV Z2/BERUER (FLA)

LOG CRON EREXBITIFHIE (cron 0 at )
LOG DAEMON R TFIFHHE

LOG FTP FTP PPz

LOG KERN NIZER (TEBIAF TEM#HESE)
LOG LOCALO £ LOG LOCAL7 {REHaAHhfER

LOG LPT TITENN RS

LOG MAIL HR {4 R4t

LOG NEWS USENET M&EHERS
LOG_SYSLOG B syslog SFPHIZRE=ERES
LOG USER EERNAFREES (BN

LOG UUCP UUCP %%

WA © BSEERERHERAE. RE—TF 2
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1.2.2 syslog()

priority Z¥FILIE LEREIN facility 5 TER level NAS, level LR MESEIRMRRHE
a0

level 8 IHER

LOG_EMERG 0 X2 (RFEFUA) (REMER)
LOG ALERT 1 WIIZBDRENITEH

LOG CRIT 2 mEEL (MEFILEHEE)
LOG_ERR 3 dEER

LOG WARNING 4 &5

LOG NOTICE 5 IEREEENER RUAE)
LOG_INFO 6 B‘BEER

LOG DEBUG 7 AREE (RIEMER)

1.3 rotate (¥%1z/#0%%)

REMEEZIL syslog FFHBRNEIFAEESMEAIRIXHF, BEASHIES, X
RNNEREIER, AT BEHEXHREFETESH, FEREBEXHIRNHARBRIERNAR
S, ZIRVERRAR A rotate (BFHE) o

rotate FYSSIM—ARUIT: Ri% syslog FIFHIEEHES NFIXH /var/run/messages, H
messages XHER/NBTIZEER, 2% messages FHHEEEFREIINXHEFR (BRIEEF
73 messages.0) , A5ES messages/HINA; HT—X messages XHFHA/NBIIEE
B, 2BF—X messages FHIABRIFEN messages.0, messages.0 FREEHNARBINIRTE
79 messages.lo UILSEH, EFRZEMETEE messages. messages.0. messages.1.
..~ messages.n JIM X, —R=ILE n NRAE, B ZENHEXGRSWBIER, MR
#ll B E X H A KRN

ENeT L B1TRE ARSI rotate, AILAMER LI TNIA togrotate, HIMEG—LE syslog FiF#
ERLI B A rotate AITHEE, %0 ubox BY logread « busybox BY syslogd o
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2.1 ubox 8 logd 5 logread

ubox & OpenWrt T E#, T syslog ZFiH logd 5 togread BN TEALI (ELABY 1ogread
Z ubox BCMEI, 5TFX busybox 12HE logread F2FE—1TIH)

HAXFW M LTARE OpenWrt BEBEW, B EFERLBEREREKBTF procd M wus , BEIHRE
M2 7£3E procd init HWIFE T2 E Ao

fEF procd init B, EITEIEFHNBIZA /etc/init.d/log BELN, BEEWT:

#!/bin/sh /etc/rc.common
# Copyright (C) 2013 OpenWrt.org

# start after and stop before networking
START=12

STOP=89

PIDCOUNT=0

USE_PROCD=1
PROG=/sbin/logread
00M_ADJ=-17

validate log section()
{
uci validate section system system "${1}" \

'log file:string' \
'log size:uinteger' \
'log ip:ipaddr'. .\
'log _remote:bool:1" \
'log port:port:514' \
'log proto:or("tcp", "udp"):udp' \
'log trailer null:bool:0' \
'log prefix:string'

}

validate log daemon()
{
uci validate section system system "${1}" \
'log size:uinteger:0' \
'log buffer size:uinteger:0'

}

start service daemon()
{
local log buffer size log size
validate log daemon "${1}"
[ $log buffer size -eq 0 -a $log size -gt 0 ] && log buffer size=$log size

IR © HiB2EREROBIRAR. RE—INF 4



@ LWINWER
MR

%%

z22

=

}

[ $log buffer size -eq 0 ] && log buffer size=16
procd open_instance

procd set param oom adj $00M ADJ

procd set param command "/sbin/logd"

procd append param command -S "${log buffer size}"
procd set param respawn

procd close instance

start service file()

{

}

PIDCOUNT="$(( ${PIDCOUNT} + 1))"
local pid file="/var/run/logread.${PIDCOUNT}.pid"
local log file log size

validate log section "${1}" || {
echo "validation failed"
return 1

}
[ -z "${log_file}" ] && return

procd open instance
procd set param command "$PROG" -f -F "$log file" -p "$pid file"
[ -n "${log size}" ] && procd append param command -S "$log size"
procd close instance

start service remote()

{

PIDCOUNT="$(( ${PIDCOUNT} + 1))"
local pid file="/var/run/logread.${PIDCOUNT}.pid"
local log ip log port log«proto log prefix log remote log trailer null

validate log section "${1}" || {
echo "validation failed"
return 1
)
[ "${log remote}" -ne O] || return
[ -z "${log_ip}" 1 && return

procd open_instance
procd set param command«"$PROG" -f -r "$log ip" "${log port}" -p "$pid file"
case "${log proto}" in

"udp") procd append param command -u;;

"tcp") [ "${log trailer null}" -eq 1 ] &% procd append param command -0;;
esac
[ -z "${log prefix}" 1 || procd append param command -P "${log prefix}"
procd close instance

service triggers()

{

procd add reload trigger "system"
procd add validation validate log section

start service()

{

config load system
config foreach start service daemon system

IR © HiB2EREROBIRAR. RE—INF
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config foreach start service file system
config foreach start service remote system

B DLZBI A =383T config load system REXACE, AEIBECEIE/ logd Fl logread BYEINSE, A
ABBRELTF XM /etc/config/system Ho

FEAFANIREATTSE OpenWrt FIE X4 Runtime Logging in OpenWrt & System
configuration /etc/config/system o

2.1.1 logd
logd P E—TEEA/H ring buffer (FEEAK) , ATREREINABSE (BEAZNE

&) o ring buffer BIA/NET -s BEISE, FHEIAE /etc/config/system HIBY log buffer size
HITIER, BN KBo

2.1.2 logread

logread FAFIELEY 1ogd BY ring buffer WAR, HEHAXFH ML LHZEVE (@
TCP/UDP E#%¥F) . EXFINAIENT:

Usage: logread [options]
Options:
-s <path> Path to ubus socket
-1 <count> Got only the last 'count' messages
-e <pattern> Filter messages with/a regexp
-r <server> <port> Stream message to a server
-F <file> Log file
-S <bytes> Log size
-p <file> PID file
-h <hostname> Add hostnamerto the message
-P  <prefix> Prefix custom text to streamed messages
-f Follow log messages
-u Use UDP as the protocol
-0 Use \0 instead of \n as trailer when using TCP

o HIEWIT logread = ER ring buffer FRIHELITENHR (EMUTF dmesg ) o

o ML -f MEHEMIEITE, Hid ring buffer PHFHVAE,

o {EF -F "$log_file" FHEER BEMEHEIM—NXHEHR, -s "slog_size" FIHEEXHHA/), HA
log file # log size #RRITE /etc/config/system FHITIRE, (ENMAIMEB®SHE rotate BIIH
BE, 3 log file UR/NEBIT 10g size BY, RKINE “.0” EREFIR—TERT, BRARREF—
MHAEXH. BRLRIEEIREFRFELS—MHNHEEEXHS. )

WRAFRE © BseEREROERAE. RE—TNF 6
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2.2 busybox B9 syslogd. klogd 5 logread

busybox Eﬁﬁ_% syslog IE: _HQFH@JE"JEE%N syslogd « klogd *ﬂ logread (Jttﬂ‘ﬂg logread
5 EXH ubox B togread FER—TIH) , i FE menuconfig B “System Logging
Utilities” T

[EXX busybox #XHABIHET 1.27.2 fRAHITER,

2.2.1 syslogd

busybox E"J syslogd FH:_F'L;HY /dev/1log ':F'E’f] E|::|5, #)%E#%ﬁiii%@]ﬁdfh %?P\]ﬁqﬂﬂ’ﬂ circular
buffer MEEFEMNE, BEEFHEEEMN rotate IHEE,

EXFFRFIERIE menuconfig FHEITECE, KB MEILE LR EXFRNETIT:

Usage: syslogd [OPTIONS]

System logging utility
-n Run in foreground
-R HOST[:PORT] Log to HOST:PORT (default PORT:514)
-L Log locally andsvia network (default is network only if -R)
-C[size kb] Log tosshared mem buffer (use logread to read it)
-K Log to kernel printk buffer (use dmesg to read it)
-0 FILE Log to FILE«(default: /var/log/messages, stdout if -)
-s SIZE Max size (KB) before ' rotation (default 200KB, 0=off)
-b N N rotated logs to keep {(default 1, max 99, O=purge)
-L N Log only messages more urgent than prio N (1-8)
-S Smaller output
-D Drop duplicates
-f FILE Use FILE as config (default:/etc/syslog.conf)

o 5% “Rotate message files” (FEATURE ROTATE LOGFILE) Bl rotate IhaE, XIRZ
-s EE BEXHRIBREIARNEUR -b IEERTFZ WM ERFEF -

o 1% “Remote Log support” (FEATURE REMOTE LOG) BUAMSKZINEEN S, XM -R
*I:I -L iilﬁio

o 4¥M “Support -D (drop dups) option” (FEATURE SYSLOGD DUP) X3 -p &I, &

FEANSHEENEERE, HMESEERSHEEFRAETEEEIAHER, HEAESFHMNEEES

ZEETEA, W “Jan 1 08:00:00 root: foobar” # “Jan 1 08:00:01 root: foobar” S#iAA
EREZFAENESE, REREHERNBEES SWEFE,

o 4¥M “Support syslog.conf” (FEATURE SYSLOGD CFG) Z#FEREEXH, FIAA /
etc/syslog.conf , Hzﬁjiéii -f ?EEET‘@E"JYTL'R E.W:EEEEX#P?*E?E facility '—5 level 1%5?:.:\
BWHEIAENBEIRMIE, FIFOT:

IR © HiB2EREROBIRAR. RE—INF 7
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# RAERERWHEIXH /var/log/messages

*,* /var/log/messages

# BFIEREHLE console

*.,* /dev/console

# ¥ facility 7y LOG_KERN myHEHtE /var/log/kernel

kern.* /var/log/kernel

# ¥ facility 7 LOG_USER H level &7F LOG_NOTICE WHTHtHE /var/log/user
user.notice /var/log/user

M “Read buffer size in bytes” (FEATURE_SYSLOGD READ BUFFER SIZE) BAF
iﬁ% syslogd }\A /dev/log qﬂliéﬂ)w\]@ﬁﬂ‘ﬁ’\] buffer j(/J\, E%EETE% :L,\/\ﬁE\E/]H_j('l‘Kr_ E
HAER D 2 E T E T,

#5¥ “Circular Buffer support” (FEATURE IPC SYSLOG) S¥[ -clsize kb] MEIA,
BTFEBEXEHZARNEM circular buffer A, BLUEE togread IREXH K, circu-
lar buffer B9 A/N\B@id “Circular buffer size in Kbytes (minimum 4KB)” (FEA-
TURE IPC SYSLOG BUFFER SIZE) #1T1&E,

#3514 “Linux kernel printk buffer support” (FEATURE KMSG _SYSLOG) XRZ -k it
1, BF¥AEHEE Linux A%H printk buffer §1, A& dmesg JEENH F,

FISM—LEEIT: 0o BTECEERERASHREBEIMNXE; s BTEEEESHESE, £ host-
name. facility. level ENAE, RERBEEE. #HEZFURESHREEI.

AR HEIARAH sysiegd B -f < -c o -0 JL BTN AITHEER HRE, AR ER. X
FHIHEZIT (L F busybox/sysklogd/syslogd.c BY timestamp_and_log EREXA) :

/* Log message locally (to file or shared mem) */
#if ENABLE FEATURE SYSLOGD CFG

{
bool match = 0;
logRule t *rule;
uint8 T facility = LOG_FAC(pfi);
uint8 t'prio bit = 1 << LOG PRI(pri);
for (rule = G.log rules; rule; rule = rule->next) {
if (rule->enabled facility priomap[facility] & prio bit) {
log locally(now, G.printbuf, rule->file);
match =
}
}
if (match)
return;
}
#endif

if (LOG PRI(pri) < G.loglLevel) {
#if ENABLE FEATURE_IPC SYSLOG
if ((option mask32 & OPT circularlog) && G.shbuf) {
log to shmem(G.printbuf);
return;
}
#endif
log locally(now, G.printbuf, &G.logFile);
}

WRAFRE © BseEREROERAE. RE—TNF 8
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F‘Tﬁ“bTEEES‘(#E’Jﬁ’lﬁF (3R % ENABLE_FEATURE SYSLOGD CFG ) , TEiBYERE X4HI§

SEEHEMUEEMERE return 7, FBERTEHSEREIH=ZAFXE TR
ENABLE_FEATURE IPC SYsLoG ) SXEIZFHWHEIENXH (REBIFEBA log locally(now, G.printbuf, &G.
logrile) ) BYMLHS,

2.2.2 syslog.conf
2.2.2.1 syslog.conf B3

syslog.conf X4588A syslogd ZFLRBENITH, ZEFERHNEREREXH.
MBEEAEEXHIE, BRIANEEE /var/log/messages .,

BEXMHHAREEFIHESDXNENFEAN, BT EH—1T. WEFXHBREM—EREN—
EhfElEd, XM tab A EFEIEE R RRBMM TR; shFEIEER syslogd FEI—1
5 AR ILECHYH S B ITBYEN %,

BMETEHISENMLARAN. SIEA—NMLUKRE, syslogd BER—IRERRKESMN
FARAVEE. FTLAUNSR4EER “crit”, BRFAETRA crit. alert #l emerg HYEBRKLER. BITH
1TEpIEE PR YR IR R T — A EH B RN IZ B th & X2 ) Lo

WTFR:

KA L3; KB 7l [TAB] ahfF

2.2.2.2 & facility:

REFERPH LB AREETENRE, FJUR:

auth INERSG, BhaRBAFRZMO<$

cron AAEHNRGRITENESHAENER

daemon FEERZMTIFIEREMsyslog, dlMin. ftpdi=ERlog
kern R#ZMsysloglE &

lpr FTENHIAIsysloglE &

mail Bt RS Msyslogls B

mark T RIFEE S NNRER

news MERFZHNsysloglE 2

user AP NAEFNsyslogE R

uucp uucpFER#MsysloglE R

local®. .7 Mz AMsysloglEE, XEEBTUNARFKENX
\* RRULZMEE

IR © HiB2EREROBIRAR. RE—INF 9
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2.2.2.3 4% priority:

REFERFN “R7)” ARESNEEN, ALUE:

emerg
alert
crit
err
warning
notice
info
debug
none

£2, &FPanick®s. BEN EIMRERF;

HE, YpPRESHBIENFHITYUIE, G0, REEIEERR;
KIREWNE S, 5, BAERE,

HEH#iR,;

A .
EN=F]

AR FEIRNSHIRS, ERIF5IAE;

BIRIER;

WIRIZFENER;

BERRXEFAE, ERHAnoneRFINRAEFEMNEELHEL. WM*.debug;mail. noneRTIFIHEIER

BRI S BN EE BERE L.

2.2.2.4 TH{E action:

“EIfE” BIERE R REERM. ATLE:

/filename EX. HENRFBHIINHESR, XHRREIEL,
@host L&Im, e SEEAMRELp, WA EIHE, BIATE/etc/hostsX i FloghostiXN3RBEETE

BT Ao
userl,user2 {EEMAF. REEAFEER, BAtIKKREIESS

*

FRERF. FIEEERIAPHBIHWEIES.

2.2.2.5 E{&EH:

FA1kEE/etc/syslog.conf XHEFHISLH:

*.err;kern.debug;daemon.notice;mail.crit [TAB] /var/adm/messages

XITHB “action” FEEEKTE X OBHB/var/adm/messages X, HMHEIEHERIRX “se-

lector” 2

mail.crit -

*err - FIEMN—RREIRER,
kern.debug - ZOFEENRERES,
daemon.notice - SFIFHEFEFEEE;

BRI RSGRRBESER

Fan, MRBCFAEEHEERLRE—IXHHR, WF:

#Log all the mail messages in one place
mail.* /var/log/maillog

WRAFRE © BseEREROERAE. RE—TNF
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HithigEtWEBEHHEE. UUCP #l news REBEFEFZINPEE, EIIXEEEEFIBECH
HE (/var/log/spooler) HFHIBLKFIRA “err” E S, F40:

# Save mail and news errors of level err and higher in aspecial file.
uucp,news.crit /var/log/spooler

H— T REIVEREIRAEY, araeRitFrEAPEEEl. WAt B SR AEEBHERE.

#Everybody gets emergency messages, plus log them on anther machine
*.emerg *
*.emerg @linuxaid.com.cn

alert JHEMNZE F root # tiger I N AKSH:

#Root and Tiger get alert and higher messages
*.alert root,tiger

B syslogd B=EAREMEE. HI0RZ (“kern” &%) FRERITK. AR EEIERNIZER
¢8R %F|/dev/console ., THEMGIFRIAAZBEELRBIRFET

#Log all kernel messages to the console
#Logging much else clutters up the screen
#kern.* /dev/console

BRI UE—1TPIEEAENIE. TEFIFIE info SE S K580 E 2iX5/var/log/messages,
BT mail U5k &3l “none” ZiE—igE:

#Log anything (except mail) of level info or higher
#Don't log private authentication messages!
*.,info:mail.none;authpriv.none /var/log/messages

FEELBERT, ALIBEEXEITEIN XEMENREEABKBENEERT. BEEN 2
{2RHE. Syslog IEFE—MHEENEE BT, —’P?UHT’@IM?HF'EIUE’J%%Y‘H:BE,EHE‘Z
ST HFRIAGESS, RIEBRFIERS. ENME< logger A syslog (3) RABREXHIRH—
shell <10, FRFEIEEEXHFINEE

F%: logger
530: logger This is a test!

EEFE— NN syslog £%: Jan 1 00:08:49 TinaLinux user.notice root: this is a
test!

2.2.3 klogd

busybox B9 systogd TL/EBIZRBEINZNBAEER, ZWWEFTEET klogd LM, TEIETT systogd
ZIGBIE1T klogd BIE],

WRAFRE © BseEREROERAE. RE—TNF 11
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klogd SREXANIZBEN A EZERF: 1) BT kloget1() 3O ; 2) @i /proc HIE T o IEAWFS
JEA@id menuconfig F8Y “Use the klogctl() interface” (FEATURE KLOGD KLOGCTL)
HITIRE

klogd TERRENEINZBAEG, B@ET systog REGHEKRIXLA syslog SFHP#HIZ.
P 3=

A klogd = fEFH openlog("kernel”, 0, LG KERN) , {BARRIFBYERERE, 7E glibc H Loc KErN AJ
BEIREHEA Loc UsErR , AIMLTERERD klogd TREPBEXE, AZBEED facility BrIEEN user
ik kern,

2.2.4 logread

busybox HJ tlogread FEF M systogd HEEREB circular buffer FEERAEEE, €
FTE syslogd BITAIIH L -clsize ko] ED, HEZFEBEXASZHFEREEXHENE Y (FEA-
TURE_SYSLOGD CFG) .

2.3 syslog-ng

syslog-ng =& Syslog AFIFHZEMNX —FLIN, EAREHAKE T ubox I busybox, @— NI
N B, EXHENFENERED, JUMEEHTE AR ENLIE,

syslog-ng MIECE X1 /etc/syslog-ng.conf , FHMIBEZRIESEE H XY https://www.
syslog-ng.com/technical-documents/list/syslog-ng-open-source-edition , FTHEE—%

BT

@version:3.9

options {

chain_hostnames(no);

create dirs(yes);

flush lines(0);

keep hostname(yes);

log fifo size(256);

log msg size(1024);

stats freq(0);

flush lines(0);

use_fqdn(no);

time_reopen(1l); # HEMASEHFZIMNEEMEILEE (BAN 60 )

keep_timestamp(no); # FEREHEEEBEFHER, B syslog-ng WEZBENEIEAREE
+

# EX— template, A template XWHEMRILBHRNAHITAIE
# FEATIAH template MARE, SRETHER. BEXLE (BRFEFE) URERKESR,
# MHETFRIANBEERSLTENSE
template t without hostname {
template("${DATE} ${MSGHDR}${MESSAGE}\n");
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};

# EXBEH source, EINMERIAE
# ERRTM syslog-ng REBUAKIET Unix FIEREZEFEM /dev/log FKEXHE
source src {
internal();
unix-dgram("/dev/log");
};

# M /proc/kmsg HIREXNIZHIHE
source kernel {
file("/proc/kmsg" program override("kernel"));

};

# EXHAEH destination, ENEAEZEETWME
# AR TEASHEEIXHE /var/log/messages, FHEANINIENXH template EEEHZ
destination messages {

file("/var/log/messages" template(t without hostname));

};

# BHEETHEHE console, HEANINIEXH template EiEFHZ
destination console {
file("/dev/console" template(t without hostname));

};
# X log, BT REREMWL source WAEEEML destination
log {
source(src);
source(kernel);
destination(messages);
destination(console);
};

BEWITM L syslog-ng BIT]IETT. syslog-ng, FHEE— procd & BBl ZApIfF

#!/bin/sh /etc/rc.common
# Copyright (C) 2006-2016 OpenWrt.org

START=50
STOP=99

USE_PROCD=1

start service() {
[ -f /etc/syslog-ng.conf ] || return 1
procd open_instance
procd set param command /usr/sbin/syslog-ng
procd close instance

}

stop_service() {
/usr/sbin/syslog-ng-ctl stop

h

reload service() {
stop
start

WRAFRE © BseEREROERAE. RE—TNF
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syslog-ng BB HREEF rotate BITHEE, TERHIHEXHMIKR/), —HREBIT 1ogrotate IETT
RE RIS

2.4 logrotate

logrotate & & | JATFXAEXH#1T rotate WLE, ZIFRATXH#HTES . BEIFFEBER
Fhit.

R logrotate YR EN LEEEXHHIERIR, 40 logrotate /etc/logrotate.conf , BB XFHNIEER
£E https://jlk.fjfi.cvut.cz/arch/manpages/man/logrotate.8

BEAEREXHFFERA include TR ENBRETRENREXHEHEEHER, WNE /et
logrotate.conf ':Ple]J:—’I:U include /etc/logrotate.d T@.E /etc/logrotate.d EQTEQEEEY#F,
FEZERTAUERBRTRNA. FRIBEXSNEEXHHITX S, 7 ERRE.

UTRHMWE - BEX M #ITRREERNFF:

# HXIXHE /var/log/messages WERE, HESHPHNEEENANBEEZERRE
/var/log/messages {

hourly # S/NEITHEE (LNEFERHNF—/NB e R INETT,

# BINRiIEH daily. weekly FRUMEEREFRPRENSHITERK)

size 2M  # XHEKRTF 2N BAKEF

rotate 9 # &% 9 PAEPREHEXH

olddir /data # #EEEFHNHEAEXGH=FEFE /data BRTF

createolddir # ER¥HEXENBERERAFEEUSENEIE

compress # MNFAEYHEXGFHTES S (FRIAER gzip)

copytruncate # EHFNNEREBSEXGHEH—GEEHEITEK, NERIENXHHITETZ,;

# MAREEERRBEXH%ohEIBREE, BRBEAEXHH inode K4ET1,

AEEm:

1. BEEXHINIRTRE770644 55 0444 , BN togrotate MITERISB LA TR :

error: Ignoring XXX because of bad file mode - must be 0644 or 0444.

2. logrotate ZEEFRARMITEMEBHNN AR, HiEFiPHE, FSEEBHEMTIFHEE (10
crond ) EHARMIT. TER /etc/crontabs/root BY— x5, it root BF&MRE 3 28T —

R logrotate :

(*/3 * * * * /usr/sbin/logrotate /etc/logrotate.conf )

3. —FREBEBERCE N copytruncate , PRIFHFIEAD syslog SFIFHEZIFEFITHA B EXXHHE
% (40 busybox B9 systogd SMESEFITHEEXMH) , FTNERIA togrotate 1T rotate B

WRIRFE © HRB2ERRRNHERAE. RE—TIMF 14
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SEEBEWNRIGEEXHF#HITESGSE, BUE—I5RBBASXHRENTEXY, HEBRE
HEAZFHEEE inode R, M syslog SFFHIZEXBHSEIRIERAN inode, SHELEMN
HEZEEHHE N

4. BEE A copytruncate BIFEEMIR rotate NZIF KA BT EATFRIBEEXHEHN KN ER
copytruncate TR B HEXHEH|— P EHEHIT rotate, ERRTEFRESHEFNIRIER
W, EEHIEEAN rotate TEBTETEM.

2.5 logger

logger FiF7E shell A syslog STHFHIZRIZEE, FEABEXRMUT echo 1<

logger "foobar"
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LUTEXT AU syslog BEB NEIARM X HHRX—FRK, WARRE syslog 5R#ITXT L.

3.1 ubox logd + logread
e

) OpenWrt Jﬁiﬁ’r—ﬁ, *ﬁﬂ;ﬁﬂﬁﬂﬂﬂﬁﬁao
o BHERENAZBELUNEEM rotate IEE,

o KR[ETF busybox B logread , ubox B logread RAIEIAYZ3F1E HES NXFFIM ring buffer A
1%EY B E#IThEE,

i 3=

o KT procd 5 vbus o (RMAEERIXHENBE R TEETA)

e rotate NEEAXFFHATXAREFIHERBRT, BERRE—MHLEXH, TEEDE. (R
AN EERETA #HITHEXNIKE)

3.2 busyboxssyslogd + klogd
V=

e syslogd B rotate ek, EEREXMGEANBETZAI, MEARBEXHRXNESTELBITIGTE
B ER{E, &=, MWHIT rotate 1. AAXGR/NWICEREE NHERNINMEHTT, MIFR
—E VBT Bl E]fR# 1T, AIRIE#HTT rotate R HEXHA=BEH LIRERZ. BERANEANBEE
rotate Z2ER—#HIEPLI, NHEXHHITEGFERNEZEHZAT, F1EEFEH—14, &
TR A A= B RIPREI_E & logrotate BY copytruncate ABA K,

e syslogd RRIEESTEEFHTABHEXH, FREEOXHH inode 8%, FxAEISEIREEM
BREEXHE, INEEXHE TS EEEEANEE.

i 3=
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o syslogd ANB A SIKENANZ BERITNEE, FEEEIMNEIT klogd K2,

o syslogd AXIFEENHIZ. rotate BYE4ERINEE, BREKBEXHEZEFIE—TERT, £
EBTENX BIiREERE,

o BHEENIIXHHREBY /AR togread o

3.3 syslog-ng + logrotate

=W

e syslog-ng BB INAELLAGR A, AIEARFEMI BEHITENR. T8, BESHERNNZEE
BT EE,
e logrotate RESRILE A RIERY rotate Ihae, WMBEX BIRREE. EHAEXHF.

R

e syslog-ng ﬂxéﬂﬁii}:'ﬁm}t{#j(d\, ToiEEEl logrotate #H1iT rotate, HBEKH crond TP
EHAHIIT logrotate , FTEMNMELF HEMIEKREMNERIOENRTE)EMR, SUEH#ETEER
AEA%&EID\ £lﬁ0

o "_.\j('fq:ﬁlj inode 7r Bﬁ%t‘m*&&gs E?JH\U syslog-ng E_]-E\E /fIEE%iﬁJ,'%)\EIL.\o .]J:l::

e logrotate EEACE N copytruncate , {1t rotate BIfE7E “EFINHE” X—I1E, WRFRNEFE
?I‘Eﬂﬁ—iﬁ’\]gﬁ‘?, E:}""J rotate iT_J.EAQE)”Qo

echo > /var/log/messages
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4.1 Unix HEZEF (Unix domain socket) Er]FH

syslog /2% Unix HEZF LI IPC (Inter-Process Communication, #IZ[E&E(E) , X
B&A aF LocaL  (BF aF unix ) , AEERZRFMRBAFTER (sock sTREaM ) IREEHIEIR (sock peram
), TEMEAEN, EFEA Unix EZRFRENIRED, NRERFIREEREIXHET, 5
BEN—IRtEEFREE, EIEPRIBHRERES.

i, = syslog SFF#HZERNELERREZHIEITHENEKEY, SHNEAXEZXHT, BrEE
SRMHENER systog MEBINAEFHIMERE. MWAREFEIRITIIMEEEIR systog REFTRERIR
M, REELXTIHIMEER systog RELEITHTED, HARBEIANE SIRRUFNITIE.

XFEAX, WIZBEAZMNEZEFIREE X, WF Unix HEBIBIREET, MINXERFKE /proc
/sys/net/unix/max_dgram qlen M EE DX A/, BEEHNNGEIERERE. SHEIAMEN 10, 7
R sysctl HITEX:

sysctl -w net.unixsmax_dgram_glen=XX
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7t Tina A syslog

5.1 ubox BJ logd 5 logread

—M&M#EH procd init A RTFEHINELEXFN TR,

logd FH PACKAGE logd }&f, menuconfig FHIIE

make menuconfig --->
Base system --->
<*> logd

(<)

Tina Configuration
tem

................................... OpeHWrt syste
CONFIG_PACKAGE lngd
OpenWrt system log implementation
John Crispin =blogic@openwrt.org=
Symbol: PACKAGE_logd [=
en

Type : tristate
Prompt: logd. ... ..o i@ e

Location:
-> Base syste

m log implementation

Selects: 1 C bjson-c [=y] && PACKAGE_librt [=y] && \
PACKAGE_libblob j ibubox [=y] && PACKAGE_libubus [=y] && PACKAGE_libssp [=y] && \
PACKAGE libc [

5-1: logd EEEE

logread H PACKAGE_ubox #EfHt, menuconfig FRIIEN:

make menuconfig --->
Base system --->
<*> ubox

WA © BSEERERHERAE. RE—TF 19
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.contig - Tina Conftiguration

= Base system

CONFIG_PACKAGE_ubox:

OpenWrt system helper toolbox
John Crispin <blogic@openwrt.org=

Symbol: PACKAGE ubox [=y]
Type : tristate
Prompt: UboX. ..o ot e OpenWrt system helper toolbox

Location:

-> Base system

Defined at tmp/.config-package.in:1170

Selects: PACKAGE_ubusd [=y] && PACKAGE_libjson-c [=y] && PACKAGE_librt [=y] && PACKAGE_libpthread [=y] && \
PACKAGE_Llibssp [=y] && PACKAGE_libe [=y] && PACKAGE_libuci [=y] && PACKAGE_Llibubox [=y] && %\
PACKAGE_libubus [=y] && PACKAGE_ubus [=y]

Selected by: PACKAGE_block-mount [=y] && SYSTEM_INIT_PROCD [=y] || PACKAGE_fstools [=y] && \
SYSTEM_INIT_PROCD [=y] || PACKAGE_procd [=y] && SYSTEM_INIT_PROCD [=y]

5-2: ubox BECEE

NI FFVHEIZS /etc/init.d/log B PACKAGE logd ¥&fit; ECEINMITF X /etc/config/system H, 2R
'LAEEI PACKAGE base-files *ZEEﬁi\; %2@1@%@#&5’\]@6%, E_“«XT:E target/allwinner/<AE&ZF>/base-files/
etc/config/ Ei?ﬁ&%—fﬁé?ﬁ)‘(ﬂ’\] system LX%%,EﬁAE’\JX#o

5.2 busybox 8 syslogd. klogd:5'logread

busybox B syslog ZEfE menuconfig RHIEN:

make menuconfig /~-->
Base system --->
busybox --->
System Logging Utilities --->
[*] klogd
**x klogd should not be used together with syslog to kernel printk
buffer ***

[*] Use the klogctl() interface
[*1logger

[*] logread

[*] Double buffering

[*] syslogd

[*] Rotate message files

[ 1 Remote Log support

[*] Support -D (drop dups) option

[*] Support syslog.conf

(256) Read buffer size in bytes

[*] Circular Buffer support

(4) Circular buffer size in Kbytes (minimum 4KB)
[*] Linux kernel printk buffer support

NNEETRARBESERXHET,

busybox B syslog TE&E B AL, ERAVNBRRFEBITRE, 1E rc.final IEIIANE
BEh, WM
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#EHsdF

mount /dev/mmcblk@pl /mnt/sdcard/

mkdir /mnt/sdcard/log

#F B rotatelnge, 8 MogA/NE4M, BEZiER104D
syslogd -s 4096 -b 10 &

sleep 1

#FBTiERkernel#ylog

klogd &

Bll72/etc/syslog.conf X, 8 log XHFieR% sd £H, ABWNT:

(*.* /mnt/sdcard/log/message )

5.3 syslog-ng

syslog-ng £ menuconfig FRIAIE

make menuconfig --->
Administration --->
<*> syslog-ng

.config - Tina Contiguration
- Administration ——M M MMM M

CONFIG_PACKAGE_syslog-ng:

syslog-ng reads and
files, other mac
configuration fi1
http://www.balabi
W. Michael Petu

to the syst
s as @pecl

1o opensource- Logging-system/

Symbol: PACKAGE

Type : trista

Prompt: syslogemg. .. ... cooioloade e e A powerful syslog daemon
Location:

-> Adminis
Defined at t
Selects: PAC

PACKAGE_libc [=

config-package.1n:1297
libuuid [=y] && PAC
PACKAGE_libssp

E_libcurl [=y] && PACKAGE_libpthread [=y] && PACKAGE_glib2 [=y]
1 && PACKAGE_libpcre [=y]

5-3: syslog-ng ECEE

EBHE— procd XWFANMZE (KBohENE/NMLE) UKR—HBEEXHRSES (FEBE5
EE/UE) , T package/admin/syslog-ng/files BR Fo RIS ZEFE NXHEH systog-ng.
conf_example HENX—% syslog-ng.conf BEVIWIRRY /etc BR TS

5.4 logrotate

logrotate £ menuconfig FHIMIEN:
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make menuconfig --->
Utilities --->
<*> logrotate

- Tina Configuration

> Utilities

logrotate..................... rotates, compresses, and mails system Llogs
CONFIG_PACKAGE_logrotate:

logrotate 1is designed to ease administration of systems that generate large
numbers of log files. It allows auto-matic rotation, compression, removal and
mailing of log files. Each log file may be handled daily, weekly, monthly or
when 1t grows too large.

https://github.com/logrotate/logrotate

Christian Beier <ch@shoutrlabs.com=

Symbol: PACKAGE_logrotate [=n]
Type : tristate
Prompt: logrotate..................... rotates, compresses, and mails system leogs
Locatieon:
-> Utilities
Defined at tmp/.config-package.in:54672
Selects: PACKAGE_libpopt [=n] && PACKAGE_libssp [=y] && PACKAGE_libc [=y] && PACKAGE_librt [=y] && PACKAGE_libpthread [=y]

5-4: logrotate EZ& &

EE%"E—{%E&%S{# logrotate.conf , ﬁ_L:_F package/utils/logrotate/files Ei_F, éﬁﬁb?%)'_'éu
IR Jetc BE T

EEEK#%“%—‘E%%E’\JEEEIE #ﬂ'zé:" include /etc/logrotate.d EEEEXEGEEEEIEQEE/J\
HimAEY /etc/logrotate.d BXT, HAT logrotate /etc/logrotate.conf =% BaARE (‘;I%szﬁ:
AR EZEHN 0644 50444 ) .
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E{E =R
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REFNA

BHEO~m. RSFFENZRESHKEEEREROEBRAE ( EE" ) 2EEENHIE
EFMFREILIR AXEPEARN2EHER D ™~ m. RS AFEAIRER A EFr LS fEBEERE
N EARIBIARRIRERFMMAERRA, HREREAXENERNR, ERBTREEH
FAYERITH (BEERRFINEE, 8, BRER) EMNAFER, £EMFARE,

ZISSU‘%H’E?JT@%?“ RESE BT mREARLEMRE, FAXEABTEREEN, 88X
B, BAFTEN. 2EREDNELAXEPREFEHNER, EHFTHERBTT2REHEIR, H
ﬁmzﬁﬁlﬁﬁﬁ?ﬁi#ﬁ% (BEEAFRTEHER. BN, BHHHRK) IRERILE=ZANNE
t, @EHAAT. AEPHFRERFRR. 58 MBINHF AR EARREERERIES &S,

AR UABRRE R R E B th 75 TR T 2 EERET AR~ N BRI R ER ™ mY
HiEd, AIRERERTE =ZFIINFFF BEBTRASEZANFANRBEXNIFA, TR
BUARRAZMAERRTREEZ S AR RZEMRR (TR . 2EFWEMRERNE=
BIFARAMEERRIE. BEFEERMX S,
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