< Avuwiner

Linux CE
AW i1t

hRZ-S: 2.8
A% HEHER: 2025.02.21



@LWIMIER
’ STRYBR: W

hR s [ 52
hRZs S =L HMETA AEHR
1.0 2020.7.19 AWA0480 ADIERRAS
2.0 2021.04.02 AWAO0480 JBAE linux-5.4 &,
2.1 2023.04.02 XAA0193 1L SARIBH D HOIEIT T IHE, 2. 3¢

openssl 4RIFEAETHIT 7 IF4HRY
iR, 3. X480 B REMHIT T IHEE

HENMEMBET

2.2 2023.08.02 XAA0248 iEAC bsp B,

2.3 2023.09.28 XAA0248 EiMEATRER.

2.4 2024.09.18 XAA0175 BINERArmES, B H618,

2.5 2024.10.21 XAA0190 BINEAMmES, 150 MR536,
T536,

2.6 2024.11.23 XAA0309 EINEAERES, EhAT33.

2.7 2025.02.20 XAA0309 EHAZRASER~RES, 1B
H135,

2.8 2025.02.21 XAA0345 1. 488 B REE1R3#1T TR 2. B

Nz ASEAFRES, &0 A537

FA3330 3.t hwrng ERAMEE S
I 4. 585 openss| B4RIEFH A 5. 1K

BAEOSH. 4BFER

WAFRE © BRiBeERHERNERAE. RE—TMF

XA4IaRA R f5: aw-document@allwinnertech.com


mailto:aw-document@allwinnertech.com

@LWIMIER

XHEER: W

1 #hR

L1 ®EBB ...
12 SBASEE . ..
13 MRAR ..
14 MRAIE ..o e

2 CE i&R4ER
21 CEBMIBESRE ... .
22 LinuxCrypto BEIEZR . . . . . . ...
221 fEBopenssl AR . ...
222 CERBTEATN . . o o e
23 BREEENE .. .. . e
231 MEREBOBNEE . ... ...
2311 #EEFELinuxRZEENERE . ... ... .« ...
2.3.1.2 EFEARMEUIDERIETHIECE . . . o L
2.3.1.3 #EFECEopenssl ABAREE. .. ... .. ..
2314 #EECEREHSBARARERE . ... ... ...
2315 EECEhwng BEAEARRES . . ... ... ..
232 DeviceTreeBEEMRPE .. . L .4t . ..
24 SREBEMINE ...
241 bsp MIIGEERMAEEST ... ... ...

3 EREOER
31 BREMHEO . . ...
3.1.1 crypto_register_alg() ... ...................
BLLT EERE ...
3112 ThEERER .. ...
3113 REWE ... .. e
3114 SEORER .. ...
3.1.2 crypto_unregister_alg() . ......... ... ... ... ..
3121 REBURE ... ...
3122 IhEEREAR . ...
3123 REWE ... .. e
3124 BEGRER ... ...
3.1.3 crypto_register_ahash() . ...................
3131 REEE ...
3132 ThEEEEAR . ...
3133 REWE ... ... e
3134 BEGHER ... ...

NN R R

~N o OO oo U1 A W W W

WAFRE © BRiBeERHERNERAE. RE—TMF

XA4IaRA R f5: aw-document@allwinnertech.com


mailto:aw-document@allwinnertech.com

@LWIMIER

XHEER: W

3.1.4 crypto_unregister_ahash(). . ... ... ...........
3141 HREURE . ... ...
3.1.42 IThEERER ... ...
3143 RENE .. ... .. ..
3144 BEOHEE .. ...

32 BURAMEIRO . ...

3.21 ss_aes_start() . ... ...
3211 REURE ...
32,12 ThEEREA ...
3213 RENE ... .. e
3214 SEORER .. ...

3.2.2 ss_hash_start . ... ... ... ...
3221 BREURE ...
3222 IDhEeRER ... ...
3223 RENE ... .. e
3224 BEGHBE .. ...

323 ss_rng_start() ... ...
3231 REUREE ... ... ..
3232 IDhEERER ... ...
3233 RENE ... .. ... .. .. d e
3234 BEGHEA oL L L LT

4 openssl FR{EHAIER

41 BERNBL ..
42 opensslBIZRIF . . L. L
43 opensslAAAXAdemo ABIHAE . . . . ...
431 fEBaf algdlZ . ... L.
432 MD5demo ... .../ e
433 AESdemo . ... ...
434 HMACSHALdemo ... ....................
435 DHdemo . . ... .. .

5 CERETRANERRA

51 AESdemo . ... ... ..
5.2 DES/3DESdemo . . .. . . . . . .
53 HASHdemo ... ... .. . . . . .. .. e
54 PRNGdemo .. ... .. ... . ..
55 CRCdemo . ... ... . . . .. e

6 Linux CRYPTO API {£/Ai%BA

6.1 hashi3ZO . . . . . . .

WAFRE © BRiBeERHERNERAE. RE—TMF

XA4IaRA R f5: aw-document@allwinnertech.com


mailto:aw-document@allwinnertech.com

@LWIMIER

XHEER: W

2-1
2-2
2-3
2-4
2-5
2-6
2-7
2-8
2-9
2-10
2-11
2-12
2-13
2-14
2-15
2-16
2-17
2-18

HmE

Linux Crypto BIEIEZRE] . . . . . . . . 3
openssl AAAE . . . . . . 4
CERETRABARE . ... 5
Cryptographic APIEEE . . . . . . . . . 6
CryptographicAPIBCE . . . . . . . . . 7
arm IMERIERECE . . . . 7
aes EEIEneon MNER . . . . .. 8
NEtIEII . . . . e 8
networking_options . . . . . . ... 9
SOCKEtS M . . . 9
Userspace_interface . . . . . . . . . . .. .. ... . 10
KA Ce BEMIED . . . . e e 10
AW_CE_SOCKET . . . . . e e e 11
Userspace_interface . . . . .. ... ... ... .. .0 e 11
NEtIEIIL . . . . o T e e 11
networking_options . . . . ... ... @ B 12
sockets B s o L 12
AW_CE_IOCTL . . ... . o s e e 13

WAFRE © BRiBeERHERNERAE. RE—TMF

XA4IaRA R f5: aw-document@allwinnertech.com iv


mailto:aw-document@allwinnertech.com

@LWIMIER

XHEER: W

1.1 &wEEHMN

A3 Sunxi & CE BARNIMEMAEZROEAHTIFANER, LR RHEENESR
BONRIZ %o
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1.3 X AR

CERXzh. MERNARNFR/HEF AR

=

1.4 HHXAKIF

RNig PN 4E

3DES 3DES £F DES W—MBu#EIE, ©EA 3 % 64 UNEIAXNEIEHIT=RINE
AES Advanced Encryption Standard, SN R

API Application Program Interface i FR#ZEFFEO

CBC Cipher Block Chaining mode, HIZIRFEIRT

CE Crypto Engine, B7A51%, LARIFRIESS

CFB Cipher feedback, ZERIRER

CRC32: Cyclic redundancy check 32, BHRTTHRKE (32 1i1)

CTR Counter mode, IT#HEZ

CTS Ciphertext Stealing mode

DES Data Encryption Standard, #X3EINZE4TE

DH Diffie-Hellman &%, ZEE—2Xihi¥

ECB Electronic Code Book mede, BFEZBAIRT

ECC Elliptic cunve cryptography,  #EEpILL I &%

ECDH EC-based DH, & FHiEEZHIZIEIIH NN

HMAC Hash-based Message Authentication Code, &F Hash BYH 2515

HMAC-SHA1 SHAl-based HMAC, £7F SHAL B HMAC &%
HMAC-SHA256  SHA256-based HMAC/ &+ SHA256 B9 HMAC &%

MD5 Message Digest Algorithm 5, JEEREE AL AR

OFB Output feedbaek, iitH&IRIET

PRNG Pseudo Random Number Generator, fAREHEA42S

RSA NEAMEZEE

SHA Secure Hash Algorithm, R285&%

SS Security System, Sunxi SOC FHIRALLIER, ZIFSMEGINZMREREE
SUNKXI 15 Allwinner W—&7%! SOC FgH-F &

TRNG True Random Number Generator, EREH £ & & 25

XTS XEX-based tweaked-codebook mode with ciphertext stealing
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2.1 CE NEZEZHF

HFARE sunxi F&, BH CEZIFHNEEFA—, AEETHZFAKNEELE, B5EHE
X4 User Manual B9 CE &5,

2.2 Linux Crypto B;%iESS

Crypto @ARZ— MR F RS, JRE3TE kernel/crypto T, ERMT WEZENFAE—EIE, FHigl
HAE—NWHIBRIBZOSHEMTFRAFH, ALETXEESR, HIIAMEAILEER kernel EBH
crypto BUAXTSUBMERIR, EEEBITY BAMEE, BNEEEREN T,

]

AF ALGH=]

Crypto Core Interface
skcipher hash aead

rng other

Crypto Core Register Interface

. Driver ARM CE LinuxiB4E )

2-1: Linux Crypto B AHELRE]
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S T XMRINERE, AEXSVRINERE, IAEMEREE, hash, Hmac, ABEHNEEMBEENESER
Eo

2.2.1 £/ openssl AT

CE 288 Linux RIZAH crypto 1EZRi&it, TENAREEEREF OpenSSL TxAeE, RBRRZY B
LHMEHEENS . BMNRHRENXAZAENT:

App Demo
User space OpenSSL
Kernel Crvpt JE R A O

CryptofEZR

5SS Driver

2-2: openssl AR AE

Hp, [App] BERFMNAERF; [Crypto 1E3] 2 Linux RIZBHIMEZRZERIER; KX
EEZHANFALRTENR, ENDFIZ:

1. Demo, ETF OpenSSL BIRAEIKE,

2. OpenSSL, —METFEREENLELHF AT, OpenSSLiBHINEERHZEAN£H,
3. Crypto APZ&EO, A% crypto HEZRM AR SEOE 59,

4. SS Driver Bl CE Driver, $A3xi%{F CE BEHITH85.
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AILED, MAPNEBREFEEZEITREMNZ OpenSSL inEEO (BESE 4 Zi¥R) , X App
HWRBZBRNEGNMAZIIEE. EEIEH, ER OpenSSL X R EEEIZEMAIZFRE Crypto 1E
ZRE@, FET OpenSSL HFM—1 51 %464 (af_alg &), FH7E App PEEZE OpenSSL 4
af_alg51%, (ERAZEEN Demo) »

2.2.2 CEig&TRAR

RTFRENAZRTD, AEER OpenSSL RERONRIEME CE BYEO, KEA openss| ZRiF kA
FEEEEK, AEG/NAFAR. At CE WahidiE#t CE RET RANHEAL=EER, BN
SRR X REIT:

/\ 3PP dev/ce openssl
| | o
i |
\
AFAGED (4
g Crypto Core Interface N
1
ato Cor skcipher hash aead
/
g other
V4 .
Crypto Core Register Interface
Driver ARM CE Linuxil§s

2-3: CERETRIEAAIE

NEFT, B3 CENRETRARAET Crypto RUHEZR, BERARMAEREO,
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2.3 BRIRECETTER

£ ${SDK} BER TF#17: ./build.sh menuconfig #NECE R @, FHIZU TS BIRE,

2.3.1 MfEREONER

Linux #3245 3 MAREEO:

InfEEEO | &

Linux RAZREMAEZEO CiE=S:M

ARM hnf#zE 0 K F ARM B9INEE<S 2
CE mnfg=2#0 IARERBE A DR AR IR

2.3.1.1 #%#F Linux RERENEE

1. B5i%EE Cryptographic APETUH N T—RECE, WEFIR:

e the menu. E selects submenus ---> (or empty
i lette are hotkeys. Pressing <Y:=
0 zes features. Press <Esc=<Esc> tc
r

includes, =

exit, =<?> f rch. Legend: [*] built-in [ ]

rking support
Drivers

Library routines --->
Kernel hacking ---=

< Exit > < Help > < Save > < lLoad >

2-4: Cryptographic API B2 &

2. 7£ Cryptographic API BN A& AR AT
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2-5: Cryptographic API B &

2.3.1.2 %3#F ARM BOINEIESHERE

INREIERZ A 8K J AL TL,( 7\‘
7, FEARHNEN = ARM E’J?JI]E? il

Lt CE RIRAIMEREEMB L
ERECE, FAN CEREREMRITREM

—_
=]
=lo

ap ’%J&//menuconflg BcE:

2. % arm INEES

2-6: arm IRIESEE
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3. % aes EE L neon MK,

2-7: aes &% neon MR

4. ¥TFF neto

2-8: net &N

5. &% networking options 3%EI,
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[l 2-9: networking_options

6. FTFF sockets ¥,

2-10: sockets 1O

7. yIFRAP#EO.

ﬁﬁ#iﬁ)\Cryptographic/Userspace interface, prith s crypto E"J}%DEE%
CONFIG_CRYPTO_USER_APIo

CONFIG_CRYPTO_USER_API_HASHo

CONFIG_CRYPTO_USER_API_SKCIPHERo

CONFIG_CRYPTO_USER_API_RNGo
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CONFIG_CRYPTO_USER_API_AEADo

Cryptographic API -

Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty
submenus ----). Highlighted letters are hotkeys. Pressing <Y=
includes, <N> excludes, <M= modularizes features. Press <Esc><Esc> to
exit, <?> for Help, </> for Search. Legend: [*] built-in [ ]

~r

< > /std compression algorithm

#++ Random Number Generation #**

< > Pseudo Random Number Generation for Cryptographic modules

< > NIST SPB80OO-90A DRBG ----

< > Jitterentropy Non-Deterministic Random Number Generator

<*> lIser-space interface for hash algorithms

<*> llser-space interface for symmetric key cipher algorithms

<*> lIser-space interface for random number generator algorithms

i User-space interface for AEAD cipher algorithms

[*] Hardware crypto devices --->

< Exit = < Help = < Save > < |lopad >

P~
NJ

2-11: Userspace_interface

8. ;éﬁl ce E@#FEDO

d modes ---=
ion with associated data) ciphers ---=

- =

hms for CPU {armgd) ---=

2-12: X ce FEHENO

2.3.1.3 %R CE openssl AAAFREE
1. 7 SDKIRER THITHITW T as<#1T menuconfig BB & :

SDKS ./build.sh menuconfig

2. ¥JFF CEEZE . CONFIG_AW_CE_SOCKET, AIIEFR HIERmIFHMNIZ, WARmBMIEIR, W TEPFfR:
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2-13: AW_CE_SOCKET

3. & ¥ FH # Acryptographic/Userspace interface, 176 3 crypto BV 3% O B B CONFIG_CRYPTO_USER_API
. CONFIG_CRYPTO_USER_API_HASH. CONFIG_CRYPTO_USER_API_SKCIPHER. CONFIG_CRYPTO_USER_API_RNG

CONFIG_CRYPTO_USER_API_AEADo

2-14: Userspace_interface

4. EFT;F neto

2-15: net 3EIN
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5. #%3#% networking options £,

2-16: networking_optw
6. ¥TFF sockets M, \

2-17: sockets ##1

2.3.1.4 #FIFCEIRFTRIAAFNERE

1. 72 SDK iRBER THITHITIN Faa<#1T menuconfig L& :

[ SDKS ./build.sh menuconfig '

2. ¥JFF CEBCE: conFiG_AW_CE_locTL, Al EIRmIFHRNZ, WARFHER, CEIRE&ET RIAR
FEES openssl ARAARNEEREZiE—, W TNEFR:
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< = CE support the AF ALG interface for user api
<@~ CE support the systemcall interface for user api

2-18: AW_CE_IOCTL

2.3.1.5 %% CE hwrng E:%iABAREE
1. £ SDKRER FHRITHITU TEr<#1T menuconfig BRE :
SDKS ./build.sh menuconfig

2. fIFF CERCE:

(1) E3TH CEREF T REEEHE openss| ELENEL E#HITEEE . hwrng E/AKE T EHRENEK
BLE, EELREMEMENE: confFic_HW_RANDOM, X EHIZERIZHNZ, S FEA-:

Device Drivers --->
Character devices --->
<*>Hardware Random‘Number Generator Core support

(2) $TFF hwrng B2 & : conFIG_AW_HWRNG DRIVER, IEFRBHIZRIFFHNZ. N TFIR:

Allwinner BSP ---=>
Device Drivers/--->
CE Drivers | -—>
<*> Support for sunxi hwrng driver

2.3.2 Device Tree fid & i 8A

7E Device Tree H1%¢ CE &85 #17EE, a0F:

cryptoengine: ce@3040000 {

compatible = "allwinner,sunxi-ce";

device_name ="ce";

reg = <0x0 0x03040000 0x0 0xa0>, /* non-secure space */
<0x0 0x03040800 0x0 0xa0>; /* secure space */

interrupts = <GIC_SPI 52 IRQ_TYPE_EDGE_RISING>, /*non-secure*/
<GIC_SPI 53 IRQ_TYPE_EDGE_RISING>; /* secure*/

clock-frequency = <400000000>; /* 400MHz */

clocks = <&ccu CLK_BUS_CE>, <&ccu CLK_CE>, <&ccu CLK_CE_MBUS_GATE>, <&ccu CLK_PLL_PERIO_400M>;

clock-names ="bus_ce", "ce_clk", "mbus_ce", "clk_src";

resets = <&ccu RST_BUS_CE>;

—

L b

\

WAFRE © BRiBeERHERNERAE. RE—TMF

XA4IaRA R f5: aw-document@allwinnertech.com 13


mailto:aw-document@allwinnertech.com

@LWIMIER

XHIEER: W

ok wnh e

compatible: RIEEAENIEE, B FIRKehHIZERISIE.
reg: & &E AL,

interrupts: & & {E AR,

clock-frequency: 1&&ERBIE FHITIE,

clocks: i&&ERBIB IR,

2.4 BBLEETTE

2.4.1 bsp M ERERNIBLEN

CE IXmhaYIRACAS il FRHZTE bsp/drivers/ce BR o

bsp/drivers/ce$ tree

—— Kconfig
—— Makefile
F——sunxi_ce.c // SunxiF ECEE M. AIERIEMILI--TB 4R RERIEERE

——sunxi_ce_cdev.c
F——sunxi_ce_cdev.h  // CEFEFEEMERLH
F——sunxi_hwrng.c // CEBShwrng& 5% SC I
F——sunxi_ce_proc_comm.c  // Sunxi-& CEB AR RIZM LI --socketiB4E ST
——sunxi_ce_proc.h // Sunxi*E & CER AR L4
——uv1
|  F——sunxi_ce_cdev_comm.c  //V1KRASSIEH|22p9E AL BT 12
| ——sunxi_ce_proc.¢ // VICESME A BT 12
| F——sunxi_ce_reg.c // VAKRASS ST HlIgR M F 7 2 1 0 SR TN
| ——sunxi_ce_regh [/ VIMRZSSSIE s Y FfF etz AR
F—V2
| F——sunxi_ce_proc.c
| F——sunxi_ce_reg.c
|  ——sunxi_ce_reg.h
F——v3
| F——sunxi_ce_cdev_comm.c
| F——sunxi_ce_proc.c
| F——sunxi_ce_procawalk.c
| F——sunxi_ce_reg.c
|  ——sunxi_ce_reg.h
F——v4
| F——sunxi_ce_cdev_comm.c
| F——sunxi_ce_proc.c
| F——sunxi_ce_reg.c
|  ——sunxi_ce_reg.h
L——\5
——sunxi_ce_cdev_comm.c
——sunxi_ce_proc.c
——sunxi_ce_reg.c
—— sunxi_ce_reg.h

T Makefile =% B 7 CE IRASRYIRSZRIE, Makefile AFWNT:

/] CENFRIS SR ML --EHFTRPIFAFERE, ioctliZBi8E

b

# SPDX-License-ldentifier: GPL-2.0
#

# Makefile for the ce drivers.

#
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obj-$(CONFIG_AW_CE_SOCKET) += sunxi-ce.o
obj-$(CONFIG_AW_CE_IOCTL) += sunxi-ce-ioctl.o

sunxi-ce-ioctl-S(CONFIG_AW_CE_IOCTL) += sunxi_ce_cdev.o
sunxi-ce-ioctl-$(CONFIG_AW_HWRNG_DRIVER) += sunxi_hwrng.o
sunxi-ce-$(CONFIG_AW_CE_SOCKET) += sunxi_ce.o sunxi_ce_proc_comm.o
sunxi-ce-$(CONFIG_AW_HWRNG_DRIVER) += sunxi_hwrng.o

ifdef CONFIG_ARCH_SUN300IW1
AW_CE_VER=v1

endif

ifdef CONFIG_ARCH_SUNS8IW20
AW_CE_VER=v3

endif

ifdef CONFIG_ARCH_SUN50IW9
AW_CE_VER=v3

endif

ifdef CONFIG_ARCH_SUN251IW1
AW_CE_VER=v3

endif

ifdef CONFIG_ARCH_SUN50IW10
AW_CE_VER=v4

endif

ifdef CONFIG_ARCH_SUN55IW3
AW_CE_VER=vV5

endif

ifdef CONFIG_ARCH_SUN55IW6
AW_CE_VER=V5

endif

ifdef CONFIG_ARCH_SUNS8IW21
AW_CE_VER=V5

endif

ifdef CONFIG_ARCH /SUN65IW1
AW_CE_VER=V5

endif

ifdef CONFIG_ARCH_SUNG60IW2
AW_CE_VER=V5

endif

sunxi-ce-$(CONFIG_AW_CE_SOCKET) += $(AW_CE_VER)/sunxi_ce_reg.o S(AW_CE_VER)/sunxi_ce_proc.o
sunxi-ce-ioctl-$(CONFIG_AWRECEIOCTL) += $(AW_CE_VER)/sunxi_ce_reg.o $(AW_CE_VER)/sunxi_ce_cdev_comm.o
0bj-$(CONFIG_AW_TRNG) += sunxi_trng/sunxi_trng.o

obj-$(CONFIG_AW_CE_SOCKET_SECURE_KEY) += smc_process/sunxi_ce_smc_process.o
#ccflags-y += -IS(srctree)/drivers/crypto/sunxi-ce/S(AW_CE_VER)
#ccflags-y += -DDEBUG
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R CE REhF BRI, 3$9MEO, RERTF Linux RIZSEEN.

3.1 Fi&iEmEN

U2 O#ERRZ Linux T crypto BYfRER M, EBESEMEARNEM. EH.

3.1.1 crypto_register_alg()

3.1.1.1 R#HEE

[ int crypto_register_alg(structcrypto_alg *alg)

3.1.1.2 Ihgekak

[ crypto HEZEM—MIMEBEZ.

3.1.1.3 E[EE

iR[E] 0 FREH, REIEMERTAW.

3.1.1.4 S¥isieA

alg, BA—LEmR. BEEER.
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3.1.2 crypto_unregister_alg()

3.1.2.1 HEHERB

[ int crypto_unregister_alg(struct crypto_alg *alg)

3.1.2.2 IhEehaid

M crypto HEZFHEH—MINZ & Z,

3.1.2.3 EENE

R[E] 0 FTREH, REIEAMERTAW.

3.1.2.4 SisA

alg, FUAR—EEHA, BERER, HF, 459 crypto alg EX:

struct crypto_alg {
struct list_head cra/list;
struct list_head cra_users;

u32 cra_flags;

unsigned int cra_blocksize;
unsigned int cra_ctxsize;
unsigned int cra_alignmask;

int cra_priority;
atomic_t cra_refent;

char cra_name[CRYPTO_MAX_ALG_NAME];
char cra_driver_name[CRYPTO_MAX_ALG_NAME];

const struct crypto_type *cra_type;

union {
struct ablkcipher_alg ablkcipher;
struct aead_alg aead,;
struct blkcipher_alg blkcipher;
struct cipher_alg cipher;
struct compress_alg compress;
struct rng_alg rng;

}cra_u;

int (*cra_init)(struct crypto_tfm *tfm);
void (*cra_exit)(struct crypto_tfm *tfm);
void (*cra_destroy)(struct crypto_alg *alg);
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struct module *cra_module;

b

3.1.3 crypto_register_ahash()

3.1.3.1 HEHRE

((int crypto_register_ahash(struct ahash_alg *alg) )
3.1.3.2 IpgehaiR
[ crypto IEZEM—F R Hash K&,
3.1.3.3 E[EHE
R[E] 0 /RN, REIEMERTEK.
3.1.3.4 S¥iHEA
alg, BIEH—LER. BERE.
3.1.4 crypto_unregister/ahash()
3.1.4.1 HHEE
((int crypto_unregister_ahash(struct ahash_alg *alg) )
3.1.4.2 IpiefaiR
M crypto iEXEH—MRL Hash EHE,
3.1.4.3 E[El{E
R[E] 0 R, IREIEMERTEK.
MR © BELERERHEIRAT, RE—IIA
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3.1.4.4 SEiA

alg, BAM—LEHR, BEERES, HH, £ ahash_alg WEX:

struct ahash_alg {
int (*init)(struct ahash_request *req);
int (*update)(struct ahash_request *req);
int (*final)(struct ahash_request *req);
int (*finup)(struct ahash_request *req);
int (*digest)(struct ahash_request *req);
(
(
(

*

int (*export)(struct ahash_request *req, void *out);
int (*import)(struct ahash_request *req, const void *in);
int (*setkey)(struct crypto_ahash *tfm, const u8 *key,

unsigned int keylen);

struct hash_alg_common halg;

5

3.2 FiERhBEO

XE 53 AES 28, Hash 2. RNG R LHEERIZOMIRREIED , #2 SS WapAEkREO,

el iTH DMA, SS IZHIgsTl— R HE,

3.2.1 ss_aes/start()

3.2.1.1 HEHEE

[ static int ss_aes_start(ss_aes_ctx_t *ctx, ss_aes_req_ctx_t *req_ctx, int len)

3.2.1.2 Ipaesmik

HIT—R AES KEERIEE,

3.2.1.3 E[ENE

0, Fh; EftE, KK

3.2.1.4 S¥isiA

1. ctx, AES KRERETX,

WAFRE © BRiBeERHERNERAE. RE—TMF
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2. req_ctx, —/% AES EEXZIERM LT
3. len, BItEHEIEKE.

Hr, ss_aes ctx tHIENXIT:

/* The common context of AES and HASH */
typedef struct {

u32 flow;

u32 flags;
}ss_comm_ctx_t;

typedef struct {
ss_comm_ctx_t comm; /* must be in the front. */

#ifdef SS_RSA_ENABLE
u8 key[SS_RSA_MAX_SIZE];
u8 iv[SS_RSA_MAX_SIZE];
#else
u8 key[AES_MAX_KEY_SIZE];
u8 iv[AES_MAX_KEY_SIZE];
#endif
#ifdef SS_SCATTER_ENABLE

#endif
int key_size;
intiv_size;
intcnt; /*in Byte ™/
}ss_aes_ctx_t;

u8 next_iv[AES_MAX_KEY_SIZE]; /* saved the next IV/Counterin continue mode */

ss_aes_req_ctx_t IENX T (ES 4 sunxi_ss.h)

typedef struct {
u32 dir;
u32 type;
u32 mode;
u32 bitwidth; /¥ the bitwidth of CFB mode */
struct completion done;
ss_dma_info_t dma_src;
ss_dma_info_t dma_dst;
} ss_aes_req_ctx_t;

3.2.2 ss_hash_start

3.2.2.1 HEERE

[ u32 ss_hash_start(ss_hash_ctx_t *ctx, ss_aes_req_ctx_t *req_ctx, u32 len, u32 last)

3.2.2.2 Ihgekaid

WIT—R HASH EKEERIZE,

WAFRE © BRiBeERHERNERAE. RE—TMF
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3.2.2.3 E[E{E

R[E] 0 RN, REIEMERTEK.

3.2.2.4 SEA

ctx, Hash EEEM ET,

req_ctx, —/& AES EEXIBERM LT
len, BIBEHHIEKE.

last, ¥I¥TRERRE—X hash BItREAL

Hw =

Hrh, ss_hash_ctx_t IENXIT

typedef struct {
ss_comm_ctx_t comm; /* must be in the front. */
u8 md[SS_DIGEST_SIZE];
u8 pad[SS_HASH_PAD_SIZE];
u32 tail_len;
u32 md_size;
u32cnt; /*inByte*/
u32 npackets;
}ss_hash_ctx_t;

3.2.3 ss_rng_start()

3.2.3.1 R#FEE

[ static int ss_rng_start(ss, aes_ctx_t *ctx, u8 *rdata, u32 dlen, u32 trng) ]
3.2.3.2 IpgefaiR
HIT—X RNG KEZMNIZE,
3.2.3.3 E[E{H
REEART 0, SEFRREEIRIBENSKE; Hittlg, XK.
WRIRFE © HRiB2ERRRNERAE. RE—TINF
XAHIERR I5%: aw-document@allwinnertech.com 21


mailto:aw-document@allwinnertech.com

@LWIMIER
% X W

3.2.3.4 S¥isA

ctx, RNG 2 (F AES KXHAR—MHD) BIEM LT,
rdata, FFR7F4LAIREHLEL

. dlen, BIEKRHNMENHBEKE (FHALMD) .

. trng, FIUTE prng BIAIRRE trng BIARIARE(L

N

Hrh, ss_aes_ctx_t BIENX LR aes ##OHHE5ER
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4.1 BENE

openss| BFE— 1 <iTiER, AT M shell fFH OpenSSL IMBEMEMINZ R, KM TEL
EEFRE (SSL) MERER 2 (TLS) MBI AR ENFIENEXBEFTE, pIERIHEARERN
FIFEIM, MAFRERMN API RN —IREE, PTLIBEGHLITES, #ITEMARNEE
=

e openss| NBANA: https://www.openssl.org/docs/manmaster/manl/openssl.html
e openssl BB A fF A N 4A: https://opensource.com/article/19/6/cryptography-basics-
openssl-part-2

OpenSSL B2 O BE, AT UIEEMA I EIXN N EEE D, FXEL demo A& OpenSSL Y/,
FhRz A, demo JEXHFEERIE OpenSSL A1, RiFFMIZ(TEFEE OpenSSL MBS FESZ 15,
RES T

B#i openssl BEE&E EIH Longan &l Tina5.0 SDK A, 251U FMTFUE:
tina5.0/platform/aminner/openssl/Tpenssrl.0.0

${SDK}/platform/framework/openssl/openss|-1.0.0

INRIRABRIRTF, IFERWN Tk

[ git clone "ssh://${name}@gerrit.allwinnertech.com:29418/${SDK}/platfrom/framework/openssl/openss|-1.0.0" )

TRISEEN

openssl1.0.0
——apps # FAENAREFAENEI, MEFERLInuxdSRHITssUERERFIRENSLT
—— Configurations # Fe&>
——crypto # FIEN@RERE, EPEENTFMEEE. EXNFMBEE. WAL, BRI FTI,
——demos # demoftig
F——doc # —EEpRERATIR AN RS, AT LA Rl cyptol Kess| B RIYE R R BAS Y
F——engines  #FrEengineSRBMNE, BTEHSESMINEEARE, TERHERGEXNMA
—— external
F——include  # =752 ERopenssZERIBHRIZHEEE = HERAMZEOLAX 4
——out # EXEXHMAMITXHNERBE R
F—ssl #EFIMYISKIL, IEPRITRESE, BFEiEss3.00 tIs1.0¢ tlsl.1l. tls1.2%FE AR
F——ss_test  #AW BHZE&#demoXfd
F——test # openss| B R £ RNIHLED
——tools
F——usr # IEARCETE, WIFMINEXEXT
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4.2 openssl B94RiF

o XIF Tina5.0 SDK, ELE UHIHFFETHNIT openss| FFRBETRE:

tina5.0$ ./build.sh config

$ tina5.0/platform/allwinner/openssl/openssl-1.0.0

o XtF ${SDK} SDK, ECE HRIRIFIFREH NI T openssl IRITERTE:

cd ${SDK}/platform/framework/openssl/openssl-1.0.0

o WITUI T a2 5EMERIE openss| FI4RIE:

openssl-1.0.0$ ./Configure linux-elf --cross-compile-prefix:{SDK}/out/toolchaF/gc?—ara-ﬁ3-2021.07-x86_64-aarch64-
none-linux-gnu/bin/aarch64-none-linux-gnu- no-asm no-md2 no-mdc2 no-md4 no-rc4 no-camellia no-idea no-rc2
no-bf no-cast no-srtp no-dsa'no-hw-4758-cca no-hw-aepno-hw-atalla no-hw-cswift no-hw-ncipher no-hw-nuron
no-hw-sureware no-hw-ubsec no-hw-padlock shared
Hep: {SDKMURYFIIFIBRIZE TR
{SDK}/out/toolchain/gcc-arm-10:3-2021.07-x86_64-aarch64-none-linux-gnu X Zk4w1% T EiERIHIIE
aarch64-none-linux-gnu K RRXXRIFLEEE
XS ERE A LUEtina B R T 8Y.buildconfig AT EBEI, 5502 LICHEE_TOOLCHAIN_PATH™ 41" "
LICHEE_CROSS. COMPILER" |
openssl-1.0.0$ make depend #ACEHfIE
openssl-1.0.0$ make\clean #;&EBRIBRIE X1
openssl-1.0.0$ make  # ZRiF
openssl-1.0.0$ make install — # 4R EX

o WIFFTEHEFRCTHITXH openssl, FRIE:

openssl-1.0.0/out/usr/ssl/bin/openssl

o RIRFTERBIEXHFIRE:

openssl-1.0.0/out/usr/ssl/lib/libcrypto.s0.1.0.0  # BT TERELE
openssl-1.0.0/out/usr/ssl/lib/libssl.s0.1.0.0 # AR ENERE

openssl-1.0.0/out/usr/ssl/lib/engines/libaf_alg.so  #FAf af_alg enginetBxpIE

e openss| WECEXHERIE:
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openssl-1.0.0/out/usr/ssl/openssl.cnf

RIFSTREHRERIN XM cp Bl \Wlis, HE4ER:

1. BRIFFEH openssl ATHITXE cp B/ Wi
2. BRIFFEIN b EXHERBE/NNENTTER, NARHITHNEZSEBEX 3 MEX
:

/usr/lib/libcrypto.so0.1.0.0
Jusr/lib/libssl.s0.1.0.0

/usr/ssl/lib/engines/libaf_alg.so

3. ¥4 openssl.cnf BEE S cp El/WLIHEY /usr/sst B R o MIXHTE opensll inE BB <R,
ME T XHHERA demo BHIARF, HFAS[ER,

4.3 openssl A IUEY demo FBIiER

openssl AAH A demo AHIEEBZFIRIE openssl-1.0.0/ss_test/BR To

1. # N\ openssl-1.0.0/ss_test B3R, 11T make 8a<>BIEI5EAL demo MY4RI%:

openssl/openssl—l.0.0/Ss_testS make

2. F4mixpy1FEIEY md5.bin RIHITSCM op BV, SRR R LUHITI.

4.3.1 {£H af_alg3IE

FAEFEA af_alg 5128, FEEVANL OpenSSL BERXAVIEEINZESIZE, openssl_engine_init
BRI#K 1 SR SERRILLER 93 T1Eo

ENGINE *openss|_engine_init(char *type)
{

ENGINE *e = NULL;

const char *name ="af _alg";

OpenSSL_add_all_algorithms();
ENGINE_load_builtin_engines();

e =ENGINE_by_id(name);

if ('e) {
DBG("find engine %s error\n", name);
return NULL;

}
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ENGINE_ctrl_cmd_string(e, "DIGESTS", type, 0);
return e;

}

void openssl_engine_free(ENGINE *e)
{
if (e 1= NULL)
ENGINE_free(e);

ENGINE_cleanup();
EVP_cleanup();
}

4.3.2 MD5 demo

FAAH9 demo XHHEEE openssl-1.0.0/ss_test/BF o

void print_md(unsigned char *md, int len)

{

inti;

for (i=0; i<len; i++)
printf("%02x", md[i]);
printf("\n");
}

int main(int argc, char *argv(])
{
intret=0;
FILE *in=NULL;
ENGINE *e = NULL;
EVP_MD_CTX ctx={0};
const EVP_MD *e_md = NULL;
unsigned int md_size = 0;
unsigned char md[MD5_DIGEST_LENGTH] = {0};

if (argc 1= PT_NUM){
usage();
return-1;

}

in =fopen(argv[PT_IN_FILE], "rb");

if (in==NULL) {
DBG("Failed to fopen(%s)! \n", argv[PT_IN_FILE]);
return -1;

}

e =openssl_engine_init("md5");
if (e == NULL) {

ret=-1;

goto error;

}

e_md = ENGINE_get_digest(e, NID_md5);
if (e_md==NULL) {
DBG("ENGINE_get_digest() failed! \n");
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ret=-1;
goto error;

}

EVP_DigestlInit(&ctx, e_md);
for (;;) {
ret = fread(g_buf, 1, SS_TEST_BUF_SIZE, in);
if (ret<=0) {
if (ret<0)
DBG("read(%d) return %d. \n", SS_TEST_BUF_SIZE, ret);
break;

}

EVP_DigestUpdate(&ctx, g_buf, (unsigned long)ret);

}
EVP_DigestFinal(&ctx, md, &md_size);

printf("MD5(%s)=", argv[PT_IN_FILE]);
print_md(md, MD5_DIGEST_LENGTH);

error:
if (in 1= NULL)
fclose(in);

EVP_MD_CTX_cleanup(&ctx);
openssl_engine_free(e);
return ret;

}

4.3.3 AES demo

FAHY demo XAFIEEE openssl-1.0.0/ss_test/BF o

/* The identification string to indicate the key source. */

#define CE_KS_INPUT "default"
#define CE_KS_SSK "KEY_SEL_SSK"
#define CE_KS_HUK "KEY_SEL_HUK"
#define CE_KS_RSSK "KEY_SEL_RSSK"

#define CE_KS_INTERNAL_0 "KEY_SEL_INTRA_0O"
#define CE_KS_INTERNAL_1 "KEY_SEL_INTRA_1"
#define CE_KS_INTERNAL_2 "KEY_SEL_INTRA_2"
#define CE_KS_INTERNAL_3 "KEY_SEL_INTRA_3"
#define CE_KS_INTERNAL_4 "KEY_SEL_INTRA_4"
#define CE_KS_INTERNAL_5 "KEY_SEL_INTRA_5"
#define CE_KS_INTERNAL_6 "KEY_SEL_INTRA_6"
#define CE_KS_INTERNAL_7 "KEY_SEL_INTRA_T7"

unsigned char g_inbuf[SS_TEST_BUF_SIZE] = {0};
unsigned char g_outbuf[SS_TEST_BUF_SIZE] ={0};
unsigned char g_key[AES_KEY_SIZE_256] ={
OxFF, OXEE, 0xDD, 0xCC, 0xBB, 0xAA, 0x99, 0x88,
0x77, 0x66, 0x55, 0x44, 0x33, 0x22, 0x11, 0x00,
0x00, 0x11, 0x22, 0x33, 0x44, 0x55, 0x66, 0X77,
0x88, 0x99, 0xAA, 0xBB, 0xCC, 0xDD, OXEE, OxFF};
const unsigned char g_iv[AES_BLOCK_SIZE] ={
0x00, 0x11, 0x22, 0x33, 0x44, 0x55, 0x66, 0x77,
0x88, 0x99, 0xAA, 0xBB, 0xCC, 0xDD, OxEE, OxFF};
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{

int main(int argc, char *argv(])

intret=0;

intenc=0;

intinl=0;

intoutl=0;

FILE *in=NULL;

FILE *out = NULL;

ENGINE *e = NULL;

EVP_CIPHER_CTX ctx = {0};

const EVP_CIPHER *e_cipher = NULL,;

if (argc 1= PT_NUM) {
usage();
return-1;

}

in = fopen(argv[PT_IN_FILE], "rb");

if (in == NULL) {
DBG("Failed to fopen(%s)! \n", argv[PT_IN_FILE]);
return -1;

}

out = fopen(argv[PT_OUT_FILE], "wb");

if (out==NULL) {
DBG("Failed to fopen(%s)! \n", argv[PT_OUT_FILE]);
ret=-1;
goto error;

}

if (strncmp(argv[PT_ENC4DIR], "enc", 3) == 0)
enc=1;

e =openssl_engine_init();
if (e==NULL) {
ret=-1;
goto error;
}
e_cipher = ENGINE_get_cipher(e, NID_aes_128/chc);
if (e_cipher ==NULL) {
ret=-1;
goto error;

}

EVP_Cipherlnit(&ctx, e_cipher, g_key, g_iv, enc);
for (;;) {
inl = fread(g_inbuf, 1, SS_TEST_BUF_SIZE, in);
if (inl<=0) {
if (inl < 0)
DBG("read(%d) return %d. \n", SS_TEST_BUF_SIZE, inl);
break;
}

if (inl > 0) {
EVP_CipherUpdate(&ctx, g_outbuf, &outl, g_inbuf, inl);
DBG("Update: inl %d, outl %d \n", inl, outl);
fwrite(g_outbuf, 1, outl, out);

}

}
EVP_CipherFinal(&ctx, g_outbuf, &outl);
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DBG("Update: outl %d \n", outl);
if (outl > 0)
fwrite(g_outbuf, 1, outl, out);

XHIEER: W

error:
if (in 1= NULL)
fclose(in);
if (out !=NULL)
fclose(out);

EVP_CIPHER_CTX_cleanup(&ctx);
openssl_engine_free(e);
return ret;

}

4.3.4 HMAC-SHA1 demo

FAH9 demo XHHIBEEE openssl-1.0.0/ss_test/BF o

struct af_alg_digest_data
{
char key[SHA_CBLOCK];
int keylen;

g

static struct test_st {
char key[128];
int key_len;
char data[128];
int data_len;
unsigned char *digest;
Hest[] ={
I ™
0,
"More text test vectors to stuff up EBCDIC machines :-)",
54,
(unsigned char®)"b760e92d6662d351eb3801057695ac0346295356",
L "Jefe",
4,
"what do ya want for nothing?",
28,
(unsigned char *)"effcdf6ae5eb2fa2d27416d5f184df9c259a7c79",
1
{Oxaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,},
16,
{0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,
0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,
0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,
0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,
0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,
0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,
Oxdd,0xdd},
50,
(unsigned char *)"d730594d167e35d5956fd8003d0db3d3f46dc7bb",
b

{Oxaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
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Oxaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,0xaa,
Oxaa,0xaa,0xaa,0xaa},
20,
{0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,
0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,
0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,
0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,
0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,
0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,
0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,0xdd},
56,
(unsigned char *)"09213335188749ec35ce0dd46185eb6c65719cf2",
b
{0x01,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,
0x02,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,
0x03,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,
0x04,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,
0x05,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,
0x06,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,
0x07,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,
0x08,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,0x0b,
0x09},
65,
{0xd1,0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,
0xd2,0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,
0xd3,0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,
0xd4,0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,
0xd5,0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,
0xd6,0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,
0xd7,0xdd,0xdd,0xdd,0xdd;0xdd,0xdd,0xdd,
0xd8,0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,
0xd9,0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,
Oxda,0xdd,0xdd,0xdd,0xdd,0xdd,0xdd,0xdd},
80,
(unsigned char/*)"5422e0af0382e0384f2500f0527d92b7bd3d67c8",
1
k

static unsigned char md[SHA_DIGEST_LENGTH]J;

static char *pt(unsigned char *md)
{

inti;

static char buf[80] = {0};

for (i=0; i<SHA_DIGEST_LENGTH; i++)
sprintf(&(buf[i*2]),"%02x",md[i]);
return(buf);

}

int check_key(char *dst, char *src, int len)
{
memset(dst, 0, SHA_CBLOCK);
if (len <= SHA_CBLOCK) {
memcpy(dst, src, len);
return len;

}

/* Get the hash value of src. */
EVP_Digest(src, len, (unsigned char *)dst, NULL, EVP_shal(), NULL);
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return SHA_DIGEST_LENGTH;
}

int main(int argc, char *argv(])
{

intret=0;

unsigned inti=0;

char *p = NULL;

ENGINE *e = NULL;

EVP_MD_CTX ctx ={0};

const EVP_MD *e_md = NULL;

struct af_alg_digest_data *ddata = NULL;

if (argc==2)

i = atoi(argv[1]);
if (i>4)

i=4;

e =openssl_engine_init("hmac-shal");
if (e == NULL) {

ret=-1;

goto error;

}

e_md = ENGINE_get_digest(e, NID_hmac_shal);
if (e_md==NULL) {
DBG("ENGINE_get_digest() failed! \n");
ret=-1;
goto error;

}
EVP_DigestInit(&ctxse_md);

ddata = (struct af_alg_digest_data *)ctx.md. data;
ddata->keylen =/check_key(ddata->key, test[i].key, test[i].key_len);

EVP_DigestUpdate(&ctx, test[i].data, (unsigned long)test[i].data_len);
EVP_DigestFinal(&ctx, md, NULL);

p = pt(md);

if (strcmp(p, (char *)test[i].digest)=0) {
printf("HMAC-SHAL test %d failed\n", i);
printf("\tActual: %s \n\tExpect: %s\n", p, test[i].digest);
ret=1;

1

else
printf("HMAC-SHAL test %d ok\n",i);

EVP_MD_CTX_cleanup(&ctx);
error:
return ret;

}

4.3.5 DHdemo

JFARH9 demo XHHIBEEE openssl-1.0.0/ss_test/ss_test/dh.c.
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void rand_seed_update(void)
{
staticint pos =0;
char rnd_seed[] = "string to make the random number generator think it has entropy";

RAND_seed(&rnd_seed[pos], sizeof rnd_seed);
pos +=8;
if (pos >= strlen(rnd_seed))
pos =0;
}

int main(int argc, char *argv(])
{
DH *a;
DH *b=NULL;
char buf[12];
unsigned char *abuf=NULL,*bbuf=NULL;
inti,alen,blen,aout,bout,ret=-1;
BIO *out = NULL;
BIO *in = NULL;

ENGINE *e =NULL;

if (argc 1=2) {
printf("You should input as follow: \n");
printf("\t %s [param file]\n", argv[0]);
return-1;

}

e =openssl_engine_init();
if (e == NULL)
goto err;

CRYPTO_malloc_debug_init();
CRYPTO_dbg_set_options(V_CRYPTO<MDEBUG"ALL);
CRYPTO_mem_ctrl(CRYPTO_MEM_CHECK_ON);

out=BIO_new(BIO_s_file());
if (out == NULL) EXIT(1);
BIO_set_fp(out,stdout,BIO_NOCLOSE);

/* Load DH parameters froma.givenfile. */

in=BIO_new(BIO_s_file());

if (BIO_read_filename(in, argv[1]) <=0) {
printf("Failed to open %s \n", argv[1]);
goto err;

}

a=PEM_read_bio_DHparams(in, NULL, NULL, NULL);
if @==NULL) {

printf("unable to load DH parameters\n");

goto err;

}

BIO_puts(out,"\np: \n");
BN_print(out,a->p);
BIO_puts(out,"\ng: \n");
BN_print(out,a->g);
BIO_puts(out,"\n\n");
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b =DH_new();
if (b == NULL) goto err;

b->p = BN_dup(a->p);
b->g=BN_dup(a->g);
if (b->p == NULL) || (b->g == NULL)) goto err;

/” Set a to run with normal modexp and b to use constant time */
a->flags &= ~DH_FLAG_NO_EXP_CONSTTIME;
b->flags |= DH_FLAG_NO_EXP_CONSTTIME;

/* 1.1 a->pub_key = (g * a->pri_key) mod p */
rand_seed_update();

if (IDH_generate_key(a)) goto err;
BIO_puts(out,"pri 1: \n");
BN_print(out,a->priv_key);
BIO_puts(out,"\npub 1:\n");
BN_print(out,a->pub_key);
BIO_puts(out,"\n");

/* 1.2 b->pub_key = (g * b->pri_key) mod p */
rand_seed_update();

if (\DH_generate_key(b)) goto err;
BIO_puts(out,"pri 2: \n");
BN_print(out,b->priv_key);
BIO_puts(out,"\npub 2:\n");
BN_print(out,b->pub_key);
BIO_puts(out,"\n");

/* 2.1 keyl = (b->pub_key® a->pri_key) mod p */
alen=DH_size(a);

abuf=(unsigned char *)OPENSSL /malloc(alen);
aout=DH_compute_key(abuf,b-=pub_key;a);

BIO_puts(out,"keyl : \n");
for (i=0; i<aout; i++)
{
sprintf(buf,"%02X",abuf[i]);
BIO_puts(out,buf);
}
BIO_puts(out,"\n");

/* 2.2 key2 = (a->pub_key * b->pri_key) mod p */
blen=DH_size(b);

bbuf=(unsigned char *)OPENSSL_malloc(blen);
bout=DH_compute_key(bbuf,a->pub_key,b);

BIO_puts(out,"key2 : \n");

for (i=0; i<bout; i++)
{
sprintf(buf,"%02X",bbuf[i]);
BIO_puts(out,buf);
}

BIO_puts(out,"\n\n");

/* Compare keyl and key2 */
if (aout <4) || (bout = aout) || (memcmp(abuf,bbuf,aout) !=0))
{

fprintf(stderr,"Error in DH routines\n");
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ret=1;
}

else
ret=0;

DBG("keyl len = %d, key2 len = %d. [%s]\n", alen, blen, ret==1? "fail" : "OK");

err:
ERR_print_errors_fp(stderr);

if (abuf !I=NULL) OPENSSL_free(abuf);
if (bbuf != NULL) OPENSSL_free(bbuf);
if (b I=NULL) DH_free(b);
if (a!=NULL) DH_free(a);
if (in = NULL) BIO_free(in);
if (out !I=NULL) BIO_free(out);
#ifdef OPENSSL_SYS_NETWARE
if (ret) printf("ERROR: %d\n", ret);
#endif

openssl_engine_free(e);
EXIT(ret);
return(ret);

}

AR Bl CERRAWIREE. hash BELUK rg BIAEIME crypto B2, IENMBIERFX
o
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5.1 AES demo

B X FR L aes_test(void) HEIEE symm_method. aes_mode. key_size. bit_width,
REWE,

[ BidioctifZ BLANIZIEIRLE */
#define AES_DIR_ENCRYPT 0 /*encrypt*/
#define AES_DIR_DECRYPT 1 /*decrypt*/
/* define the ctx for aes requtest */
typedef struct {
u32 bit_width; /* the bitwidth of CFB/CTR mode */
u32 method; /*symm method, such as AES/DES/3DES ... */
u8 *src_buffer;
u32 src_length;
u8 *dst_buffer;
u32 dst_length;
u8 *key_buffer;
u32 key_length;
u8 *iv_buffer;
u32iv_length;
u32 aes_mode; | /* symm mode, such as ECB/CBC/CTR... */
u32dir;  /* encrypt or decrypt®/
u32ion_flag;
unsigned long src_phy;
unsigned long dst_phy;
unsigned long iv_phy;
unsigned long key_phy;
s32 channel_id;
} crypto_aes_req_ctx_t;

/* ioctl cmd: REQUEST -> AES_CRYPTO -> FREE */

#define CE_IOC_MAGIC 'C'

#define CE_IOC_REQUEST _IOR(CE_IOC_MAGIC, 0, int) /* requtest */

#define CE_IOC_FREE _IOW(CE_IOC_MAGIC, 1, int) /* free */

#define CE_IOC_AES_CRYPTO _IOW(CE_IOC_MAGIC, 2, crypto_aes_req_ctx_t) /* aes computation */

/* symm mode */
#define AES_MODE_ECB
#define AES_MODE_CBC
#define AES_MODE_CTR
#define AES_MODE_CTS
#define AES_MODE_OFB
#define AES_MODE_CFB 5
#define AES_MODE_CBC_MAC 6
#define AES_MODE_OCB 7

A WN -~ O
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#define AES_MODE_GCM 8
#define AES_MODE_XTS 9

/* symm method */

#define SS_METHOD_AES  0x0
#define SS_METHOD_DES  0x1
#define SS_METHOD_3DES  0x2

#define ARRAY_SIZE(a)  (sizeof(a) / sizeof(a[0]))
#define sunxi_assert(cond) {if (!(cond)) { pr_err("ASSERT '%s' failed\n", #cond); exit(-1); } }

static char *symm_mode2str(u32 aes_mode);

static char *symm_method2str(u32 method);

static void __test_AES_enc_dec_cmp(u32 symm_method, u32 aes_mode, u32 data_size, u32 key_size, u32 bit_width,
char *hardkey);

static void __do_AES_enc_dec_cmp(crypto_aes_req_ctx_t *aes_ctx);

static void aes_test(void)

{
pr_debug("BEGIN\n");
/* different data size */
/* u32 sizes[] ={ 16, 256, DATA_SIZE }; */
u32 sizes[]={256};
u32 key_size, aes_mode, symm_method;
u32 bit_width =0;

symm_method = SS_METHOD_AES;
aes_mode = AES_MODE_ECB;
key_size =128; /* key_size in 128/192/256 */

if (aes_mode == AES_MODE_CFB || aes_mode == AES, MODE_CTR)
/*
* bit_width in CFB1/CFB8/CFB64/CFB128
* bit_width in CTR16/CTR32/CTR64/CTR128
¥/
bit_width = 64; /* CFB64 or CTR64 */

for (inti=0;i<ARRAY_SIZE(sizes); i++)
__test_AES_enc_dec_cmp(symm_method, aés_mode, sizes[i], key_size, bit_width);

pr_debug("SYMM method test success\n\n");
}

static void __test_AES_enc_dec_cmp(u32 symm_method, u32 aes_mode, u32 data_size, u32 key_size, u32 bit_width)
{

crypto_aes_req_ctx_t *aes_ctx = NULL;

inti;

/*
* key_sizeisin 128 /8,192 /8,256 /8
* if you measure a different key_size, just change the key array
*/
u8 key[AES_MAX_KEY_SIZE] = {
OxFF, OXEE, 0xDD, 0xCC, 0xBB, 0xAA, 0x99, 0x88,
0x77, 0x66, 0x55, 0x44, 0x33, 0x22, 0x11, 0x00
5
u8iv[AES_IV_LENGTH] ={
0x00, 0x11, 0x22, 0x33, 0x44, 0x55, 0x66, 0X77,
0x88, 0x99, 0xAA, 0xBB, 0xCC, 0xDD, OXEE, OxFF
Ik

WRINFRE © HiB2ERHRRNBRAR. RE—IRF

XH4E @& i%R: aw-document@allwinnertech.com

36


mailto:aw-document@allwinnertech.com

@LWIMIER
' MR

/* ECB mode hasnoiv */
if (aes_mode == AES_MODE_ECB)
memset(iv, 0x0, sizeof(iv));

aes_ctx = malloc(sizeof(*aes_ctx));
sunxi_assert(aes_ctx);
memset(aes_ctx, 0x0, sizeof(*aes_ctx));

aes_ctx->src_buffer = malloc(data_size);
sunxi_assert(aes_ctx->src_buffer);
aes_ctx->src_length = data_size;

memset(aes_ctx->src_buffer, 0x88, aes_ctx->src_length);
aes_ctx->key_length = key_size / 8;

aes_ctx->key_buffer = malloc(aes_ctx->key_length);
sunxi_assert(aes_ctx->key_buffer);
for (i=0; i < key_size / 8; i++)

aes_ctx->key_buffer[i] = keyl[i];

aes_ctx->iv_buffer =iv;
aes_ctx->iv_length = sizeof(iv);
aes_ctx->aes_mode = aes_mode;
aes_ctx->ion_flag = 0;

/* only CFB/CTR need set bit_width */
aes_ctx->bit_width = bit_width;
aes_ctx->method = symm_method;

__do_AES_enc_dec_cmp(aes_ctx);

free(aes_ctx->key /buffer);
free(aes_ctx->src_buffer);
free(aes_ctx);

}

static void __do_AES_enc_dec_cmp(crypto_aes_sreq_ctx_t *aes_ctx)
{

interr=0;

interrl =0;

s32 channel_id =-1;

u8 *srchbak_buffer=NULL;

u32 srcbak_length = 0;

u8 *tmp_buffer =NULL;

u32 tmp_length =0;

pr_debug("BEGIN: symm_method=%s, symm_mode=%s, src_length=%u\n",
symm_method2str(aes_ctx->method), symm_mode2str(aes_ctx->aes_mode), aes_ctx->src_length);

if (aes_ctx->src_length & OxF) /* non-16-byte alignment */
aes_ctx->dst_length = ((aes_ctx->src_length + 15) / 16) * 16; /* dst_length leaves an extra 16 bytes for the unaligned
part */
else
aes_ctx->dst_length = aes_ctx->src_length;
aes_ctx->dst_buffer = malloc(aes_ctx->dst_length);
sunxi_assert(aes_ctx->dst_buffer);

/* getcefd */
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int fd = open("/dev/ce", O_RDWR);
sunxi_assert(fd > 0);

err=ioctl(fd, CE_IOC_REQUEST, &channel_id);
sunxi_assert(lerr);
aes_ctx->channel_id = channel_id;

memset(aes_ctx->dst_buffer, 0x0, aes_ctx->dst_length);
aes_ctx->dir = AES_DIR_ENCRYPT;
err =ioctl(fd, CE_IOC_AES_CRYPTO, (unsigned long)aes_ctx);
if (err) {

pr_err("ioctl('CE_IOC_AES_CRYPTQ') failed\n");

goto out;

}

srcbak_length = aes_ctx->src_length;

srcbak_buffer = malloc(srcbak_length);
sunxi_assert(srcbak_buffer);

memcpy(srcbak_buffer, aes_ctx->src_buffer, aes_ctx->src_length);

tmp_buffer = aes_ctx->src_buffer;
aes_ctx->src_buffer = aes_ctx->dst_buffer;
aes_ctx->dst_buffer = tmp_buffer;
tmp_length = aes_ctx->src_length;
aes_ctx->src_length = aes_ctx->dst_length;
aes_ctx->dst_length =tmp_length;

memset(aes_ctx->dst_buffer, 0x0, aes_ctx->dst_length);
aes_ctx->dir=AES_DIR_DECRYPT;
err =joctl(fd, CE_IOC_AES_CRYPTO, (unsigned long)aes_ctx);
if (err) {

pr_err("ioctl('"CE_IOC_AES_CRYPTQ') failed\n");

goto out;

}

if (memcmp(srcbak_buffer, aes_ctx->dst buffer, aes_ctx->dst_length)) {
pr_err("Origin data:\n");
sunxi_hexdump(srcbak_buffer, aes_ctx->dst_length);
pr_err("Encoded-Decoded data:\n");
sunxi_hexdump(aes_ctx->dst_buffer, aes_ctx->dst_length);
err=-1;
goto out;

err=0;
pr_debug("PASS: symm_method=%s, symm_mode=%s\n",
symm_method2str(aes_ctx->method), symm_mode2str(aes_ctx->aes_mode));

out:
if (srcbak_buffer)
free(srcbak_buffer);

errl =ioctl(fd, CE_IOC_FREE, &channel_id);
sunxi_assert(lerrl);
close(fd);

if (aes_ctx->dst_buffer)
free(aes_ctx->dst_buffer);

sunxi_assert(lerr);
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}

static char *symm_method2str(u32 method)
{
char *str;
switch(method) {
case SS_METHOD_AES:
str="SYMM_METHOD_AES";
break;
case SS_METHOD_DES:
str="SYMM_METHOD_DES";
break;
case SS_METHOD_3DES:
str="SYMM_METHOD_3DES";
break;
default:
str="UNKNOWN_SYMM_METHOD";
break;
}

return str;

}

static char *symm_mode2str(u32 aes_mode)
{

char *str;

switch(aes_mode) {

case AES_MODE_ECB:
str="SYMM_MODE_ECB";
break;

case AES_MODE_CBC:
str="SYMM_MODE_CBC";
break;

case AES_MODE_CTR:
str="SYMM_MODE_CTR";
break;

case AES_MODE_CTS:
str="SYMM_MODE_CTS";
break;

case AES_MODE_OFB:
str="SYMM_MODE_OFB";
break;

case AES_MODE_CFB:
str="SYMM_MODE_CFB";
break;

case AES_MODE_CBC_MAC:
str="SYMM_MODE_CBC_MAC";
break;

case AES_MODE_OCB:
str="SYMM_MODE_OCB";
break;

case AES_MODE_GCM:
str="SYMM_MODE_GCM";
break;

case AES_MODE_XTS:
str="SYMM_MODE_XTS";
break;

default:
str="UNKNOWN_SYMM_MODE";
break;
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}

return str;

}

5.2 DES/3DES demo

¥ AES demo, XN EENSHEES SS_METHOD_DES/SS_METHOD_3DES BI{ER DES/
3DES BiZo

/*DES*/
symm_method =SS_METHOD_DES;

/* 3DES */
symm_method =SS_METHOD_3DES;

5.3 HASH demo

B FRE hash_test(void) AFB9ZE %k hash_mode , #&FEH{Es

[* BT ioctUF @A RIZRBIRLES */
/* define the ctx for hash requtest */
typedef struct {

u8 *text_buffer;

u32 text_length;

u8 *key_buffer; /*hmac*/

u32 key_length;

u8 *dst_buffer;

u32 dst_length;

u8 *iv_buffer;

u32iv_length;

u32 hash_mode; /* hash mode, such as MD5/SHA1/SHA256 ... */

u32ion_flag;

unsigned long text_phy;

unsigned long dst_phy;

s32 channel_id;
} crypto_hash_req_ctx_t;

/* ioctl cmd: REQUEST -> HASH_CRYPTO -> FREE */

#define CE_IOC_MAGIC 'C'

#define CE_IOC_REQUEST  _IOR(CE_IOC_MAGIC, 0, int) /* request */

#define CE_IOC_FREE  _IOW(CE_IOC_MAGIC, 1, int) /* free */

#define CE_IOC_HASH_CRYPTO _IOW(CE_IOC_MAGIC, 4, crypto_hash_req_ctx_t) /* hash computation */

/* HASH method */

#define SS_METHOD_MD5 0

#define SS_METHOD_SHA1 1

#define SS_METHOD_SHA256 3

#define sunxi_assert(cond) {if (!(cond)) { pr_err("ASSERT '%s' failed\n", #cond); exit(-1); } }

void hash_digest_test(u32 hash_mode);
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void hash_test(void)
{

u32 hash_mode;

/* MD5 */
hash_mode =SS_METHOD_MD5;
hash_digest_test(hash_mode);

/¥ SHA1*/
hash_mode =SS_METHOD_SHAI,;
hash_digest_test(hash_mode);

/* SHA256 */
hash_mode =SS_METHOD_SHA256;
hash_digest_test(hash_mode);

}

void hash_digest_test(u32 hash_mode)
{

u8 *dst_data, *text_data;

u8 dst_data_size;

int text_data_size;

crypto_hash_req_ctx_t *hash_ctx;

int fd;

/* config block_size from ce spec */

int ret, retl, block_size = 64;

int channel_id;

u8 *message_digest;

u8 digest_md>5[16] = { OxE1, OxE1, 0xD3,.0xD4, 0x05, 0x73, 0x12, OXTE,
0x9E, OXEOQ, 0x48, 0x0c, OXAF, 0x12, 0x83, 0xD6 };

u8 digest_shal[20] = { 0x06, 0x57, 0x65, 0x56, 0xD1, OxAD, 0x80, Ox2F,
0x24, 0x7C, OXAD; Ox11, OXAE, Ox74, 0x8B,.0xE4,
0x7B, 0x70, 0xCD, 0x9C };

u8 digest_sha256[32] = { 0x8c, 0x25, 074, 0x89, 0x20, 0x63, 0xf9, 0x95,
0xfd, 0xf7, 0x56, Oxbc, 0xe0, 0x7f;0x46; 0xcl,
Oxa5, 0x19, 0x3e, 0x54, Oxcd, 0x52, 0x83, Ox7e,
0xd9, Ox1e, 0x32, 0x00, 0x8¢, Oxcf, 0x41, Oxac };

/* getcefd */
fd = open("/dev/ce", 0_RDWR);
sunxi_assert(fd > 0);

hash_ctx = malloc(sizeof(crypto_hash_req_ctx_t));
sunxi_assert(fd > 0);

memset(hash_ctx, 0x0, sizeof(crypto_hash_req_ctx_t));
hash_ctx->hash_mode = hash_mode;

/* different hash algorithms have different digest lengths */

switch (hash_mode) {

case SS_METHOD_MD5:
dst_data_size = 16;
message_digest = digest_md5;
break;

case SS_METHOD_SHA1L:
dst_data_size = 20;
message_digest = digest_shal;
break;

case SS_METHOD_SHA256:
dst_data_size =32;
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message_digest = digest_sha256;
break;

default:
pr_err("unknown hash mode\n");
ret=-1;
sunxi_assert(!ret);

}

dst_data = malloc(dst_data_size);
sunxi_assert(dst_data);

memeset(dst_data, 0x00, dst_data_size);
hash_ctx->dst_buffer = dst_data;
hash_ctx->dst_length = dst_data_size;

text_data_size =1,
hash_ctx->ion_flag =0;

text_data = malloc(text_data_size);
sunxi_assert(text_data);

memeset(text_data, 0x52, text_data_size);
hash_ctx->text_buffer = text_data;
hash_ctx->text_length = text_data_size;

ret =ioctl(fd, CE_IOC_REQUEST, &channel_id);
sunxi_assert(!ret);

hash_ctx->channel_id = channel_id;
pr_info("channel_id = %d\n"yhash_ctx->channel_id);

/* calculate message digest */
ret = ioctl(fd, CE_IOC_HASH_CRYPTO, (unsigned long)hash ctx);
if (ret) {

printf("%s: calculate message digestfail\n", “func__);

goto out;

}

printf("\n");
sunxi_hexdump(hash_ctx->dst_buffer, hash4ctx->dst_length);
printf("\n");

if (memcmp(hash_ctx->dst_buffer, message_digest, hash_ctx->dst_length)) {
pr_err("HASH verify fail\n");
ret=-1;
goto out;

1
ret=0;

pr_debug("HASH verify success\n");

out:
retl =ioctl(fd, CE_IOC_FREE, &channel_id);
sunxi_assert(!retl);

free(hash_ctx->dst_buffer);
free(hash_ctx->text_buffer);
free(hash_ctx);

close(fd);
sunxi_assert(!ret);
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5.4 PRNGdemo

FEAXERE rng_test(void) FHIESEk trng , IRTME,

/" BT ioctlfE BB NIZR ERLE */
/* define the ctx for rng requtest */
typedef struct {

u8 *src_buffer;

u32 src_length;

u8 *dst_buffer;
u32 dst_length;

u8 *key_buffer;
u32 key_length;

u8 *iv_buffer;
u32iv_length;

u32 trng;
u32 reload_offset;

unsigned long src_phy;
unsigned long dst_phy;
unsigned long iv_phy;
unsigned long key_phy;
s32 channel_id;

} crypto_rng_req_ctx_t;

/* ioctl cmd: RNG_CRYPTO */
#define CE_IOC_MAGIC 'C'
#define CE_IOC_RNG_CRYPTO _IOW(CE_IOC_MAGIC, 5, crypto_rng_req_ctx_t) /* rng computation */

#define sunxi_assert(cond) {if (!(cond)) { pr_err("ASSERT '%s' failed\n", #cond); exit(-1); } }
static void prng_get_random(crypto-rng req_ctx_t *rng_ctx);

static void rng_test(void)

{
u32dst_len, trng;

dst_len=20;
trng=0; /*0:prng l:itrng*/

crypto_rng_req_ctx_t *rng_ctx = NULL;
u8 key[5] ={

0x0, 0x1, 0x2, 0x3, 0x4
%

rng_ctx = malloc(sizeof(*rng_ctx));
sunxi_assert(rng_ctx);
memeset(rng_ctx, 0x0, sizeof(*rng_ctx));

rng_ctx->key_buffer = key;
rng_ctx->key_length = sizeof(key);
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rng_ctx->trng = trng;
rng_ctx->dst_length = dst_len;

if (trng)
//trng_get_random(rng_ctx);

)

else
prng_get_random(rng_ctx);

free(rng_ctx);

}

static void prng_get_random(crypto_rng_req_ctx_t *rng_ctx)
{

interr, errl;

inti, j;

s32 channel_id;

u8 pre[20] = {0}

u8 sec_key[5] ={

0x5, 0x1, 0x2, 0x3, Ox4
k

pr_debug("BEGIN: get random\n");

rng_ctx->dst_buffer = malloc(rng_ctx->dst_length);
sunxi_assert(rng_ctx->dst_buffer);

/* getcefd*/
int fd = open("/dev/ce", O_RDWR);
sunxi_assert(fd > 0);

err=ioctl(fd, CE_IOC_REQUEST, &channel_id);
sunxi_assert(lerr);
rng_ctx->channel /id = channel_id;

/* generate random numbers once and save the result to rng_ctx->dst_buffer */
memset(rng_ctx->dst_buffer, 0x0, rng_ctx->dst_length);
err =ioctl(fd, CE_IOC_RNG_CRYPTO, (unsigned long)rng_ctx);
if (err) {
pr_err("ioctl('CE_IOC_RNG_CRYPTOQ') failed\n");
goto out;
}
/* save the first generated random number */
for(i=0;i<20;i++)
pre[i] = rng_ctx->dst_buffer[i];

rng_ctx->key_buffer = sec_key;
/* generate random numbers once and save the result to rng_ctx->dst_buffer */
memset(rng_ctx->dst_buffer, 0x0, rng_ctx->dst_length);
err =ioctl(fd, CE_IOC_RNG_CRYPTO, (unsigned long)rng_ctx);
if (err) {
pr_err("ioctl('"CE_IOC_RNG_CRYPTQ') failed\n");
goto out;

}
/*

* compared with the last random number,
* the random number generated by different seeds should be different.

*

* if the data of 5 words is the same as last time,
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*/
i=0;
for(i=0;i<20; i++) {
if(pre[i] == rng_ctx->dst_buffer[i]) {
[
if(j > 5)
err=-1;
}
}

if (err) {
pr_err("Raw data:\n");
sunxi_hexdump(pre, 20);
pr_err("Encoded-Decoded data:\n");
sunxi_hexdump(rng_ctx->dst_buffer, 20);
goto out;

}

err=0;
pr_debug("PRNG test success\n");

out:
errl =ioctl(fd, CE_IOC_FREE, &channel_id);
sunxi_assert(lerrl);

close(fd);

if (rng_ctx->dst_buffer)
free(rng_ctx->dst_buffer);

sunxi_assert(lerr);

}

* indicating that the random effect is not good and the result is fail.

5.5 CRCdemo

[* BidioctFiB LA BRSNS */
/* define the ctx for crc requtest.”/
typedef struct {

u8 *src_buffer;

u32 src_length;

u32 *dst_buffer;

u32dst_length;

u32 dir;

u32 width;

u32 poly;

u32 init;

u32 refin;

u32 refout;

u32 xorout;
} crypto_crc_req_ctx_t;

/* ioctl cmd: REQUEST -> CRC_CRYPTO -> FREE */
#define CE_IOC_MAGIC 'c!

#define CE_IOC_FREE _IOW(CE_IOC_MAGIC, 1, int) /* free */

#define CE_IOC_REQUEST _IOR(CE_IOC_MAGIC, 0, int) /* requtest */
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#define CE_IOC_CRC_CRYPTO  _IOW(CE_IOC_MAGIC, 7, crypto_crc_req_ctx_t) /* crc computation */
#define sunxi_assert(cond) {if (!(cond)) { pr_err("ASSERT '%s' failed\n", #cond); exit(-1); } }

struct crc_mode {
u32 width;
u32 poly;
u32init;
u32 refin;
u32 refout;
u32 xorout;
u32dir;

I

struct crc_item {
char* str;
u32crg;

bg

static void crc_test(void)
{
crypto_crc_req_ctx_t *crc_ctx = NULL;
interr, i,
interrl =0;
s32 channel_id =-1,
static const struct crc_mode crc_test[] ={
/* width, poly, init, refin, refout, xorout */
{0,0x1021,0,1, 1,0}, /* CRC16_CCITT */
{1,0x04c11db7,1,1,1,1} /* CRC32*/
k5

static const struct crc_item crc32_testhitem[] ={
{"a", OXE8BTBE43};
{"ab", 0x9E83486D},
{"abc", 0x352441C2}

I

pr_debug("BEGIN\n");

crc_ctx = malloc(sizeof(*cre_ctx));
sunxi_assert(crc_ctx);
memset(crc_ctx, 0x0, sizeof(*erc=ctx));

crc_ctx->dst_length = sizeof(u32);

crc_ctx->dst_buffer = malloc(crc_ctx->dst_length);
sunxi_assert(crc_ctx->dst_buffer);
memset(crc_ctx->dst_buffer, 0x0, crc_ctx->dst_length);

/* getcefd */
int fd = open("/dev/ce", O_RDWR);
sunxi_assert(fd > 0);

pr_debug("\n\nSTART CRC32 TEST:\n");

crc_ctx->dir = crc_test[1].dir;
crc_ctx->width = crc_test[1].width;
crc_ctx->poly = crc_test[1].poly;
crc_ctx->init = crc_test[1].init;
crc_ctx->refin = crc_test[1].refin;
crc_ctx->refout = crc_test[1].refout;
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crc_ctx->xorout = crc_test[1].xorout;

for (i =0; i < sizeof(crc32_test_item)/sizeof(crc32_test_item[0]); i++) {
crc_ctx->src_length = strlen((void*)crc32_test_item([i].str);
crc_ctx->src_buffer = malloc(crc_ctx->src_length);
sunxi_assert(crc_ctx->src_buffer);
memcpy(crc_ctx->src_buffer, cre32_test_item[i].str, crc_ctx->src_length);

pr_debug("CRC32_TEXT_%d: expected val = 0x%x\n", i, crc32_test_itemli].crc);
sleep(1);

err =ioctl(fd, CE_IOC_CRC_CRYPTO, (unsigned long)crc_ctx);
if (err) {
pr_err("ioctl('"CE_IOC_CRC_CRYPTQ') failed\n");
free(crc_ctx->src_buffer);
goto out;

}
pr_debug("actual val = 0x%x\n\n", *crc_ctx->dst_buffer);

if (*crc_ctx->dst_buffer != crc32_test_item[i].crc) {
pr_debug("crc32(%s) faild: %04x 1= %04x\n", crc32_test_itemli].str, *crc_ctx->dst_buffer, crc32_test_item[i].crc);
free(crc_ctx->src_buffer);
goto out;

}

free(crc_ctx->src_buffer);

}

out:
free(crc_ctx->dst_buffer);
free(crc_ctx);

}

A FE
CE crc % ioctl #H301R V1 RRAs 245,
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&7 CE By O BLEM BN crypto RIEZRZH, RILMRFEFENZSHTIEA CE B0,

QAEZEBARZ crypto B9EOENA],

6.1 hash 0O

HTFEERZ, XEMA—F%T, XEBL hash B35 RF], B%LEE include/crypto/hash.h

o XEEXEN hash BEOEX, MEXREHEXAHEIA:

7
* crypto_ahash_init() - (re)initialize message digest handle

* @req: ahash_request handle that already is initialized with all necessary

* data using the ahash_request_* API functions

* The call (re-)initializes the message digest referenced by the ahash_request
* handle. Any potentially existing state created by previous.opeérations is

* discarded.

*

* Return: 0 if the message digest initialization was successful;< 0 if an

*  erroroccurred

¥/

static inline int crypto_ahash_init(struct ahash_request *req)
{

struct crypto_ahash *tfm = crypto_ahash_reqtfm(req);

if (crypto_ahash_‘get. flags(tfm) & CRYPTO_TFM_NEED_KEY)
return -ENOKEY;

return tfm->init(req);

}

/**
* crypto_ahash_update() - add data to message digest for processing
* @req: ahash_request handle that was previously initialized with the
*  crypto_ahash_init call.
* Updates the message digest state of the &ahash_request handle. The input data
* is pointed to by the scatter/gather list registered in the &ahash_request
*handle
* Return: 0 if the message digest update was successful; <0 if an error
occurred
*/
static inline int crypto_ahash_update(struct ahash_request *req)
{
return crypto_ahash_reqtfm(req)->update(req);

}
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