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ENBNALRERT, EERGLREITINEGSEEIIERHIEFTREIEIE, Mo e
FEFEIUMAENE (packet capture), WAUHIEEIRIREE NN Do

& (packet capture) MR MEL A X SEHWHNMIERHITER. EX. FKiE. KEFESFERE
WARNENERZE, #ITHIEENEF. TABENREFINTLE.

2.2 iE=E

MEM-RTE sniffer IRNT, AILERFIENTOE, TEEEEE EBFTE BiER.

TEMBESERBIEREULF RARL, GRA—IFEIMNES. BIe LR, — kS
WTFTEESEZIRMT, SalURE (FE) FEETeEnNES, RBEAE “hNE (TR
HRXAR)o

2.3 MEfFA

1) BB UEERETFER, FRAMSBIE, #1TI8el.

2) BIMETATH#ENNAR, EFBEEN, HEARZEOMEENR.

3) BIMEBEMMEDINEE, ERARENnAMEHINE, REHEME,
4) BB BIEHITEE, Bk, 98, £X, BAILURAIEKEMNEEEH.

5) @I MBI, BJUEFHNFEINENIN, ERBEDNERR.

2.4 METH
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3.1 FHMRE

BM:

( https://www.liveaction.com/products/omnipeek/ )

3.2 HELRIZIT A

1) UBE R SDFTH Omnipeek 3, New capture,

@

(5 omeipeek B 1 f M s mEa = oS Al e
© Eile Edit View Capture Send Monitor Jools Window Help
OREEieb ST IS@ELWES

: : Summary

Poll pcap
RP_subnet_up.cap ie\Cerffigatien\Cisco\Routing and Switch\CCIE-RSWERSIEIR
737 ) ERMVESREE
EiGR ) subnet_up.cap
EIGRPVZ_adjacency.cap DAEdward's Flle\Certification 8 SWitEhCCE.
ST (5731) R EE T
\EIGRPIEIGRPVZ_adjacency fap
Capture_esp_mesn- Selectior pted piC: plure_esp_mesh- Selection-

Decrypted .pkt I
c:

Network_Join_NokiafMobie. pcap
apture 1 pcap C:\Users\Edward\Deskiop\Capture 1. pcap

Network_Join_Nokia_Wobile pcap

ent Capture T Locatior Summary
gnt templates.

D
» Viewr » List installed plug-ins.

¥ View the Getting Started Guide: » View sample fles.

+ Wiew Driver Instalation Instructions ¥ WidPackets News & Events

¥ Read the User Guide ¥ View Network analysis tips, white papers, and more
» Read the OmniEngine Geiting Started Guide

Technical Support Training & Services
¥ View techmical support resources for WikPackets products + WikPackets Academy

» Contact WikdPackets technical support ¥ Find out about WildPackets consulting
» OmniPesk Supporte Hardware » lypeek

3-1: Omnipeek TR @

2) EBEEFTFFHY capture, XHR, REFEHRES.
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Capture Options - WLAN 3

1 General

Adapter n
e Capture title: || Capture 3| &
Hardware Profiles

Triggers [V Continuous capture

Filters _ s 3
Statistics Output Capture to dis!

Analysis Options File path: Gl S s o
D:\MyData\yanghui65\Capture 3- 4 ﬁﬁﬁﬁﬁ

.
==

K

File size: | 512 ; megabytes
[Jstop saving after 1000 ~  megabytes
[JKeep most recent 10 * | files (5.0 GB)

[INew file every

3) IR B LAY
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Capture Options - WLAN 3

General 5 Adapter
802.11 2 %X =3

Hardware Profiles ;

Triggers » iz Module: Aggregator/Roaming ~
FEilters » iz Module: Compass Analysis

> Iz Module: tcpdump Capture Adapter
v i Local machine: YANGHUI65900
B VMware Network Adapter VMnet1
H® VMware Network Adapter VMnet8
B9 VirtualBox Host-Only Network
H) WLAN
9 LK 3
B TmiEE 9
S 10

dwans | 6 EFINEMF v

Property Description
Device 802.11ac Wireless

Wireless 802,

Statistics Output
Analysis Options

4) ig BHB1E]

MefEeFEs
IEM, 7TREREETHE
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General 802.11
Adapter * PETENONCTy T9
[eoz1i] 8 = mEE
H?rdware Profiles @ Number: | 11 - 2462 MHz (bgn) v‘
Triggers
Filters (O Scan: Edit Scanning Options
Statistics Output '
Analysis Options Encryption

5) REEIRE

FalEE XF Encry

#H, THEEEE,
REFE4H

Edit Key Sets

XTI KA EWi-Fi, EE& B

AT, T TAMERVI-FiLE X

B. FHHZ*%0mnipeek User Guide.
@

& 3-4: Omnipeek SEIREFRE
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Capture Options - WLAN 2 Optior X
General 802.11 Key Sets Key Sets
Adapter
180211 Select channel by
Triggers

Edit Scanning Options
Analysis Options

AW-PDC-PD2-XIAOMI_R4AC-07

- ’
" @ Number: |7 - 2442 MHz (bgn)

Filters = —

Statistics Qutput (O Scan: Ed et b4

Edit...
Duplicate
Encryption
= =
1. . S Delete
Key set: hanshow ] Key type:
WPAMWPA2: Passphrase
Edit Key Sets

| 2imEEEE. AnREE RS
Key Set |

Phrase: ‘l.l...l.

| 2 gEm. N

SSID: [aes ‘ Y
Key: | ]
S.FRIER. BaER, FREE
[ Hide typing
68

3-5: Omnipeek ZiHIREFRE
(1 3588
FRARINZZIRSE, TTERIEANMER WiFi BUEIET2, BRFRTINNE TR, SRR —E4E5FME EAPOL MILRIEF,

FThigiR i E R, TRREEERHSAMNERIEAERT, REFRNSEI-—SBREEE, FTURSRERRINEER

X, EERENTUEIREHNIE DHCP 1318, AZE#ITREN, SRINERL ICMP, HTTP FHYFE, MFAR2
27 Encrypte,

6) FFIAHME

- ©
T L B -
&~ Eater o filter JRBRWERon hare (use 71 for halp) »
Captuee PR = - EYEN SRy ST
Events Packet. Sowce [ Destnaton / BSSID Fags  Channel Sgnal DetaRate  See
Notes.
Filters.

Relative Time ' Protocol

3-6: Omnipeek MR

7) IME
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File Edit View Capture Tools Window Help

1 %

Packets received: 328,604 usage: 0% | mEa L EIHIE —m
IR e 98 Accetakypacets matingan e
%P~ [Enter  filter expression here (use FL far help) >
"“::x;“s A 2l U S5} i
Applications Packet Source Destination . | BSSID Flags . Sig... Da.. Size Absolute Time Relative Time | Protocol A Dyna
Voice & Vide: 716 “DE.‘I5.‘9U.‘4E.‘27.‘74 .,8419418A1C8 11:e7 # 7 leex 6.2 14 15:34:17 .@86300 9:02:01.0765@7 502.11 Ack Pack
Compass 717 192.168.1.1@5 223.5.5.5 E) .’DE:]S:@DI4BIZ7I74 A 7 leex 72.2 97 15:34:19.220458 9:82:03.210665 DNS D. Pack
Capture 718 192.168.1.1@5 223.6.6.8 . .’DE:]S:@DI4BIZ7I74 A 7 leex 72.2 97 15:34:19.220476 ©:082:03.210683 DNS D. Pack
719 192.168.1.185 223.5.5.5 El .HDS:IS:BD‘43‘Z7‘74 A 7 leex 72.2 97 15:34:19.220488 9:82:083.218695 DNS D. Pack
Vents 728 “DE‘IS‘QD‘4B:Z7:74 .?M‘94‘5A‘C8‘11‘07 # 7 1leex 24.@ 32 15:34:19.22053@ 9:82:083.218737 802.11 BA Pack
Notes 721 192.168.1.185 223.5.5.5 El .HDS:IS:BD‘43‘Z7‘74 +A 7 leex 72.2 97 15:34:19.222997 ©:82:83.213284 DNS D. Pack
£ 722 192.168.1.185 223.6.6.6 18D:48:27:74 +4 7 1@ex 72.2 97 15:34:19.2230831 @:82:83.213238 DNS D. Pack
723 192.168.1.185 223.5.5.5 9 .HDS:ZIS:BD‘4B‘Z7‘74 +4 7 1@ex 72.2 97 15:34:19.223043 @:82:83.213258 DNS D. Pack
Clients/Servi 724 “DB‘IS‘BD‘4S:Z7:74 .?M‘QILSR‘[B 11:87 # 7 10ex% 24.8 32 15:34:19.223062 9:82:83.213269 862.11 BA Pack
Flows 725 d 192.168.1.185 g 223.6.6.6 . “D3:15:9D143127174 A 7 1@8% 65.8 97 15:34:19.223289 @:82:83.213416 DNS D. Pack
Applications 726 “D811510D14B:27:74 .9541941&\1[8111107 7 1@ex 24.8 32 15:34:19.223222 @:82:83.213429 862.11 BA Pack
Web 727 “08:15.'90.'45:27:74 .95419413A1[8111107 # 7 1@8% 24.8 14 15:34:19.283862 9:82:83.274869 802.11 Ack Pack
Servers 728 d 192.168.1.185 g 223.6.6.6 7 leex 72.2 289 15:34:19.283943 @:82:03.274158 ICMP Dest Unreach I. Pack
Clients 1 729 5419413A1C511]107 # 7 108% 24.8 14 15:34:19.283969 @:82:03.274176 502.11 Ack Pack
Pages 738 d 192.168.1.185 g 163.177.151.110 A 7 leex 72.2 122 15:34:19.234184 @:82:083.274311 ICMP Echo I. Pack
Requests 731 :15:80:48:27:74 # 7 leex 24.8 32 15:34:19.234162 @:82:83.274369 502.11 BA Pack:
Voice & Videc 732 :15:80:48:27:74 # 7 108% 24.8 20 15:34:19.293674 @:82:03.288281 362.11 RTS Pack
Calls 733 :15:80:48:27:74 7 108% 24.8 20 15:34:19.293430 @:82:083.288637 362.11 RTS Pack
Media 734 “M‘QQ‘SA‘CB:II:GT .BDB‘IS‘GD‘&-S‘Z"‘?I‘ “DB:]E:GD‘AB‘Z?‘T&- 7 108% 6.8 28 15:34:19.415611 ©:82:083.4085818 502.11 Null Data Pack
Visuals 735 .309:15:90:49:27:74 .BM‘Q&‘EA‘CS‘I]‘O" # 7 100% 6.8 14 15:34:19.415635 ©:82:03.405842 502.11 Ack . Pack
Peer Map 736 & 192.168.1.185 3 163.177.151.110 . “DB:]S:GD‘AB‘Z?‘T&- +A 7 100% 65.8 122 15:34:20.290228 @:82:04.280435 ICMP Echo I. E.. Pack
Graphs 737 HPD8:15:00:48:27:74 HP54:94:84:03:11:07 # 7 leex 24.@ 32 15:34:20.290275 ©:02:84.280482 802.11 BA F.. Pack
isti 94:8A:C8:11:07 “D311519D148127174 “DS:]5:6D143127174 7 leex 6.e 28 15:34:20.404175 9:082:04.394382 802.11 Null Data F. Pack
:15:00:48:27:74 “5419418A1C811]107 # 7 leex 6.2 14 15:34:20.404216 2:082:04.394423 502,11 Ack F Pack
.168.1.1@5 9163.]77.]5].1]9 . “DS:]5:6D143127174 A 7 leex 72.2 122 15:34:21.291329 9:082:05.281536 ICMP Echo I. E. Pack
115:80:48:27:74 .,8419418A1C811]107 # 7 leex 24.e 32 15:34:21.291379 ©:82:05.281586 802.11 BA F. Pack
15:80:48:27:74 .,8419418A1C811]107 # 7 leex 24.e 20 15:34:21.35290@ ©:082:05.3431@7 802.11 RTS F. Pack
15:80:48:27:74 .,8419418A1C811]107 # 7 leex 24.e 20 15:34:21.353487 2:82:05.343694 802.11 RTS F. FECkv
e = === == A AT EER n  r.os e aranns  mianiac assman ana ea e =

3-7: Omnipeek #MEBR®E

8) e IEEs
R ERA S ERBIZENE

File Edit

v |Enter & filter expr@Ssilgn here (use F1 for holp)

Capture

® Packets
Events
Notes

L USR] L 2 e B 2

3-8: Omnipeek EAITE2S

Bl BT s Es A] LuBEd bk, thiXFlim O =M A NECE LR F M.
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Filter: |TCP | Color: |HII- T :

Comment: |TCP packets |

[ ] Address filter —
Address 1 Type: Address 7 tﬂﬁ %
0.0.0.0 ~ | lE i - 0.0.0.0 E:_I:t ~
10.0.0.0 | - 0.0.0.0 |

Both directions
Any address

< It

[+] Application/Protocol filter

Choose... Internet Transmission Control Protocal
LT g
ClPort fiter S W Y S
Port 1 Tynz Port 2
TCP-UDP
v|B - © .|

| damy
Both directions

lter FRE ﬁa“ﬁ)\\ UI‘?%ET‘%T’EO ,ﬁfﬁlnsert lﬁ, #H )\Lif‘%&ﬁﬂ

EERNESES, FHEEERSUETPIREIFENTIRIBATRRE, GEERE Make Filter, ZBZ)
AL RSB E. FESER L.
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5Iter:|test | Color: |-|"| Type:

Comment: | |

k4

EB—{ 4 DO:EF: 42 5E:CC: 34
Any address

Lor

http
t.ﬂlm-' part

-
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(2) miRETIE

APOL-key

nipeekmac #iIbEE

XAABR: WE
Edit Filter >
Filter: | fy_test 1 HESEE | color: MM~ Type: smpe |
[/] Address fiter 4. mactfi b
Address 1 Type: Address 2
8495:94BLDFCE || b Ethemnet Address v | () 00:00:00:00:00:00 ~| M
|84:95:94:8 LiDF:CE | . m? _ |00:00:00:00:00:00 |
SALAEERE ~— (©anyaddess
[ ApplicationfProtocol filtter
<nok set =
[rort fiter
Port 1 |T3":'E” | Port 2
m TCP-UDP e . E
- '
%) Any port @
6. 581 {717
wCapture | | OK || Cancel || Hep
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XA T2

- o
rars rivmnes @ -
Protocol Filter
Edit Filter
| Generic ProtoSpec v
Filter: |test_wifi_shake_hand | color: |[HRI-| T E =
Comment: [ 1
Name a Hierarchy Description A
DVMRP DVMRP DVMRP provide. ..
EAP Failure EAP Failure If the authentic...
EAP Request EAP Reguest The EAP Reque...
EAP Response EAP Response The peer must ...
EAP Success EAP Success The Success pa...
EAPFAST Requ... EAP-FAST Requ... EAPFASTisap...
EAP-FASTResp... EAP-FASTResp... EAPFASTisap...
EAPOL EAPPac... 802.1x EAP-Pa... The Code fieldi...
. 802.1xEAPOL-... The Packet Typ...
[ EAPOL Ke 802.1x EAPOL-... EAPOL-Key fra...
3 EAPOL Logo’ 802.1x EAPOL-... When a Supplic...
EAPOL-Start 802.1x EAPOL-... A Supplicant PA...
EGP EGP Toavoid large ... WV
2 Description []slice to header
and b o b et Delete  [AShow details EEAIL+ A) o ][ e —
: (== I =
[ Newcaptre || ok || cancel || Heb | @ O ¢ Z

‘_JJH @1 l'gmm,rlflw
& 3-12: Omnipeek miZE YT E1% ea

(3) ENFERTIE

File Edit View _apture Is Windo

s 41;51 \nnm

start Pao

Packets received: 19,554, 100%
Packets filtered. 4 JO8 Filte ate: 4= Accept all packets

7~ Jaddr (wire t - A :tm m!l = t:

Capture § 4 - e

® Packets .
Events Destination BSSID
Notes 1... HPoe:E7:10:A2:01:03 EPEthernet Broad... HEP90:E7:10:A2:0]
Filtera 1... E8724:1A4:AN:QF:F3:F1 O Fthernet Rronad. . . B24:1A:AN:AF:F*

& 3-13: Omnipeek IEMIFRIXTT &
= RBIENZRIAT:

a. TREHED mac R @R

addr(wireless:'A0:68:1C:04:11:96'")
addr(wireless:'***.19.4F:B6')

b. ERZEFMN,

IRIRFRE © HiBEERRRHBMRABE. RE—IRF
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XHEER: W

(filter('xxx") )
c. M-k mac #iik,

eth.addr == 00:€0:4¢:68:01:f0

wlan.addr==04:95:E6:E6:3A:71
d. @I ip thutimik e B m e,
((ip.src==192.168.3.10 && ip.dst == 101.37.194.26 )
e. B ip #utTHEN A,
[ (ip.src==192.168.3.10 && ip.dst == 101.37.194.26) || (ip.dst == 192.168.3.10 && ip.src == 101.37.194.26) ]

WRIRFE © HRiB2ERRRNERAE. RE—TINF
XHiE# R 15%: aw-document@allwinnertech.com 14


mailto:aw-document@allwinnertech.com

( Auwiwer

B bt S

Wireshark {8 TA{ER

4.1 THMRE

BEM:

( https://www.wireshark.org

4.2 MEHETA

EZES)EH wireshark 281, BAETHRZIEBXFAEBER,

@

. o X
@ & a[s
B3+
SRR TS
PRI A7
ORISR X Scht
I AT
fERf
T i AEEG
TR
PR s
B 100% L4
KR
gk
RS- -] |[emsEsO -
FIBER 8
LKA
3
User’s Guide - Wiki - Questions and Answers - MNailing Lists
IETDIEAT Wireshark3. 4.4 (v3. 4. 4-0-gc3366306cbb2) HHEEENMH o
7 DAREMESNR || 54 || mem: Degaude
4-1: Wireshark T AR mE
AR © BRELERRMNBERAT. RE—IRF
XSRS iR aw-document@allwinnertech.com 15
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‘ http-google101.pcapng [Wireshark 1.10.7 (v1.10.7-0-g6b931al from master-1.10)] o *ﬂ;ﬂ*_‘ E@g
File Edit View Go Captl.lre Analyze Statistics Telephony Took Internals Help 4”$$“ Iﬁff"
oo 4Ams BB EXR A+ T8 [FF Qaaan B8 x B ®
Filter: |Z| Expression.. Clear Apply Save om;‘r b 8 X b

No. Time Source Destination Protocol Length Time to live Info e

1 0.000000000 Giga-Byt_Ob:00:41Broadcast ARP 60 who has 192.168.0.
2 0.490913000 192.168.0.104 61.182.140.146 TCP 66 64 51833 > http [sxn]

3 0. 511868000 61.182.140.146 192.168.0.104 TCP 60 55 http > 51833 |

4 0.511881000 192.168.0.104 61.182.140.146 TCP 60 64 51833 > http [A¥K]

5 0.537138000 192.168.0.104 61.182.140.146 HTTP 268 64 GET /pc/qgclient/s -

«| i | Packet List i
@ Frame 93: 179 bytes on wire (1432 bits), 179 bytes captured (1432 bits) on interface 0 A

= Ethernet II, Src: Giga-Byt_c8:4c:89 (1c:6f:65:c8:4c:89), Dst: Tp-LinkT_f9:3c:c0 (6c:eB8:73:f9:3c:cpm
# Destination: Tp-LinkT_f9:3c:c0 (6c:e8:73:f9:3c:c0)
@ Source: Giga-Byt_c8:4c:89 (1c:6f:65:c8:4c:89) Packet Details|iift @
Type: IP (0x0800)
= Internet Protocol version 4, Src: 192.168.0.104 (192.168.0.104), Dst: 65.55.69.140 (65.55.69.140) -
version: 4 1
Header length: 20 bytes
@ Differentiated Services Field: Ox00 (DSCP Ox00: Default; ECN: Ox00: Not-ECT (Not ECN-Capable Tra
Total Length: 165
Identification: 0x5bbd (23485) -
# Flags: 0x02 (pon't Fragment)
Fragment offset: 0
Time to live: 64
Protocol: TCP (6)
w Hearder rharck<im+: N¥QAr? Tvalidarinn disahledl
4 L[}
| = <
el e iy
0020 45 8c ca 7c 00 50 04 2a 74 3e 06 5d 8¢ 15 50 18 E..|.P.* t>. Ji.P. Packet Bytes 0

0030 40 b0 9f c9 00 00 47 45 54 20 2f 72 2f 72 6c 69 @..... GE T /r/ri1i
0040 64 57 61 74 73 6f 6e 52 43 31 34 20 48 54 54 50 dwatsonr €14 HTTP o

0050 2f 311 2e 31 0d NDa 43 Af  Ae e A5 A 74 A9 Af fe /1.1, on_
) ﬁl Ethernet (eth), 14 bytes Packe... [ Profile: Dehukﬁ ARERE @

4-2: Wireshark = E LA E

-

m »

s

£ Wireshark TEORE+, MUESHFETVE Wireshark 89O irH. TEONINBELHHE
X,

1) oz —BTFERXERIR. HBIRAIKERFR. Wireshark frdS,

2) FE=—Wireshark BUTT S8,

3) TEE=—ERAEIRERNZE, thilAFRina. FLEme. Ko,

4) BRgIEK IIEFRN, BIENiR MAC #iibT IR, RIMGTIES, BOEEHIENE SR
Eo

5) Packet List EtR— ZRE MEIREMAEE.

Packet Details EItfR— 73 1T E ELRVIFRIE R
Packet Bytes Eitk— A +75# &IF0 ASCI 18X E R EIR RV T,
REE—ZTREE. AR, 8% F Profile,

1) EFRKBE EHR— %D, BUERREN, 4% WLAN, Fig (R UEER G EEY

WLAN FF18)

WAFRE © BRiBeERHERNERAE. RE—TMF
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( Auwiner
XHLER: W

MEHF) REE(E) WMENV) BERE(G) WBENC) S¥RA) ShS) EiEY) TEwW) TR(M ®aH)
Am 2 =]

®ITRERes=FsEEaqar
M[EATREEE -~ Crrl-/>

=+

D ERIENRWIFi LR, ERIREWLANFHAME

bE
o S (5 T // o) Bamaz -
/
A
+
)
A
‘Adapter for loopback traffic capture A

[§ 4-3: wireshark #ZOET 1

WE) REE HEN BHHe) MRO SER) ST BEY) REw) TRID S8
AEI® I NRERe=sFsEEaaar

Mo EE - cul =
KGR Wireshark
EiEiS
- ETEARO
Q)
\\»4
MNRECHEBIIEARS, BFVIEABRS
M i
4-4: wireshark ##
=)+

o0 Tine B
12021-12-28 101 66566 » BEP1 Len=39

2 2021-12-28 E 3 1f2. 169 BeA1 » 60566 Len=47

HiEasIE

5 2021-12-28 141: 157 Application Data
6 2021-12-28 183.61.8.89 1@e application Data
7 2021-12-28 192.168.165.95 1414 443 + 12686 [ACK] Seq=1 Ack=184 Win=187 Len=136@ [TCP segment of a reassembled PDU]

8 2021-12-28 183.61.8.89 5412606 » 243 [ACK] Seq=150 Ack=1361 Win-2082 Len=8

9 2021-12-28 192.168.165.95 1414 443 + 12606 [ACK] Seq-1361 Ack-104 Win-187 Len-1368 [TCP segment of a reassembled POU]
10 2021-12-28 183.61.8.89 54 12606 » 443 [ACK] Seq=150 Ack=2721 Win=2082 Len=0

11 2021-12-28 192.168.165.9 1414 443 > 12686 [ACK] Seq=2721 Ack=184 Win=187 Len=136@ [TcP segment of a reassembled PDU]

Frame 6: 100 bytes on wire (800 bits), 108 d (800 bits) on interface \Device\NPF_{26067917-9774-4BFB-BBOA-67DEB3OCTEDF}, id @ N . _
Ethernet II, Src: AzureWav_Sbrel:df (80:91:33:5b:el:df), Dst: 3e:88:59:60:84:56 (3e:88:59:60:84:56) L)\ KR ﬁﬁﬂﬁgffj}ﬁlﬁm
Internet Protocol Version 4, Src: 102.168.165.95, Dst: 183.61.8.80K34%/E

Transmission Control Protocol, Src Port: 12606, Dst Port: 443, Seq: 104, Ack: 1, Len: a6{GifiE2

Transport Layer security (LifjZee2
BAF——XIAL

5 " _
bl v o e
Geo@ 3e 88 59 60 84 56 80 91 33 Sb el df 68 PO 45 B >V V-- 3[-

—
0010 0@ 56 e@ ed 40 00 40 06 34 16 <0 a8 a5 5F b7 3d V- @@ 4 = "' 2 N
o HEEEYIE

0220 @8 59 31 3e 01 bb db 57 f2 64 85 54 @8 8a 50 18 Y1>- - P — R ASIICEEET
0030 @8 1f 1b 8c 00 00 17 03 ©3 00 29 00 Q0 00 00 @0 - - .- - - Yereos
ca0 06 OB 57 &1 R Fh d7 A1 e R 70 Ra A I8 ARG < Weeo. o (ne Ko

4-5; wireshark & 1

RETEDNBEEER, BUEESEDNERNATMA—F.
fplan:

e TLS: TLS ¥ (Transport Layer Security) @— MEFREAHEREREZENTZEEN— 22
MY, BT HREFREFRBEHEENSTS, AKAAKB HTTPS Y S #2 TLS.

WAFRE © BRiBeERHERNERAE. RE—TMF
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B bt S

e HTTP: HTTP #hi¥ (Hypertext Transfer Protocol) @—# FF MR HiB X 2s B st 31 B3 23 A9
(3 NS

Tox Tine Souree Destination Protocol Length  Info "
217 2021-12-28 19:41:55.0.. 240e:414:bf07: f2e.. 240e:414:b707: f2.. DHS 563 Standard query response 8x2561 AAAA x1.c.lencr.org CNAME crl.root-x1.letsencrypt.org.edgekey.net CHA
218 2021-12-28 19:41; 192.168.165.118  192.168.165.95  DNS 563 Standard query response 8x1ff5 A x1.c.lencr.org CNAME crl.root-x1.letsencrypt.org. edgekey.net CHAME
2192021-12-28 19:41:55.0.. 192.168.165.118  192.168.165.95  DHS 543 Standard query response 8x2561 AAAA x1.c.lencr.org CNAME crl.root-x1.letsencrypt.org.edgekey.net CHA
220 2021-12-28 19:41:55.0.. 248e:414:bf07: f2e.. 2600:148D:2:a%6:.. TCP 8613892 > 8@ [SYN] Seq=6 Win=64660 Len-@ MSS=1220 WS=256 SACK_PERM-1
221 2021-12-28 19:41:55.0.. 240e:414:bfe7:f2e.. 240e:414:bf07:f2.. DNS 523 Standard query response @x1ffS A x1.c.lencr.org CNAME crl.root-x1.letsencrypt.org.edgekey.net CHAME
222 2021-12-28 -1 2600:140b:2:a%6: .. 240e:414:bf67: 2. TCP 8680 > 13892 [SYN, ACK] Seq=0 Ack=1 Win=6480@ Len=0 MSS=1312 SACK_PERM=1 WS=128
223 2021-12-28 .1 240e:414:bf07:f2e.. 2600:140b:2:a96:.. TCP 7413092 > 80 [ACK] Seq=1 Ack=1 Win=65792 Len=@

4+ [22a2021-12-28 1. 240e:414:bf07:12e. 2600:146D: 2:96: 301 GET / HTTP/1.1 |
225 2021-12-28 .2, 2600:140b:2:296: ;.. 240e:414:b07;:F2.. 7480 > 13092 [ACK] Seq=1 Ack=228 Win-64640 Len-0

o 226 2021-12-28 .2 2600:140b:2 .. 240e:414:bf07: 2, 337 HTTP/1.1 304 Not Modified
227 2021-12-28 .2 192.168.165.95 192.168.165. 1, DHS 83 Standard query @x8eif A ctldl.windowsupdate.com
228 2021-12-28 .2.. 192.168.165.95 192.168.1654118 DNS 83 standard query ex593f AAAA ctldl.windowsupdate.com
229 2021-12-28 .3 240e:414:bf07:f2e.. : 2. DNS 103 Standard query @xgeif A ctldl.windowsupdate.com
230 2021-12-28 -3.. 240e:414:bf07: f2e.. 0b:2:a96;.. TCP 7413092 > 80 [ACK] Seq=228 Ack=264 Win=65536 Len=0
231 2021-12-28 .3 24@e:414:bfo7:2e.. 1814:bf67:f2.. DNS 103 standard query 0x593f AAAA ctldl.windowsupdate.com
232 2021-12-28 .3 192.168.165.118 92.168.165.95  DNS 271 Standard query response 8x593f AAAA ctldl.windowsupdate.com CHAME wu-shim.trafficmanager.net CNAME dv

7 >

> Frame 224: 301 bytes on wire (248 bits),
> Ethernet II, Src: AzureWav_Sb:el:df (8,
> Internet Protocol Version 6, Src: 2
> Transmission Control Protocol, Src
>

bytes captured (2408 bits) on interface \Device\NPF_{26067917-9774-4BFB-BBIA-67DEB3ECTEDF}, id ©
33:5brel:df), Dst: 3e:88:50:60:84:56 (3e:88:59:60:84:56)

bf07:f2e8:9863:3ac0:3216:7366, Dst: 2600:148b:2:a96: :21cc

rt: 13892, Dst Port: 8, Seq: 1, Ack: 1, Len: 227

[& 4-6: wireshark fM&H 2

3) HEENFAER.

Filter:  http Expression... »
|No. Time Source Protocol Length Info =
| 6 0.71955800192.168.1.1 SSDP A5 M-s:-:a.g

6.3.72025000192.168. 22 hnaes0 SSDP 175 M-SE)

5. 05 .47.217.148 HTTP 250 GET ,

36 6.0855370019 199.47.217.148 HTTP 250 GET ,

49 6.720374 a2 Pzt B e ) SSDP 175 M-SE)

565 10, 66145 92. 61.155.169.116 HTTP 1156 GET ,

11. 345702 3 ; 192.168.1.102 HTTP 958 HTTF,

aks 523 114.80.142.90 HTTP 1029 GET ,

| . .168.1.102 114.80.142.90 HTTP 1044 GET ,
0192.168.1.102 114.80.142.90 HTTP 1043 GET ,

el e N B T ]

> N v Ll .
4

rame 29: 250/bytes on wire (2000 bits), 250 bytes captured (2000 bits) or

src: Prodrive_26:12:bf (00:0f:11:26:12:bf), Dst: Tp-LinkT_74:

ocol version 4, src: 102,168.1.102 (192.168.1.102), Dst: 199,

- mmm me A me AR A ——

| »

& 4-7: wireshark EREIEEERE 1

IP BRI S
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< >

Frame 180: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface \Device\Npi
Ethernet II, Src: AzureWav_Sb:el:df (88:91:33:5b:el:df), Dst: 3e:88:50:60:84:56 (3e:88:59:60:
Internet Protocol Version 4, Src: 192.168.165.95, Dst: 183.61.8.89
0100 .... =[version: 4]
.... 0101 -[Header Lengthi] 20 bytes (5)
v pifferentiated Services Field: |exee (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (e)
.... ..00 = Explicit Congestion Notification: Not ECH-Capable Transport (@) 4 3 2
Total Lengthi 40
Identification: @xele3 (57603) |Bimsenm] [ % R % BN
v [FIagst]exde, (30 e n‘
0. = Reserved bit: Not set s fss = —r=
Bt g ) AL | [ewnm] | _ HERRE
@. .... = More fragments: Hot set ] i 3 1
..0 00RO VOO BEVE = Fragment Offset: ©

AT S
[Erotecel: Tepl¢e) AR o 7B (K B ) %

Header Checksum: @x342e [validation disabled] -
[Header checksum status: Unverified]
source Address: 192.168.165.95
Destination Address: 183.61.8.89
Transmission Control Protocol, Src Port: 12686, Dst Port: 443, Seq: 38@, Ack: 51155, Len: @ i | L& F %3

<

mls

o w4

PR

& 4-8: wireshark EREIEEEERE 2

TCP #IEHRIER :

Internet Protocol Version 4, Src: 192.168.165.95, Dst: 116.253.62.43 A
«~ Transmission Control Protocol, Src Port: 13093, Dst Port: 8@, Seq: 1, Ack: 1, Len: @
13093
[pestination port:]se
[stream index: 16]
[conversation completeness: Complete, WITH_DATA (63)]
[TCP Segment Len: 8]

[sequence number: 1] (relative sequence number)

sequence Number (raw): 2295432881 < 1601 — e et >
[Next Sequence Number: 1 (relative sequence number)]
Bcknouledgnont tunher:] 1 (relative ack mumber) BT oo o] |
Acknowledgment number (raw): 1410872377
G101 ... -[Header Lengtht 20 bytes (5)
v Flags: oxon (Ack) I |
a00. - [Reserved: ot set]
nNonce: Not set | lm] I
(DHEESllDﬂ window Reduced (CWR)|: Mot set
ECN-Echo: Not set H R i
Urgent: Not set
1 = Acknowledgment: Set
Not set =l ‘
A
R i Not set
syn: Not set il

Fin: not set
cpeen]

I-%fl’ e RBEH (urgent pointer)
Window: 260
[Calculated window size: 66568]
[Window size scaling factor:/256)

[Checksum:] exff62 [unverified]
[Checksum Status: Unverifigd]
Urgent Pointer: @

[Timestamps]

& 4-9: wireshark EREUEEEE 3

4) HRTIERIRIAT
HIRLIESRTAINIERTE wireshark FFnR IR 28], RERTEFMNIUEER, FERAN
ABFRMIEIEE.

BRYRSERATNEERETLERREABFHAENNRE, BEZLZMUBAIYE, mMERIF
ENHRELANEETEIKI AR, BIREERRIRENRIESZMAITERN, RA—MRE
TR#ERTIESRTEAMAERTIREITER,

LI EEIPAR P SURC R
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XA T2

NP WD WEM BEEG) #EER0 SiTA) ShE B5EY) X

moe XE ] @ &ERO. Ctri«k & &

M[EAETHEE ~ Ctrl-/ Fréi(S) cri+E [

Ee Tl B =D Ctrl=E T
o EETHSR) Ctrl+R =

Ethernet II, Src: Azurf;q D). abiel;

Internet Protocol Versi RIS R rc a5, Ds

v Transmission Control Prucocus; s reroe 1owws, Dst
Source Port: 13893
Destination Port: e

4-10: wireshark {53k 2818 8

1B7EIRAR

Protocol Direction Host(s) Value Logical Operations Other Expression
tcpdst10.1.1.1 80 and tcp dst 10.1.1.2.3289

(1) Protocol(ti¥)

AIBERYME: ether. fddi. ip. arp. rarp. decnet. tcp and udp FF., WMNREEHFIIEHEETAM
W, MBRIAEERRE Y

(2) Direction(A )

ATRERYME: src. dst. srcand dst. srcordst FZ%, R SHESFHTERAFIRES BRI, MERIAER
“srcordst” fERXEF

tban:  “host102.2.2” 5 “srcordsthost10.2.2.2” 2—#FH
(3) Host(s)

AJEERYME: net. port. host. portrange &, WREHEIRTEIE, WEIAER “host” XBF

tban:  “src10.1.1.17 5 “srchost10.1.1.1” 2—#1H
(4) Logical Operations(iZ48izH)

BIRERYME: not. and. or

A ( “not” ) BERENMESR. H( “or” )5 ( “and” ) AFHERANMSEL, EENMEES

IR © HiBEERIRRNBRABE. RE—IRF
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"not tcp port 3128 and tcp port 23"5"(not tcp port 3128) and tcp port 23"#8[El.
"not tcp port 3128 and tcp port 23"5"not (tcp port 3128 and tcp port 23)" R [E.

IR RS F

a. ¥FBEM TCPiwOR 3128 W E

( tcp dst port 3128 )

b. HEFESEE IP #utt Ay 10.1.1.1 Byt E

((ipsrchost10.1.1.1 )

c. #HIRERECSKIR IP #iit)y 10.1.2.3 BUEE

((host10.1.2.3 )

d. #IRHKIR) UDP 8¢ TCP, HHumOS7E 2000 = 2500 SEEARH &

(' src portrange 2000-2500 )

e. FHIRFRT icmp LUISHIPR B HE

((noticmp )

f. FIRAR P Hht)y 10.7.2.12, {BEAYHAZE 10.200.0.0/16 B €L

(src host 10.7.2.12 and not dst net 10.200.0.0/16 )

g. IR IP 7 10.4.1.12 SURMLK 7Y 10.6.0.0/16, BRI TCP iw[S7E 200 = 10000 Z i8], #EBEH
B F M4 10.0.0.0/8 AFRBEE

[ (src host 10.4.1.12 or scr net 10.6.0.0/16) and tcp dst portrange 200-10000 and dst net 10.0.0.0/8 ]

h. IR EHE

[ broadcast ]

4) BadiBERRIAT

BRTIESRFENERTE wireshark HIRBUIEE 25, NEMRIFIEMIEERERHTESHFER
HEE, REAHERGNMIES. EnIdBRATEIRELETAN "B WAERA
EIEESE

WAFRE © BRiBeERHERNERAE. RE—TMF
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XHEER: W

SCTHT)  SRIRID)  BARS\Y)  BEFe)  TEENIL) UMY ST D) BIET) JLERWY) =S seBuny
ma @ XC_JQF-Détv:;QQQE
WEHEmEEE - i/
Ting Source Destination Protoce
A97 2821-12-28 20:39:55.2.. 188.101.49.54 192.168.165.95 TCP
4938 2021-12-28 2@:39:55.2.. 180.101.49.54 192.168.165.95 TLSv1.
499 2921-12-28 20:39:55.3.. 192,.168.165.95 180.101.49.54 TCP
508 2021-12-28 28:39:55.6... 192.168.165.95 239.,255,255,2580 SSDP
& 4-11: wireshark 2733828

1BEIRAR:

—HKEANRANHIIED. DIEXR. TIEE=TAM,

tban ip.addr =192.168.31.1, XHEFRAH:

e ip.addr BLEILIEI, wireshark BIEIEIE “Dhil” + 7 + “iNFE R, KoK

5, ReefER/NS,
o =HBIIBKR, BIXTF. NF. FFF/MFAXR, R2XE CLikeZIA,
192.168.31.1 M2 LIE(E, BEMARIETIEHME,

BEREANTRZHLFE ip iR E R ip =7 192.168.31.1 AV#iEE,

AURRIALN,(EIEHZRERTBRATNASMANTER, BETEEEENEE,

Protocol . Stringl | String2 Comparison operator value Logical Operations Other Expression
ftp.passive.ip == 10.1.1.1 xor icmp.type

(1) Protocol(ti¥)

fiIF OSI =AY 2 = 7[RRI, dA: IP. TCP. DNS %

(2) Stringl, String2(mJ3%&In)

MNEYFE,

(3) Comparison Operator(tt3iEERT)

WAFRE © BRiBeERHERNERAE. RE—TMF
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@LWIMIER
g KHER: W

&A1 LRI RN

"X 5% CIBEEZX BX
eq == ET
ne I= AET
gt > ATF

[t < INF
ge >= RFEF
le <= INFETF
bitwise_and & I 5E

(4) Logical Operations(iB4Bz &)

& 4-2: LRI B

BNEIE CIBEEE aX
and && Big5
or I i
xor " ZEEFEY
not ! pei=ElS
[...] 7 IR 11 RF

ZEFRWE—MHERENSH. SERBEIEENMIFAZEN, IESGENIERN—TF
frmeny, XSRS SWERERR L.

flan:

( tcp.dstport 80 xor tcp.dstport:1025 )

SBEHENTCP KON 80 SEKIRTin 1025(EX R EEAIHREXMR) iY, XIFMHIEES =
WE o

Eod s hlF:

a. 78 SNMP 8¢ DNS 5 ICMP €

[snmp||dns||icmp ]

b. EKIRHER P #it 10.1.1.1 A6

((ip.addr==10.1.1.1 )

WRINFRE © HiB2ERHRRNBRAR. RE—IRF
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XHEER: W

c. BERXREAN10.1.2.3%ENFN 10.4.5.6 NE

((ip.src!=10.1.2.3 orip.dst !=10.4.5.6

d. BRFFEHER TCP ixmOSH 25 MG

[ tcp.port==25

e. ERERTCP OS5 25 WHE

( tcp.dstport ==25

f. BREE TCPATSHEHEE

( tep.flags

g. B/EE TCP SYN fRERIHE

( tep.flags.syn==1

h. Hibg arp 2

(‘tarp

. XAEERE (telnet T tftp)

( tep.port==23 || tcp.port =21
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5.1 FTHINRE

B

( https://www.tcpdump.org/ )

5.2 MERENE

tcpdump EEBI MMM O, MEX TCP/IP MEEEIES, 83 tepy ip A ICMP 3UEE
%, BEEHMEY wpa_supplicant #@:id netdevice 5 UMAC IR E &, 8 tcpdump MEHELSZE
oJi@id omnipeek. wireshark ER 4 REBM O TEIEE S

1) icE

Tina $14T make menuconfig

Network--->
<*>tepdump...bonee. Network monitoring and data acquisition tool

£33 buildroot X4, $47./build.sh buildroot_menuconfig

-> Networking applications
> tcpdump (BR2_PACKAGE_TCPDUMP [=y])

2) f£A

1.TinaR&KELW

2.tcpdump -i wlan0 -s 0 -w tmp/a.pcap & //fa&iEfTtcpdumpilie
3HITMEEIRIE, WMping. dhep. MFEM...

4.adb pull /tmp/a.pcap . //HiBRtcpdump&pBIpcap X B At FAwiresharkZE T EITH 7347,

3)tcpdump LB E

( tcpdump <option> <proto> <dir> <type> )

e option: FEN4A.

e proto: RIFHINHITIIS, BJIRFIIXEEIFAE: tcp. udp. icmp. ip. ip6. arp. rarp.
ether. wlan. fddi. tr. decnet %5,

WAFRE © BRiBeERHERNERAE. RE—TMF

XA4IaRA R f5: aw-document@allwinnertech.com 25


mailto:aw-document@allwinnertech.com

@LWIMIER

XHEER: W

o dir IRIBEIERMAAITIIR, FIRAIAXEFA: src. dst, FER{REILUERZLE

&, bt “srcordst” .

o type: AIIRBIAIXEEFA: host. net. port. portrange &, XEiFFH

tcpdump B3 #5360 wireshark BUZARIZER, URSFREANARERTEN.

4)option Bk

X
H
i
&P
())wzg

Brr#iTA

-a BRI T B R TR A ZIRAINEF

-d BEBKRNIEENRBUABZIBRNERESE

-dd B EERNEIEEMNABUCERNE i

-ddd FEHREIRE AR U #HIE X EEH

-e I EIEERENLTER

-f Finternetitihit LIgk =R b5

-t AR BT ATE SR

-n AL HUFRIRR Z IR ENE, RUMFRTIE EV AL GOIPHINL), 8E8ESRDNSEH
-nn IBERS N HENEINEIBEP IR ZFRIERIP. WOMNBRFFERRROSEER
-t TR BY (BB

-t S T AR B

-ttt 5 &R TITENAYAT ja)ial R (WA= FD fy A1)

-ttt TERITITENRIBY R EL 2 5 7R 00 B EARYITED, HtHAEt el B

vEBBEENER, FIMPETRMTTLMRSEEES

-w EHIEFERBIRERS

-C ERRIBEN VBB /EERH

-F MIEEBISCAY AR BT BRI, BB S 1T E R E R

-1 3B ST RIS O

-r MIBRE YA AR B B0 B (120 — AR - Wi I = 4

s RITM— M EHEENF T, 0FRREAEY, MEGEENLEEE, AR ER68FT
-w B EIRN SR E BRSNS, AR TR T

T BERNEBEC EEMBE NEERAIR, WELFIEEIScnfp. rpc. rtp. snmp. vatflwb
-x U163 FIMF T EIE N S 9L ZPEUR (B R S 15 5UERE R B 19K 26)

X LL16#HIFIASCIESBI L AT EN &1 SRVEUE (BEF 215 EE BRI LE6)

5) B AL BRI

a. EF P #tnbdiE

( tcpdump host 192.168.31:100

b. B FMEHITIIE

( tcpdump net 192.168.31.0/24

c. BT im O TR

( tcpdump port 8080

d. EF TR

(‘tcpdump icmp

6) LA IEAN

PAEILERN 2RI ERZRATAGH, fla:

o FIIEZER: and. or. not
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o SRR =, == =

a. #MEKE 192.168.31.99 & FBHrENA 80 in ORVEIEE

[ tcpdump src 192.168.31.99 and dst port 80 ]

SEFAZMTIRSBHTHSH, BARFERIES, MESE shell FREFHRTS, FIUE
fEASISRHERS, FlFOT:

[ tcpdump 'src 192.168.31.99 and (dst port 80 or 22)' ]

b. ERFAFIERTIRIEI R, AIBE—EXRFER

e proc: RIHIZES

o pid: Fr#R2id

e svc: Rk service class

e dir: &RRAME, in#lout

e eproc: i effective process name
e epid: F7n effective process ID

WIESREHZER N nc ZHBTRE en0 MRBBIEE, BETRLE end AT EREBIEE

( tcpdump "(if=en0 and proc =nc) || (if1=en0 and dir=in)" )

7) BRI

a. BEF [ #HTEE

( tcpdump -i eth0 "tepltcpflags) & tcp-syn 1= 0" )

HMEY eth0 £ syn fiiJg 1 AYEL,

b. BT A/ NHITITIR

tcpdump less 32
tcpdump greater 64
tcpdump <= 128

c. EF mac #itb#ETEE

( tcpdump ether host [ehost] )

d. 2T #&/ZRERHITIR

]

tcpdump ether broadcast
tcpdump ether multicast
tcpdump ip broadcast
tcpdump ip multicast
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6 [E8=2b-4E30 08z

6.1 FHEIiE

wifi HIERIED AR NP B, 1REKHE probe request 153K, EXKH[EIE probe responses

B O

File Edit View Tools Window Help

Packets received: 12,629 Buffer usage: 0% |

Packets filtered: 21 Filter state: @ Accept only packets matching one fiter
: : FHEENE

%'~ |Enter 3 Filter sxpression hers (uss Fi For help) égﬁg’mge ,Equesg

Dashboards ~ =B - [s]&probe respsos
[ S Rali= s RN @B
Applcations Destination . | BssID Flags .| sig.. Da. Size Absalute Time Relative Tme:Protocol A..|5u... |Dynamic
Voice & Vider :95:94:81:DF :CE EJEthernet Broadcast  EPEthernet Broadcast *C 7 99% 1.8 80 18:49:06.615572 _70829456[ 50211 Probe Req | SSID[T
Compass :15:80:48:27:74 D8:15:0D:48:27:74 = 7 106% 1.8 178 18:49:06.617753 7.831631 F

Capture :95:94:81:DF :CE BJEthernet Broadcast  EEIFF:FF:FF:FF:SF:CS *C 7 99% 1.8 80 18:49:06.5618996 71032874 TT PFODE REq SSID[T

® Packets :95:9:81:DF:CE EJEthernet Broadcast  E@Ethernet Broadcast *C 7 99% 1.8 80 18:49:06.5619387 7.833785 562.11 Probe Reg SSID[T
Events :95:94:81:DF :CE BJEthernet Broadcast  EEEthernct Broadcast *C 7 99% 1.8 80 18:49:06.621161 7.534979‘592 11 Probe Req SSID[T
Notes :15:00:48:27:74 B84:95:94:81:DF : CE EED8:15:00:48:27:74 P 7 100% 1.0 178  18:49606.63066E, 7.844526 862.11 Probe Rsp F..

Filters :15:00:48:27:74 B84:95:94:81:DF : CE EED8:15:00:48:27:74 k2 7 100% 1.8 178 _18:49:86. 632635 7.886513 802.11 Probe Rsp F..

Expert 195:9A:81:DF:CE EPEthernet Broadcast  EBEthernet Broadcast 7 91% 1.e se | I8u40:86.720701 7.134579 802.11 Probe Req F... SSID[T
Clients/Serv 195:9A:81:DF:CE EPEthernet Broadcast  EBEthernet Sroadcast * 7 96% 1,8, 50 | 18:49:86.721556 7.135434 §02.11 Probe Reg F... SSIDIT
Flows :15:00:48:27:74 BJ54:95:94:81:0F : CE EHD5:15:00:48:27:74 ki 7 100% 1.8 178 |18/49:86.723133 7.137@61 802.11 Probe Rsp B
Applications 115:00:48:27:74 B54:95:94:81:0F 1 CE EHD5:15:00:48:27:74 P 7 109% 1.8 178)) 18:49:86.725222 7.1391@@ §2.11 Probe Rsp F.

web 195:9A:81:DF:CE EPEthernet Broadcast  EPEthernst Sroadcast 7 94% 1.9 89, 18:49:86.755939 7.169817 §2.11 Probe Reg F... SSID[T
Servers 195:9A:81:DF:CE B Ethernet Broadcast | |nftnernet Broadcast 7 96% 1.2 80  18:49:06.756963 7.17@841 §2.11 Probe Reg F... SSID[T
Clients 1 :15:00:48:27:74 H54:95:9A:81:DF 1 CE BD6:15:00:48:27:74 R 7 108% \1.0\178 15:49:96.758738 7.172616 802.11 Probe Rsp B
Pages :15:0D:48:27:74 HP84:95,94:51:0F : CE EPD8:15:00:48:27:74 B 7 100% 1.0 178 18:49:96.760714 7.174582 802.11 Probe Rsp F.

Requests :15:00:48:27:74 B 84:95:94:81:0F : CE EPD8:15:00:48:27:74 P 7 100% 1.0 178 18:49:86.832103 7.245881 802.11 Probe Rsp B

Voice & Vide :15:80:48:27:74 B54:95:94:81:0F : CE EPD8:15:00:48:27:74 P 7 108% 1.0 178 18:49:86.841242 7.255126 802.11 Probe Rsp F.

Calls :95:9A:81:DF : CE BEthernet Broadcast  E@Ethernet Broadcast e 7 .99% 1.0 80 18:49:86.846760 7.268638 802.11 Probe Req SSID[T

Media :95:9A:81: DFACE EJEthernet Broadeast  EPEthernet Sroadeast C 7 99% 1.0 80 18:49:86.347520 7.261698 802.11 Probe Req SSIDT
Visuals :15:00:48:27:74 B 84:95:9A681:DF : CE EP04:15:00:48:27474 = 7 108% 1.8 178  18:49:86.849488 7.263366 862.11 Probe Rsp F.

Peer Map :15:80:48427:74 BP84:95: 9A:81:DF : CE EPD8;15:00:48: 27574 * 7 108% 1.8 178  18:49:86.851480 7.265278 862.11 Probe Rsp F.

Graphs

Statistics
Summary
Nodes
Protocols
Applications
Countries

bl ]

F WLAN 2 | Channel: bgn) |Packets: |21 Duration:

6-1: FHmIE
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File Edit View Capture Tools Window Help

Capture 1 - Packet #1
Lo PR 8P 1

= Y Packet Info

@ Packet Number: 1
@ Flags: @x8@BBABE2 (RC Error
@ status: 8xBa8886E
@ Packet Length: 80
@ Timestamp: 18:49:06.615572660 66/23/2022
@ Data Rate: 2 1.8 Mbps REEE b
@ Channel: 7 2442MHz 802.11b  HEEEE probe requestfy
@ signal Level: 99%
@ Signal dsm: -51
@ Noise Level: %
@ Noise dBm: -94
B % 802.11 MAC Header
@ Version: © [0 Mask 6x03]
@ Type: %00 ‘anogement [@ Mask @x0C] MR BN
@ subtype: %0100 Probe Request [0 Mask 0xFE] paFaksl
@ Y~ Frame Control Flags: %@0eeeeee [1]
@ Duration: @ Microseconds [2-3]
B9 Destination: FFiFF:FFIFF:FF:FF Ethernet Broodcast [4-9]1 [TIEFAEEE, FRELEEMHEEFF
B source: 84:95:9A:B1:0DF :CE [10-15] BiEHHE
BB BSSID: FFIFFIFFIFFIFFIFF Ethernet Broodcast [16-21]
@ Seq Number: 120 [22-23 Mask @xFFFe]
@ Frag Number: @ [22 Mask @x6F]
=Y ge2.11 - Probe Reguest
= Y ssID
@ Element ID: 8 SSID [24] ssidFH, AOEE
@ Length: 128 [25]
@ ssi: L. V.82, T 1. Feu.. af.B. .. A B [26-75]
£ Y ECS - Frame Check Seguence
@ Fcs: Ox275EEA47 Calculated

: probe-request fil

File Edit View Capture Tools Window Help

Al
= " Packet Info

Capture 1 - Packet #2 x

EA-IN

@ Packet Number: 2
@ Flags: 280200000 probe respondin
@ status: ©x80000000
@ Packet Length: 178
@ Timestamp: 18:49:064617753600
@ Data Rate: 2 1.dlMBps 3
@ Channel: 7 2449MH3) 802.11b
@ Signal Level: 100%
@ signal dBm: -4
@ Noise Level: o%
@ Noise dBm: -94
E Y 802.11 MAC Header

@ Version: ONfBNa sk 0:x03]
@ Type: R0 Vcnagement [0 EIEN
@ subtype: %0181 Frobe Response [@ Mask @wFe] g2l probe respbnse

" Frame Control Flags: %@0@@0000 [1]
@ Duration: 318y icroseconds [2-3]
B Destination: 84:95:94:81:0F1CE [4-9]
B9 source: D8:15:e0:48:27:74 [19-15] EEMEEHMNIL: FIRrzEHt
B B551D: DB:15:@0:48:27:74 [16-21]
@ Seq Number: 3823 [25-23 Mask OxFFFe]
@ Frag Number: © 122 Makk 0xoF]

=Y 882.11 - Probe

@ Probe Timestamp: 10536308784 Wit croseconds [24-31]
@ Beacon Interval: 100 TimeUnutSReico Hillisecondsdllang 460 Microseconds) [32-33]

I Capability Info: %0600010000116601 [34-35]
I ssm0 1ID=6 Len=7 5SID=hanshow [36-841  [EEHIHEEAER
Y Rates:  ID=1 Len=8 Rate=1.@ Rate=2.0 Rate=5.5 Rate=11.8 Rate=6.8 Rate=9.0 Rate=12.8 Rate=18.0 [45-54]
I pses: D=3 Len=1 Channel=7 [55-57]
I ERP: ID=42 Len=1 ERP Flags=%60860000 [53-50]

" Extended Supported RatesID=58Len=4 Rate=24.@ Rate=35.8 Rate=48.8 Rate=54.8 [61-66]
I HT Cap: ID=45 Len=26 HT Capability Info=%@021002601121118 A-MPDU Parameters=%02@0@91l Supported MCS Set Spatial Stream 1=%11111111 Spatial Stream 2=%11111111 Spatial Stream 3=%00000@

T HT Info: ID=61 Len=22 Primary Channel=7 HT Operation Element 1-%@0@@e11l HT Operation Element 2-%09@0000@@REE0QL® HT Operation Element 3-%009000000000000¢ Basic MCS SetOne Spatial Str
T RSN: ID=48 Len=2@ Version=1 Group Cipher QUI=@@-8F-AC Group Cipher Type=4 Pairwise Cipher Count=1 PairwiseKey Cipher ListPairwise Cipher OUI=@-8F-AC-@4 AuthKey Mngmnt Count=1 Aut v
< 3

6-3: probe-response i

6.2 EZNIE

wifi BERORIZEE: 3. IOE. KB EXEF. DHCP FiiE.
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File Edit View Capture Tools Window Help

4 StartPage,” Copture x|

Packets received: 101,325 Buffer usage: 0% |
Packets filtered: 133 Filter state: % Accept only packets matching one filter FRE AN E iR
&~|Enter o filter expression here (use F1 for help)
vashboards ~ o e [eoi ) o) bkl )l 89 2
applications Packet | Source Destination . |BssID Fiags .| Sig... | Da...| Size Absolute Time Relative Time | Protocol
Voice & Vide: 66 HP84:95:9A:81:DF:CE EPEthernet Broadcast  EPEthernst Sroadcast * 7 1e0% 1. 87 19:01:14.839453  ©:12:15.253331( 802.11 Probe Reg
Compass 67 HJD8:15:00:48:27:74 EP84:95:94:81:0F : CE EED8:15:00:48:27:74 P 7 1@e% 1.e 178 19:@1:14.841817  @:12:15.255695(882.11 Probe Rsp
Capture 68 HE84:95:9A:81:DF :CE HPD8:15:0D:48:27:74 EED8:15:00:48:27:74 * 7 100% 1.2 34 19:01:14.843646  ©:12:15.257524
* Packets 69 EPD#.:15:00:48:27:74 B84:95:94:81:0F : CE # 7 1@e% 1.8 14 19:01:14.843887  @:12:15.257765)
Events 70 HPD8:15:00:48:27:74 B54:95:94:81:0F : CE EPD8:15:00:45:27:74 * 7 100% 1.8 34 19:01:14.845986  ©:12:15.259864 B802.11 Auth
Notes 71 HPD8:15:00:48:27:74 B84:95:94:81:0F : CE ED8:15:00:48:27:74 - 7 100% 1.2 34 19:01:14.846625  @:12:15.260503 802.11 Auth
Filters 72 HPDB:15:00:48:27:74 B84:95:9A:81:DF : CE :15:80:48:27:74 - 7 100% 1.8 34 19:01:14.847672  ©:12:15.266956 802.11 Auth
Expert 73 HPD8:15:80:48:27:74 B84:95:94:81:0F : CE :15:80:48:27:74 - 7 100% 1.8 34 19:01:14.847834  ©:12:15.261712 802.11 Auth
Clients/Servi 74 HP84:95:9A:81:DF:CE BPD8:15:8D:48:27:74 :15:80:48:27:74 * 7 108% 1.8 129 19:@1:14.868357  @:12:15.274235 §82.11 Assoc Re
Flows 75 EP84:95:9A:81:DF:CE BPD8:15:00:48:27:74 :15:8D:48:27:74 =+ 7 100% 1.8 129 19:01:14.861918  8:12:15.275788
Applications 76 EPD8:15:00:48:27:74 B84:95:9A:81:DF : CE # 7 108% 1.8 14 19:01:14.862269  0:12:15.276147
Web 77 HPD8:15:00:48:27:74 B84:95:9A:81:DF : CE :15:8D:48:27:74 * 7 100% 1.8 128 19:01:14.863767  8:12:15.277645
Servers :15:00:48:27:74 B84:95:9A:81:DF : CE # 7 106% 1.0 20 19:01:15.230311  0:12:15.
Clients 1 :15:00:48:27:74 :9A:81:DF : CE :15:0D:48:27:74 7 108% 1.8 137 19:01:15.231982  @:12:15. EAPOL-Key
Pages :95:9A:81: DF :CE :0D:48:27:74 :15:00:48:27:74 7 108% 1.8 159 19:01:15.234563  0:12:15. EAPOL-Key
Requests :15:00:48:27:74 $9A:B1:DF : CE # 7 108% 1.8 14 19:01:15.234864  8:12:15. 862.11 Ack
Voice & Vide :15:80:48:27:74 *9A:81:DF : CE 4 7 108% 1.6 20 19:01:15.236199  ©:12:15. 862.11 RTS
Calls :15:80:48:27:74 :9A:81:DF : CE E¥D8:15:00:48:27:74 7 108% 1.8 193 19:01:15.238228  ©:12:15. EAPOL-Key F
Media :95:9:81:DF:CE :0D:48:27:74 B¥D8:15:00:48:27:74 7 108% 1.6 137 19:01:15.240230  0:12:15. EAPOL -Key F
Visuals :15:00:48:27:74 $9A:B1:DF: CE 4 7 100% 1.8 14 19:01:15.240552  ©:12:15.654436 507 11 Ack F
Peer Map :15:00:48:27:74 :9A:81:DF : CE E¥D8:15:00:48:27:74 ++ 7 100% 1.8 37 19:01:15.489763  ©:12:15.823587 862.11 Action
Graphs 195:94:81:DF : CE 10D:48:27:74 EED8:15:80:458:27:74 = 7 100% 1. 37 19:01:15.414540  @:12:15.828418 802.11 Action
Statistics 195:9A:81:DF:CE 10D:48:27:74 EHD5:15:00:45:27:74 =+ 7 100% 1. 37 19:01:15.415339  ©:12:15.829217 802.11 Action
Summary :15:00:46:27:74 19A181:DF 1 CE £ 7 1e0% 1.2 14 19:01:15.415748  @:12:15.
Nodes 195:9A:81:DF:CE EPEthernet Broadcast  HEIDS:15:8D:48:27:74 ™ 7 100% 1.@ 380 19:01:15.433173  @:12:15.
Frotocols 195:9A:81:DF:CE EPEthernet Broadcast  EEIDS:15:80:48:27:74 W 7 1ee% 1.e 382 19:01:15.488733  @:12:15.
Applications :15:00:48:27:74 B84:95:94:81:0F : CE # 7 1e0% 1. 14 19:01:15.488957  @:12:15.
Countries 195:9A:81:DF:CE EPEthernet Broadcast  EEIDS:15:80:48:27:74 W 7 1e0% 1.2 380 19:01:15.529041  ©:12:15.942919 02.11 v
Wireless P —— e - Sl =l ol oo L renmecre el e =

Capturing

For Help, press F1

MRLBEERBFEE, RNMEREFITENERRIZERN, BEHSEIREHLRME

AREIMHEA,

File

Edit View Capture Tools Window
HPOR SR S e HIE!
4 [ statPage Capture x|

Buffer usage: 0% |

Packets filtered: 111 Filter state: 4 Accept only packets matching one fiter

P> Entsr u filtsr sxpression hers (ygs Bl for help)

Dashboards ~ = |

Network
Applications Packst Source Destination 855D Flags .| Sigu.. Absolute Time Relative Tme  Protacal Dyna ™
Voice & Vide: 66 E§B84:95:9A:81:DF:CE EPEthernet Broadcast  EPEthernet Broadcast * 7 108% 1.6 57 19:85:89.828775 15.463225 11 Probe Reg
Compass :15:8D:48:27:74 84:95 :9A812DF : CE :15:60:48:27:74 =p 7 160% 1.8 178 19:65:69.831651 15.465561 11 Probe Rsp -8
Capture :95:0A:81 :DF : CE BP08:15:0D+45:27:74 :15:80§48:27:74 * 7 160% 1.6 34 19:65:69.839255 15.473785 |
o Packets :15:0D:48:27:74 B 54:95 /94181 :DF : CE # 7 160% 1.8 14 19:65:69.839557 15474007
Events :15:8D:48:27:74 B84:95:94:81:DF : CE :15480:48:27:74 * 7 160% 1.8 34 19:65:69.840234 15.474684
Notes 195:9A181 :DF : CE BP05:15:0D:48:27:74 115:00:48:27:74 * 7 10e% 1.8 129 19:05:09.852482 15.486932 1 Assoc Reg
Filters 11500248 27: 74 BJ54:95:94:81:0F : CE # 7 10e% 1.0 14 19:05:09.852754 15.487204 1 Ack
Expert 115:00:48:27:74 B54:95:94:81:0F 1 CE 115:00:48:27:74 * 7 10e% 1.0 128 19:05:09.855015 15.489465 §02.11 Assoc Rsp
Clients/Serv: :15:00:48:27:74 B84:95:9A:81:0F :CE # 7 1ee% 1.6 20 19:05:10.222693 15.857143 802.11 RTS
Flows 115:00:48:27 174 B54:95:94:81:0F 1 CE 115:00:48:27:74 7 10e% 1.8 137 19:05:10.224322 15.858772 [EAPOL-Key
Applications :95:9A:81;DF:CE BED8:15:0D:48: 27 ;741 EPD8:15:00:48:27:74 7 100% 1.8 159 19:05:18.231971 15.866421 | EAPOL-Key
Web :95:9A:81:DF:CE BE05 ;15 9D:48537: 74 EPD8:15:00:48:27:74 - 7 100% 1.8 159 19:05:10.248507 15.874957 | EAPCL-Key
Servers :15:00:48:27: 74 B 84:95:9A:81 :DF : CE 7 180% 1.6 14 19:05:18.248854 15.875384 [ 802,11 Ack
Clients i :15:80:48:27:74 BP83:95:94:81:0F : CE 4 7 160% 1.8 20 19:05:18.245635 15.880085 | 502.11 RTS
Pages :15:80:48:27:74 B84:95:9A:81:DF : CE :15:80:48:27:74 7 83% 1.8 193 19:05:10.247708 15.882158 | EAPOL-Key
Requests :95:9A:81:DF : CE BPD8:15:0D:48:27:74 115:80:48:27:74 7 180% 1.8 137 19:05:18.253178 15.887628 | EAPOL-Key
Voice & Vide :15:00:48:27:74 B84:95:9A:81:DF : CE # 7 160% 1.0 14 19:05:10.253436 15.887886[802.11 Ack
calls 115:60:48:27:74 84:95:9A:81:DF : CE :15:60:48:27:74 * 7 160% 1.0 37 19:05:10.453393 16.097843 802.11 Action
Media :95:9A:81:DF : CE D8:15:0D:48:27:74 :15:80:48:27:74 * 7 160% 1.6 37 19:65:10.4564344 16.098794 802.11 Action
Visuals 85 HEDB:15:60:48:27:74 B84:95:94:81:DF : CE # 7 160% 1.8 14 19:65:10.4564648 16.099098 A2 11 4 F
Peer Map 35 J0.0.0.0 1§ 1P Broadcast :15:80:48:27:74 7 160% 1.8 366 19:65:10.541924 16.176374 [DHCP D. | C
Graphs 87 EEDB:15:00:48:27:74 B84:95:94:81:DF : CE # 7 160% 1.8 14 19:65:10.542152 16.176602 |562.11 DHCPE
Statistics 88 J0.0.0.0 i IP Broadcast 115:00:48:27:74 7 100% 1.8 364 19:05:18.554689 16.189139 |DHCP R EAETE
Summary 89 HP84:95:94:81:DF:CE EPD8:15:0D:48:27:74 115:80:48:27:74 7 10@% 6.2 28 19:95:10.594499 16.228949 |802.11 Null Data | SFmyil BoE-
Nodes o EPD8:15:60:48:27:74 BJ54:95:94:81:0F 1 CE # 7 100% 6.0 14 19:05:18.594539 16.228989 |502.11 Ack F
Protocols 91 Je.e.0.0 i) 1P Broadcast 115:00:48:27:74 7 10e% 1.0 354 19:05:12.653938 16.288388 |DHCP D.
Applications 92 HP84:95:9A:81:DF:CE EPEthernet Broadcast 115:00:48:27:74 7 100% 6.5 66 19:05:19.185406 24819856 |ARP Request
Countries 93 HPDB:15:00:48:27:74 B84:95:94:81:0F : CE 7 100% 6.0 14 19:05:19.185476 24819926 502,11 Ack v
Wirless P~ roreran ooy eore P e crae s oo onaoiaa o slloreil =l emll e craE = =

6-5: INEEZIIE

6.3 ARP itz

LR YN ARP JRIE
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ARP(Address Resolution Protocol, #tlitf#riiY) SRHE IP #utFREVIEMUEAT— > TCP/IP
Wo T OSI REUEME TIED ALE, IPHIIEE OSIBENE=F, MACHILEE "=, ®it
TEEBE, mEIUKXMEAIE IPHIEEHN, SELNEE=RF (321 IP #thlt). E5ZF (4811
MAC #thiit) B3Rk, (BT REHIEEN RAE BT IP #iht, RAEHE MAC #ilt, X FEEE#E
B, =R, FILFEEEAURRT N

ARP RYEATINEERZ A TR — 1 BB IP shutAZAT A MAC #titiE, LUEENEREE R HITE:S,

[7HE MAC #i3E(£ 1)

EIFT MAC #b3H(™ 5 MAC 3 1) \ S MAC i
T MAC #BHE
N
R U e

IR ZAVENE: SAE(ER 1)
Rk F AL (R 32 1)

BAEF AL (S 16 1) RIETS Ip AL 1690)
BIEF IP IS 16 1) EIFEE s

016 fir)
BRI L (fF 32 1) N
B3 1p stihb(32 {iI) \

6-6: ARP Sk Zf

merml
ARP 153Kk

ARPIf 2K
AN 4@ 2E RS- =F s aaas
[ ‘arp peode == 1 [x]
Ne. Time Source Destination Frotocal Length Info
5 @.345412 VMwara 942088 06 Broadcast ARP 60 Who has 192.168.59.172? Tell 192.168.59.176
6 8.345413 VMware_94:88:06 Broadcast ARP 60 Who has 192.168.59.172? Tell 192.168.59.176
7 08.412491 VMware_ca:d8%43 Broadeast ARP 60 Who has 192.168.59.135? Tell 192.168.59.5
8 @.412492 VMware_ca:d8:43 Broadcast ARP 60 Who has 192.168.59.135? Tell 192.168.59.5
b Frame 4: 6@ bytes on wire (480 bits), 6@ bvtes captured (480 bits) [ ff ff £f £f £f £f 00 50 56 94 08 m— a1
4 Ethernet II, Src: VMware_94:08:06 (80:% %), Dst: Eroadca @8 80 06 04 00 01 60 50 S
» Destination: Broadcast (ff:ff:ff:ff:ff:ff) 00 00 00 00 00 00 @ a8 3b D4 ve vu 93 00 Ve 00
b Source: VMware 94:08:06 (@0:° 16) J H« 00 00 00 0O 00 OO 00 PO 00 0O 00 00
. 192. 168. 59. 17648 A118192. 168. 59. 172{]mac Hihl:
Padding: 0000000 000000000000000000000000000000 B4
4 Address Resolution Protocol (request) eE
Hardware type: Ethernet (1)
Protocol type: IPv4 (@x0800)
Hardware size: 6
Proto i
G st G ] e 5k
Sender MAC address: VMware . 94:08:06 (00:50 :06) '&,’E}J'l‘\i‘lﬂﬁc ij
Sender IP address: 192.168.59.176
Target MAC address: ©0:80:00_20:00:00 (00:00:00:00:00:00) .
Target IP address: 192.168.59.189 T mac flip, X Hmac R ARHN]| FTH NS0

& 6-7: ARP i53Kk
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v|Address Resolution Protocol Sreguestzl #ARP‘I%EEQE
Hardware type: Ethernet (1 HEE( R
Protocol type: IPv4 (@xe8@8) LanIWvE Siv]
ardware size: #@ﬁiﬂ’iﬂ:
[__Protocol size: 4 | HIIKE
Opcode: request (1) | #HEFHE, ZEN1, FTFEARPIERE
Sender MAC address: Vmware_ca:4b:58 (00:0c:29:ca:4b:58) I HEERMACHES
Sender IP address: 169.254.148.228 #%éﬁﬁlpm
) Target MAC address: ©9:90:00_00:00:00 (90:00:00:00:00:08) HETEEM ACHEHE
arge address: ©254.35.227 | B IP
6-8: ARP 15K #ititE& 35t PA
KE: 81iI/FT5, MACHIUE 481, BD 6515, IP#hiik 321, BI4FT,
ARP TRz R X
ARP 137 D

XHE REEO HEV BRSO BFO SRR SHY SRV TEW IED #EH)
Am i@ LR RB Rezs=TFIEEQaaH

(W] arp. opeode == 2

Fo. Time Source Destination Protocel Length Infe
2 9.000103 Dell_a7:90:c6 Shenzhen_a2:2c:cl {ARP
38 4.451505 HuaweiTe_29:48:9f HewlettP_a2:ed:41 ARP E F
47 5.073727 Dell_26:da:77 Broadcast ARP 3 v b.120 (Reply)
48 5.973726 Dell_26:da:77 Broadcast ARP 60 "168.0.120 (Reply)
> Frame 2: 60 bytes on wire (488 bits), 6@ bytes - © 0@ 11 f7 a2 2c c1 f4 8e 38 a7 =~ A @0 @1
4 Ethernet II, Src: Dell_a7:9@:c6 (f4:8e:38 nzhen_a}:2c:cl (00311: ﬂ ﬂ g 00 86 o4 80 | I ! 8 a7 | B | c
» Destination: Shenzhen_a2:2c:cl (@@ 0020 11 £7 a2 2¢ W 3b 71 vd 00 00 00 bu 00

> Source: Dell_a7:9@:c6 (fd:'
ype: ARP (@x0806

Padding: @@ 00000000008 0000000000000
4 Address Resolution Protocol
Hardware type: Ethernet ‘

[A|#£192. 168. 59. 204 mac HiliR2 . .

Protocol type: IPv4 (@
Hardware size: 6
Protocol size: 4
Opcode:
Sender MAC address:
Sender IP address:
Target MAC address:
Target IP address:

a2:2c:cl)

6-9: ARP E|&

~|Address Resolution Protocol Sreguestzl #ARPI%EZQE
Hardware type: Ethernet (1 HEE{EARY
Protocol type: IPv4 (©x0808) iR
[ Hardware size: 6 ] #EE{itaht
[ Protocol size: 4 | HIRE
[ Opcode: request (1) | #E2IERS, iZEA1, FREARPERE
Sender MAC address: Vmware_ca:4b:58 (@0:8c:29:ca:4b:58) ] HEEEMAC ht
[ oneer T saress T AT ] R
' Target MAC address: 00:00:00_00:00:00 (00:00:00:00:00:00) HIEWUTEEMACHEHE
arge address: . .35, e

6-10: ARP [B]&Z #thit £ 5 BA

KE: 81iI/FT, MACHINE 4811, B 65T, IP#thit 321, BI4 5%,
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6.4 DNS ;&8

1% fE T DNS [RIE

HBENNAHEFEILIN R P UL, ZNAHEMIBRENIZER (resolver), FHaH
DNS B9—1&EF, {BIFARATRYIER MAE DNS BRI F, LLUDP AP #iEik A AL A Mis = AR
5548 (£ UDP BN TR FFHH). AMISBRSS[BAEHIEAR/G, IBXINAY IP MUHRFEEZFIRX
FiREl, WAHERISENEV IP IFRIFHITEE. SRR RS HEFERZFXIENK,
Mtk 2 RSS2 E A A A DNS RIS — 1 EF, FAREMRBRSSELEETER, XMIE
BEERFEBOEZIEKRAIEZRSEFNLE. DNS WEARINEME L TR IRS SFA R LR NARS
2209 IP Hudik,

$22 ID(Transaction ID) 175 (Flags)
13 fB1T48 (Questions) [E]% & R84 (Answer RRs)
T EL 2 FRARSS 45 1TER (Authority RRs) M AN#E R0 =1 (Additional RRs)

i XE (Queries)
[ &t (Answers)
% el FRARE 25X 18], (Authoritative nameservets)
Hn{s B.XIEf (Additional records)

6-11:DNS k&

MeLRpal
[ [2ms [XI=Rak3
Ho. Tine Source Tlestination Frotacs 1 Length Infa
88 8.739394 feB80::3985:c67c:cchd:3bad feBO::1 DNS 94 Standard query ©x5b5d A www.biying.com
89 8.748023 feBOi:l feB0::3995:c67c:cgbd:3bad DNS 205 Standard query response @x5b5d A www.biying.com CNAME www-biyin..
90 8.748265 feB0@:1:3995:c67c:ccbd:3bad  feBO::1 DNS 94 Standard query @xf193 AAAA www.biying.com
91 8.754853 fe80::1 fe80::3995:c67gt ccbd:3bad DNS 256 Standard query response @xf193 AAAA www.biying.com CNAME www-bi..

6-12: DNS /)MCE 1

A LAEE, 3518 www.biying.com Wik, P47 HEIE (BIMERXER T DNS SIEENE
), X DNSIER (IBREMNEITTEE)o

—% DNS 53R &8 www.biying.com & I AY IP4 itk (A £ 1P4),

55— /% DNS iE3R 21 www.biying.com & X789 IP6 ik (AAAA XK IP6),
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(W

80

Fo. Time Source Destination Protocol Length Info

I 88 8.739394 feB0::3995:c67c:ccbd:3bad  fe80::1 DNS 94 Standard query www.biying.com
89 8.748023 fe8@::1 fe80::3995:c67c:ccbd:3bad  DNS 205 Standard query response 8x5b5d A www.biying.com CNAME www-biyi
90 B8.748265 feB@::3995:c67c:ccbd:3bad  feB0::1 DNS

91 8.754853 fe8@::1 fe80@::3995:c67c:ccbd:3bad  DNS

94 Standard query ©xf193 AAAA www.biying.com
256 Standard query response 8xf193 AAAA www.biying.com CNAME www-b

i Frame 88: 94 bytes on wire (752 bits), 94 bytes captured (752 bits) on interface \Device\NPF_{553E4885-2236-4190-9488-23CFERC64D11}, id @
> Ethernet II, Src: LiteonTe_d@:3d:47 (18:cf:5e:d@:3d:47), Dst: HuaweiTe_4b:12:f4 (8c:fd:18:4b:12:f4)
> Internet Protocol Version 6, Src: fe8@::3995:c67c:cchbd:3bad, Dst: Te80::1 €——DNS 4% 25 Hht

»[User Datagram Protocol, Src Port: 64366, Dst Port: 53 ]
4 Domain Name System (query)
Transaction ID:| @x5b5d
4 Flags: 8x0108 Standard query
a...

= Response: Message is a query
... = Opcode: Standard query (@)
= Truncated: Message is not truncated

Recursion desired: Do query recursively
=l = Z: reserved (8)
wess 2ea- -..8 .... = Non-authenticated data: Unacceptable
Questions: 1 ‘____I‘E‘Igﬁ
Answer RRs: @
Authority RRs: @
Additional RRs: @
4 Queries &
4 www.biying.com: type A, class IN
Name: www.biying.com ‘——ﬁiﬂ&{]lﬁﬁ
[Name Length: 14] ¢t |CfiF

[Label Count: 3] .

Type: A (Host Address) (1)‘-—‘&*&- 1P Hichl Arif)

Class: IN (9x@001) 4————FKIN(internet), internet %
Response In: 89

il 5 B

EFAUPDENY , IRO1SA53

HRIESEES

@ik ey

&l 6-13: DNS 3EKIR X

» Frame 89: 285 bytes on wire (1648 bits), 285 bytes captured (1648 bits) on interface ‘\Device\NPF
» Ethernet II, Src: HuaweiTe_4b:12:fd4 (Bc:fd:18:4b:12:f4), Dst: LiteonTe_d@:3d:47 (18:cf:5e:d@:3d

¢ Internet Protocecl Version 6, Src: fe88::1, Dst: feB@::3995:c67c:ccbd:3bad
» User Datagram Protocol, Src Port: 53, Dst Port: 64306

8-23CFE@C64D11}, id @

4 Domain Name System (response)
Transaction ID: @x5b5d
# Flags: 9x818@ Standard query respons,
R T s e e

000 8,... ....

ive: ity

: reserved
: E . Answer authes
Srromman s Non-authent i

- Reply code:
o B
(EEe - C!

Questions: 1
Answer RRs: 4
Authority RRs: @
Additional RRs:

ueries

ty portion was not authenticated by the server

e ]

A, clase IN
Name: wwiw. biy’ ﬁ’ﬂjﬁg
[Name Length:
[Label Count: 3
Type: A (Host Add
Class: IN (ex@eel)

Py

4 Answers

Name: wwi.biying.com

Type: CMAME (Canonical MAME for an alias) (5)
Class: IN (@x@2e1)

Time to live: 3432 (57 minutes, 12 seconds)
Data length: 39

CHAME: www-biying-com.cn.a-e881.a-msedge.net

MName: www-biying-com.cn.a-@@81.a-msedge.net
Type: CNAME (Canonical MAME for an alias) (5)
Class: IN (ex80e1)
Time to live: 431 (7 minutes, 11 seconds)
Data length: 16
CNAME: china.bingl23.com
# china.bingl23.com: type A, class IN, addr 202.89.233.101
Name: china.bingl23.com
Type: A (Host Address) (1) &Sy,
Class: IN (@x8ael)
Time to live: 432 (7 minutes, 12 seconds) ﬂiﬁﬂ‘”ﬂ

2 Data length: 4

4 www.biying.com: type CMAME, class IN, cname www-biying-com.cn.a-8801.a-msedge.net

« www-biying-com.cn.a-8881.a-msedge.net: type CNAME, class IN, cname china.bingl23.com

FRAIT H A TP lhl:

AT I, AR SY

& 6-14: DNS MR
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6.5 DHCP itz

S ENECE DHCP [RIE

DHCP(Dynamic Host Configuration Protocol, zh&ENEENN), #iZE BOOTP Y, B—1
B MBI i, R UDP i TE, S—ERM IANA 2EEmO: 67(AR$S280m), 68(%
PR BTRNAEMY, TEEARETNEE. S8 IP ik, & client hSHIIKE 1P ik,
Gateway #i3it, DNS IRSZESMUIEFER, FHEEBIRAMUMFBRE,

DHCP RYEZIhEERLE B2 NN 28 D BC IP Hhdlk,

Client Server
|

A TIMER DHCP Discover (J %)

\ I
}W/

DHCPRequire &) &)
\. AR ER
’//T//W%//

6-15: DHCP 3&K1E

R ER

LB R

DHCP Discover: DHCP & P imigRititey, HA%1E DHCP RS [ E, FHitk DHCP B if
SERMMER U HEA RN ELIEBFRIR, XMRIAL A Discover IR, BEHIREZIMMLE Y
DHCP AR5528, FREUE Discover #RXHI DHCP BRSZ 8848 = KX B3R, DHCP & F imiE LTt
B LUAIE LS HZ7ERY DHCP BRSS288MINIE,

DHCP Offer: DHCP BR55 88U E! Discover IR /a, MATEFMECERMUE AT —MEIER ip ith
bk, N EMEAELNERRMEMEEES (WX, DNS RS, WiE— Offer IR, KiX4A
BF, SMAFPARRSSFETUAERMS IP i, (RESF client ATLURME, BNk, KFE
client @3 ARP #lli% IP BEREE).

DHCP Request: DHCP B =K EIR % Offer, FrLAAMIEXLER]N FikiE—, Client BEE
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EE— BN Offer IRXHIARS REAN B SHBERARSS S, HEIN—1T#E Request R, @EHE
EMARSS 28, DHCP X ImAINIREX P #itltf5, 7RI A 1/2 B9, &M DHCP ARS528
KIXEPHE Request IRIEEIEM AR, WNREEULEI DHCP ACK 3RX, 7EMRAE X 3/4 BY, KX
Request IR ELREFHHR,

DHCP ACK: DHCP AR5325UX El Request ik X5, R#E Request IR HFHEHRIAF MAC REHE &R
BHENANSNIER, MRBEMNRIEACKIRXIENEIR, @BAAF A UERDECRY ip #ilt,

DHCP NAK: #12R DHCP AR55281X El Request kX /a, B RIAENHNELIIERIEHTFEEREA
TEEBEDE ip ik, NA&X ACK #ixXX1EAEIN, BHAF T ESEEGIER ip #hit,

DHCP Release: ZAFPREREFERA DA ip HEEY, L= DHCP fR535283 41X Release IR, &
HRSEAFPABREESE ip #ill, DHCP RRZSB[BEBEMHLIERIFEL,

DHCP Decline: DHCP % F i3] DHCP BRS5 BEIMAY ACK IR0/, BT #itt hoie N LTRSS
SN RTR R E T H i EESBORAEER, M&i% Decline 1132, SBHIBRSBFFOEM ip
HAik R A AR

DHCP Inform: DHCP B IR EEM DHCP fRZ B[ IHANE NIFHANEERE, NAIX Inform
IRX MRS HITIER, RSB[WENZIRXE, BIRIERARITER, REIEENEEGEERS,
&i% ACK 3R [BlR DHCP ZF i (fk/LFEE),

DHCP iZ#2 £ E 9 DHCP Discover->DHCP Offer->DHCP Request->DHCP Ack F9-Md#2,
XE— DHCP Release BHud 12

A B—MAE T IP WEFIREBLINENEE), FEHITREEA DORA IIZEMINTHHY
IP, REESTHIERMHINEMEBRBILLT o

Table: DHCP HEZH

KAS HE R DU

1 BRI P imE LRl FARIARSS 23

2 Rt AR S5 2RMa R & I 6

3 BK & FIRIERARS SRR HATS L

4 ik & FinRIRS IS 1EATMHIS IR

5 ACK ARS8 ME F in ZEFTERHEES

6 NAK B inmARSSFELHRESHATIER

7 TR & FiRAEARS BT BUE R E S HREUHELY

8 A SEFREE P, MRSSHEREESHK
HMeR Al
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Ko, Time Scurce Destination Protocol Length Info :'r_)‘:'_ﬁi|P
8311 192.168.102.243 192.168.1082.1 DHCP 344 DHCP Release Transactiol
I 691 34 ©.98.0.0 255.255.255. 255 DHCP J4H DHCP Discover | Transactiol
[ £92 34  192.168.182.1 192.168.102.243 ﬁ;”gﬁﬁﬁ;wl_%lﬁﬂfz DHCP Offer L Transactiol
693 34 ©.0.08.0 255.255. 355,255 - ="TE370| DHCP Request | Transactiol
L 697 34  192.168.1082.1 192.168.1082.243 DHCP 363| DHCP ACK - Transactiol
6-16: DHCP 712
ENAS EAECTT Y DHCP
iz 0-15 16-31
0 LG AE(FERL R E 2l
32 ££ 1D
64 SHFERT ] Frid
96 B P
128 {FE3 1P
160 R4 1P
196 P 1P
228+ F A MAC H#itk(16 F5)
REZE 412 (64 51)
2 EIS{F(128 F°15)
VEIT]

6-17: DHCP k&

12/EARH Opcode: DHCP 3EK/5%& DHCP B1E,

HEH22% Hardware Type: 10MB LUAM. IEEE802. ATM &,

4K E Hardware Length: BB K BT,

BkER Hops: ARe(CIE AR #EBh Tk DHCP ARSS 28,

55 |D: ARILECIERA R B — M BEN .

JHFERY(E] Seconds Elasped: B imE X MRS 88 & KI5 K EHIET 8],

#RiE Flags: ZRIRBERS IR AVAERT (BB, T & UKHEM),

fREY IP: B35 88 0% P imiE Ay IP.

DHCP Discover &ZINBHES:

FAFP %% DHCP Discover ;HEi&Xi#utlt, ¥ B SR mac it 7F DHCP BUIRXX B#HITT B3k

DHCP Server, #&RTBECE

ExA=]

FE— IP #hhk, FREX IP BY, PC &%&3% DHCP Discover | #&ik

Xo HTFUBIE i IP R, JRip A 0.0.0.0; F3EEME, PCXMEVIE— Transaction
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ID, R ZEWEIRY OFFer 3RS Transaction ID 5 PC &EHVEBIFRE, PC 2% Offer iR H
BEFR

1 0.000000 0.0.0.0 255.. CP 314
Frame 1: 314 bytes on wire (2512 bits), 314 bytres captured (2512 bits)
# Ethernet 1I, Src: Grandstr_01:fc:42 (00:0b:82:01:fc:42), Dst: Broadcast (
Internet Protocol version 4, sSrc 0.0.0.0),
User Datagram Protocol, Src Port Dst Port:

Hardware type: Ethe
Hardware address length: 6
Hops: O

Transaction ID: 0x00003dld
Seconds elapsed: 0

BOOTD 0 LU

c'lient ]: addrss: 0.0.0. c
yvour (client) IP address: O. EMaPLEsithT

Next server IP address: 0.0.

;' Al £ - 0 R

Client MAC address: Grandstr_01:fc:42 (00:0b:82:01:fc:4
Client hardware address padding: 00000000000000000000

server host name not given
Boot file name not given
Magic cookie: DHCP
1scoverfl
: s

el
]
&
@ option: (5
# option: ( T
& option: TEAIBDHCPET S5 FBOOTPEMY , MIANE R RDHCP

Padding

L

6-18: DHCP-Discover

DHCP Offer 121&p)

MNP 2R DHCP Discover JHE, HE/EERIHRAY IP HUHHETTE DHCP offer [HEH, HIGIIHER
RIXEE P o
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20.000295 1
) Frame 2: 3 ?A! bytes on wire (2736 bits), 342 bytes captured (2736 bits)

User Dpatagram Protocol, Src Port: 67 (67),

Bootstrap Protocol

Message type:[Boot Reply (2)] 2=04f
Hardware type: ETTIEL LOXU
Hardware address length: 6 el

s: 0
o AW Inm $5W, SE—RREnA

seconds el apse d

fla i
Client IP address: 0.0.0.0 (0.0.0.0)  ECRITET

vour (client) IP address: 192.168.0.10 (192.168,0.10) Hﬁaﬁi}mm

Next server IP address: 192.168.0.1 (192.168.0.1) pR&2S

c‘Iient MAC a:ddress Grandstr 01 f: 42 (00 0b:82:01:fc:42)
Client hardware address padding: 00000000000000000000

server host name not given
oot file name not given
Magic cookie: DHCP

@

Len-gth 1
p. offer (23
: (1) Subnet Mmask

option: (58) Renewal Time value
option: (59) Rebinding Time value
option: (51) IP Address Lease Time
option:
option:
pPadding

g
]

EEEEEE

DHCP Request

EWEIRIFRE o
HE, ®RTER

Ethernet II, Src: DellComp_ad:f1:9b (00:08:74:ad:f1:9b), Dst: Grandstr_01:fc:4
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# 30070031 0.0

Frame 3: 314 es on wire wres captured ( 2 bits)

Ethernet II, Src: Grandstr_01:fc:42 (00 Ob: 3201 fc:42 Dst: Broadcast
Internet Protocol version 4, Src: (0.0.0.0), |Jpost: 255.255.255.25
User Datagram Protocol, Src Port: Dst Port: |67 (67)

Bootstrap Protogol
Message type:iunnt Reguest §1§| Y -
Hardware type: Ethernet (0x01 IP
Hardware address length: 6 ﬁmﬁ?ﬁggﬂﬁﬁ
Hops: O
Transaction I0: SEMEMEMN, BiZE—FEER ARRTTE

seconds elapsed: 0
Bootp flags: Ox0000 (unicast

E E HE

@

Your (client) IP address: 0.
Next server IP addrESS' 0.0.

: : :0b:82:01:fc:42)
Client hardware address padd‘lng mooooooomcooooom
server host name not given
goot file name not given ®
Magic cookie: DHCP
& [pption: (53) DACP Wessage Type |
Length: 1
: )

option: (61) Client identifier

= option: 0) Requested IP Address ) :
Length: 4 M i ﬂ§ :
RegUE o pCaddr e H g 5 B '6R. O [

s g "

DHCP Sefve ¥ : @9 B.0.1 (192.168.0.1)

@ Option: Par amet er Reques s
option: {255) End /

Padding
6-20: DHCP-Request

ER hocriERE

DHCP ACK H&IARTER

HIATEIR BN ERFRIZ LAY IP it BB AT AN ERA P . JRATLL, NA&IX DHCP ACKIBER. &
P Ut ECATN; MRAAILL, N&Z DHCP ACK JHR. R IP it ek, WRWET
DHCP ACKER, WIRIIAFHIAERFTECRHY IP k. WNRUEIT DHCP NAKIER, R IP it
REVKAM, BEEMHENT LML,

AR © BRELERRMNBERAT. RE—IRF
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Frame 4: 342 bytes on wire (2736 bits), 342 bytes capturad (2736 b‘h:s)
® Ethernet II, Src: Dellcomp_ad:f1:9b (00:08:74:ad:f1:9b), Dst: Grandstr_01:fc:42

Message type:
Hardware type:
Hardware address Iength 6
Hops: O 3
Transaction 1p{ 0x00003d1e 5 t—iRaE-$5, BgE—n
seconds elapsed: U

# Bootp flags: 0x0000 (unicast)
ec- N N 0O 0 0 0 0 0%

168.0. G E
Next server IP address: « U . 0. = H1IP

relay agent IP address: O 0.0.0 (0.0. 0 0)

Client MAC address: Grandstr_01:fc:42 (00:0b:82:01:fc:42)

client hardware address padding: 00000000000000000000

Server host name not given

Boot file name not given

Magic cookie: DHCP
: DHCP Message Type

IRz

Length 1 e HERIAACK
K (5)
@ option: {53) Renewal Time value
@ option: (59) Rebinding Time value
# option: (51) IP Address Lease Time
@ option: (54) DHCP Server Identifier
# option: (1) Subnet \

] option:
radding

=

6.6 ICM

MLRIZHE S Y
ICMP, £#FA Internet Control Message Protocol, BN/ E4FMI1E HIHR S

ICMP BEERZEWMEENIN, WABEREMNIY, BB ICMP HKINARZE IP BER—E5, FIU—/R
BN NEE,

—PMIERFING, FREFERHT - IERANE, RIIENKEESTE; B2 IP HIHR
RIEAEERH. MREET, IPNHTEBNTAERSEEUREENER,

ICMP BV ZEIhREF 2 HIN IP B 2EMINEIE BRtiit U@ EREIET IP BREFHER
o
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fir 0 B 16 3]

MATFEN T %m | R REA i
B — i .
> (% 4 A FHEET ICMP M LRIRE ) AR X b,

ICMP MR 5 (KRR T263)

ICMP 8 3

<Jewm| HE®HY» |
IP 2iEH

6-22: ICMP #gXZ

ICMP RXEIFHE D AR ICMP ZEIREIRSCH ICMP AR o

WAFRE © BRiBeERHERNERAE. RE—TMF
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XHEER: W

R I biEipy .2
IR e 0/8 Echo Request/Reply Echo IHH/E&2
22 S Ay 1/2/7 Unassigned T#{E
2 SR Ay 3 Destination Unreachable BirFuhi
R A Ry 4 Source Quench(Deprecated) R GEH)
7= iR & 1R 5 Redirect EEM
EHREIRX 6 Alternate Host Address (Deprecated) &£ HhHFH)
TlEIE 9 Router Advertisement/Solicitation 2% Ry \ A s
R ey 11 Time Exceeded ey
£ HHREIRY 12 Parameter Problefn B
183IR 3 13/14 Timestamp/ Timestamp Reply BeFaTEk /B B R
6-23: ICMP #3235
No.  Time source G Destination 7 Protocol Length Info

. 69306000102, request seq=9/2304, tt1=128 (reply in 47)
47 7.71148200 220.181.57.217 492°168.100.155 ICMP 74 Echo (ping) reply 1d=0x0001, seg=9/2304, ttl=51 (request in 46)
54 8.69062500192.168.100.155 220.181.57.217 ICMP 74 Echo (ping) request 1id=0x0001, seq=10/2560, tt1=128 (reply in 55)
55 8.70889700 220.181.57.217 192.168.100.155 ICMP 74 echo (ping) reply id=0x0001, seg=10/2560, tt1=51 (reguest in 54)
62 9.69066300192.168.100.155 220.181.57.217 IcMP 74 echo (ping) reguest 1d=0x0001, seq=11/2816, tt1=128 (reply in 63)
63 9.70903400 220.181.57.217 192.168.100.155 ICMP 74 echo (ping) reply id=0x0001, seq=11/2816, tt1=51 (request in 62)
73 10.6917340192.168.100.155 220.181.57.217 ICMP 74 echo (ping) request 1id=0x0001, seq=12/3072, ttl=128 (reply in 75)
75 10.7101140 220.181.57.217 192.168.100.155 ICMP 74 echo (ping) reply 1d=0x0001, seg=12/3072, ttl=51 (request in 73)

6-24: PING itz
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Ho. Time Source Destination Protocol Lenzth Info

- 10.000000 192.168.3.33  183.232.231.174 ICMP 98 Echo (ping) request id=8x148d, seq=1/256, ttl=64 (repl

> Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bits)

v[ Ethernet II, Src: VMware c8:5c:22 (B0:0c:29:c8:5c:22), Dst: HuaweiTe 20:57:1b (ed:fd:al:20:57:1b) | ZUIESEES 2
> Destination: HuaweiTe 20:57:1b (ed:fd:al:20:57:1b) EH#x MAC Hbiib
> Source: VMware_c8:5c:22 (88:8c:29:¢8:5¢:22) J& MAC H it
Type: IPv4 (9x@800) 2 7
v| Internet Protocol Version 4, Src: 192.168.3.33, Dst: 183.232.231.174
0100 .... = Version: 4 K%
. 8101 = Header Length: 20 bytes (5) IP fl3L{</E
Differentiated Services Field: 8x88 (DSCP: (S8, ECN: Not-ECT) P E
Total Length: 84 IP BL2KE
Identification: BxB888 (8)
Flags: ©x4008, Don't fragment ;Fﬁ):ﬂ-ﬂg*ﬁﬁg
Fragment offset: @
Time to live: 64 TTL 1§
Protocol: ICMP (1) REZAIER ICMP #1iY
Header checksum: 8xd748 [validation disabled]
[Header checksum status: Unverified]
Source: 192.168.3.33 i |P bl
Destination: 183.232.231.174 H#x [P Hudlk
hd

Internet Control Message Protocol
Type: 8 (Echo (ping) request) |CMP echo iFkJEH!
Code: @
Checksum: 8x7a85 [correct] ICMP 1L B
[Checksum Status: Good]
Identifier (BE): 5133 (@x146d)
Identifier (LE): 3348 (@x@d14)
Sequence number (BE): 1 (8x8801)
Sequence number (LE): 256 (©x8168)
Response frame: 2]
Timestamp from icmp data: May 7, 2020 18:38:33.000000000 M [EiT/EAT(E
[Timestamp from icmp data (relative): 8.2215770808 seconds]

© Data (48 bytes) . ‘ ‘ “ o

6-25:ACMP-Request il

6.7 TCPRiE

Fe Time Source Destination Protocol Lenzth Iafe

10.000000 192.168.3.108 192.168.3.200 TCP 74 49848 ~ 80 [SYN] Seq-@ Win-65168 Len—B MSS-1468 SACK_PERM-1 TSval-12943351 TSedr-2459714 WS-2048

2 0.000315 192.168.3.200 192.168.3.100 TCP 74488 > 40848 [SYN, ACK] Seq=B Ack=1 Win=6516@ Len=8 MSS=1468 SACK_PERM=1 TSval=2474085 TSecr=12943351 WS=2
30.000319 192.168.3.100162 168.3.200 TCP 66 49848 - 80 [ACK] Seg=1 Ack=1 Win=65536 Len=0 TSval=12943352 TSecr-2474005 TCP =RiEF
40.000623 192.168.3.100 197.168.3.200 HITP 143 GET / HTTP/1.1

50.000805 192.168.3.200 192.168.3.100 TCP 66 80 » 40848 [ACK] Seq-1 Ack=78 Win=65536 Len-8 TSval-2474805 TSecr=-12943352 s
66.001786 192.168.3.200 192.168.3.100 HTTP 252 HTTP/1.1 200 OK (text/html) HTTP [EHIBIAL
7 0.001790 192.168.3.100 192.168.3.200 TCP 66 48848 > 80 [ACK] Seq=78 Ack=187 Win=65536 Len=B TSval=12943353 TSecr=2474006

8 0.002134 192.168.3.100 192.168.3.200 1CP 66 40848 + 80 [FIN, ACK] Seq-78 Ack-187 Win-65536 Len-8 T5val-12943354 1Secr-2474€06

9 0.02638 192.168.3.200 192.168.3.100 TCP 66 80 - 46848 [FIN, ACK] Seq=187 Ack=79 Win=65536 Len=8 TSval-2474087 Tsecr=12943354 TCPJU /4T

10 ©.002644 192.168.3.100 192.168.3.200 TCP 66 49848 > 30 [ACK] Seq=73 Ack=188 Win=65536 Len=0 TSval=12943354 TSecr=2474007

6-26: TCP 4ME a4

M B4R LABR R AR TCP RUBIE D A =18, TCP = XEF, HTTPIERMN, TCPIWXRIZE
Fo
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6.7.1 TCP =RiBF

A: BFER B: HRS3EE
T _
#
CLOSED CLOSED g
==
S5 =y
LISTEN
"
SYN_SENT aay-*'*
ﬁlﬁeﬂ.ﬁ\l
nO SYN-REVDY
=\,
ACK =
€Q =g
Ifack‘-'_},—*][
EATABBISHED y
G:l,,ﬁﬁlﬁﬁ :l/l\ EATABLISHED

6-27: TCP =/XiESF

B—RIEF:

FFIRHAT connect BREL, MRS 88 RIXERIERIRCER, XY TCP i EIHIR L L SYN=1,
XEPE P mEN SYN_SENT(RF BEXRIX) KT, FRRSEHHIA

BREF:

IRESB[UKEERIRX KRG, WREAEEILERE, WE A ZEWHIN, ERIARSXES SYN=1,
ACK=1, XBYARZZ28FIHNT SYN_RCVD(REF U E]) IREZE P im#t N\ ESTABLISHED K%,
B=REF:

BEFRIHEWREIRS SENHIAE G, EBARSSFLEHIA, FINRER ACK & 1, TCP EEE
ZRUMRSSBEHN ESTABLISHED KT TTR=RIEF, MEEFIHSRS R ZEH A U EnE
' o

WAFRE © BRiBeERHERNERAE. RE—TMF

XA4IaRA R f5: aw-document@allwinnertech.com 45


mailto:aw-document@allwinnertech.com

( Auwiner
NIEER: R

ZREFHNERMERSBNE T EFHRKEHENFTIS, BERHBIET RSB RIEHIEN
FHS, FENGEBANERILEET

6.7.2 TCP MRiEF

A: EFER B: R&ES

= =
EATABLISHED <: . . 1 HRY
Shae Hig(ER :> e

=kl - : EATABLISHED

FIN-WAIT-1

WA
=

FIN-WAIT<® = LAST-ACK

FHFr2MSL

@ TINIE-WAIT

5

E—REF:

CLOSED

6-28: TCP FU/XiEF

A IEZS R TCP A MR IURXER, HELEBREHIE, E5XH TCPERR, EEBRBER
XEGEEB FIN=1, C# AN FIN_WAIT_1 K%
BEIREF:

REFWEEZRRIRXEBN A HHIN, BREIARXXEEE ACK B 1. AF S #EA
CLOSE_WAIT(FHrX ) K& CULEISBIHING, BN FIN_WAIT 2(R1EER 2) RS, FRER
S5E8 A BV IBUR S o

LEBTEY TCP A FHXARE, BIBEFRELREHIEELREXT, ERRSBEREZHE, ¥
FinDERER. BaEin, MRSHEIEFLBXIMHDENERHREXHA, XTRTSAUESHEL
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_%ETJI‘E—JO

BZREF!

=S ELRBEM C RixpEiE, ENAHIEMERN TCP B R, XY S &K HAEREBERX
ESWAZIE FIN=1, XBY S BN LAST_ACK(&R/EMIA) KR, FRF CHVIA.

SBIRIETF!

C7EWEI S RIEERBIR G, XA BN EHRIARSEEFIEACK E 1, AREF init
NEI TIME_WAIT (B IB)ZF) RS

N =
/IE'\ I

ITE TCPERE KBRS, BAET I BFFITIERIRER 2MSL /5, A7 # N CLOSE R
MSL Uuﬁﬂlmkﬂiﬁiﬁxﬁup, BlIR /AR AR Bl AR S5 2 R EI & P sV BIA IR RS FR SN
close K%, RSB EMBHEL N FIRITHIIR TCB f5, RMLEER 7XRH TCP &k, B4R TCP &
T%E’JEH‘IEHEI:E%F' IR —

6.7.3 Wireshark 534 TCP B3'& I jn] @

1)TCP out-of-order segment
TCP F1Eirl&,

Wireshark #|#f TCP out-of-order @& F TCP &/ SEQ number FIERFE U EIAY T — SEQ num-
ber, M¥#rH out-of-orders FEtk, HIW TCP out-of-order B¢, RAFIBER TCP ZHIAFHE
8, SEIZWIHE seq number RiELL

NE 6-29, % 4 8HIE, TP IHELUNEIIRSHA SYN ACK [, IRSBIHBXRAIEZT SYN ACK,
wireshark ¥ tt 84512 /9 out-of-orders

Time Source Destination Froto Leng! Info
6.000000 192.168.43.69 226.181.150.219 [EE 66 63115 + 8@ [SYN] Seq=8 Win=8192 Len=0 MSS=146@ WS=4 SACK_PERM=1

8.863309 220.181.15@.219 192.168.43.69 TCP 66 88 -+ 63115 [SYN, ACK] Seq=0 Ack=1 Win=1460@ Len=0 M55=126@ SACK_PERM=1 W!
B 863434 192.168.43.69 22@.181.158.219 TCP 54 6 = 80 [ACK eq=1 Ack=1 Win=66788@ Len=0

8.964813 192.168.43.69 228 181. 158 219 HTTP 443 GET KQQGIQQG 6.5. 12968 8.exe HTTP;’l 1
8.108854 228.181.15@.219 192.168.43.69 HTTP 281 HTTP/1.1 382 Found

6-29: TCP BELFHER 1

WE 6-30, % 7 BEHIE, ALULEI seq number /7 1366882 B9 TCP &, {BZIULEIT 1044834 By
a, XEHENZEMEI T, Eit wireshark #7125 out-of-order,
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Time Source Testination Prot Length Seq num Hext seq nun Info

125.218.151 1?6 90.47.21@ TCP 14?6 1362658 1364866 [TCP

segment of

reassembled PDU]

.125.218.151 1365474 [TCP reassemblad PDU]

1366882 [TCP segment of

182 739... 176.90.47.218 74.125.218. 151 TCP 80 57882 > 88 ACK Seq 705 ﬂ«ck 1222242 1'.‘1n=2

6-30: TCP BALFEER 2

MRIMEBHHIMAE0 out-of-order 8, MIFEEMEZFEIEIRAR TCP ELFHER,

2)TCP Previous segment not captured
BI— TCP 2 ER A ME

£ TCP E#ZZBIIABTE, SYN BEESIBFEILL TCP RAMIRELKE, BI MSS i5E, —/RElE
1460, MNRRZENEBLHEEANRXEKEKNEREDRT, ®OREXRNE, KRS T

“TCP segment of a reassembled PDU” , X&E6 5 FEFZERFRN ack number, BN HAB
seq number AR[@

Frotocol Length Seq mon Hoxi seq nom ek mon Imfo
TCP 68 1256 53585 36296¢- B8 DACKY Seq=1256 Ack=53585

TCP 147 b 53505 54913 1ESMNTEF segmant of a reassemblad POU]
TCP 1476 54913 56321 1256 TER, sepment of a reassembled PDU)
TCP 1476 5634 S@729 1286 TCP segment of a reassembled PDU]
TCP 1476 57729 58037 \Jadsc [TCP segment of a reassembled PO
TCP 1476 S813% 58545 1256 [TCP segment of a reassembled PDU]
TCP 1476 6a545 615953 1256 TCP seement of a reassembled PDU

6-31: TCP 3B 1

XL IEE N iZeEsEINe, BIEi— 12 B8R next seq number BIA T —MNKEIBN S /B
89 seq number, RIVREIFIT— 5 H B seq number 5 E—NEERIELRNIE, wireshark s
15 FArie A TCP Previous segment not captured. #0E 6-32, ack number 9 705 89 TCP €2
WARENDRERE, HPE—TKER 1408 73 F& B HAME

Frotocol Length Seq mum Hext =eq mum Aol guom  Info

TCP 1476 1839282 1848618 785 [TCP segment of a reassembled PDU]
TCP EE 68 785 10406.. 57882 -+ 80 [ACK] Seqg=785 Ack=1048618 Win=41
TCP 1476 18486180 1842813 785 [TCP segment of a reassembled PDU]
TCP 1476 18420818 1843426 785 [TCP segment of a reassembled PDU]
TCP 68 705 18434.. 57882 - 80 [ACK] Seq=705 Ack=1843426 Win=41

TCP 1476 1843426 1844834 TCP segment of a reassembled PDU]
. g WS ment not captur .-.'j : CP se
18448, 57082 » 80 [ACK] Seq=785 ﬂck—l@ﬂ-ﬂ-834 Win=41

TCP 1476 1847650 1849858 785 [TCP segment of a reassembled PDU]

6-32: TCP 73K 2
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FTEFENZE, Ii— MR EXL, EUEEMNEHHILELRT, IEMET, BWEAEER wire-
shark xBH B M,

3)TCP Spurious Retransmission
TCP ERE,

MR 2 RE—BEIEEY, wireshark FIMTRE L4 T EE, [FBY, wireshark MEIFEERIRIER
ack, EItt wireshark i #lEELRHEEER, AL AEREL. ETF wireshark B3
#l, MRMESETEFRENIE EREF—HRATTE, BAXKN, FRHEKREIRSHN T
BREARZERS ack, H#E wireshark #1Zl, BREEAERSHARKEILLR I ack, RTO B, fit%k
RBimERL, WE 6-33, LIEALHIT 2 XERERL, HPFRENREZAR—SHIE, HENT
EZNRE—BHIE,

Frotocol Length Seq o Maxt seq now Ack oun  Info

TCP 1476 1 1489 444 [TCP segment of a reassemblad PDU]

TCP 68 444 1489 57266 + BO [ACK] Seq=444 Ack=1409 Win=17536 Len=0 T
HTTR /XML 323 1[::33.9. 1864 444 HTTP/1.1 208 OK

TCP 68 A 1864 57266 - B8 [ACK] Seq=444 Ack=1864 Win<20352 Len=0 T

TCP B 444 1864 57266 » 8A [FIN, ACK] Seq=444 Ack=1i864 Win=20352 Le

TCP 68 1864 445 83 » 57266 [FIN,_ AOKES S8 -RRG0 Auwuivh:= v 2 oo L o

6-33: TCP EiRE(T

4)TCP Retransmission
TCP &%,

HME 2 XE—EEHIERY, wireshark ¥ 24T E%, B wireshark ZEMEIFE B RIHR
ack, H&tt, wireshark #IEEEB, ATIEA TCP Retransmission, EFIREMHIENS, R
MESERFIHNE, TCP EEF—MN ETE, AAXN, FRHEHSEREIRSHNRER ack,
TMABRARSZ IR SR INBITHNEE, RTO BREMAZFIFEL, WRNEE 2 MIER, B

1) RS mUEI TR R, RRTARMRE ack B8, ZEFELERE
2) BRSmR B EINEE, EIbBm&E TR&RE ack

SNFE—MIER, NRMESERSHAIE, wireshark REASEMSERER P IHHNEESRC
79 TCP Spurious Retransmission,

WE 6-34, 140 TCP B NEEE, wireshark NZBHRMT EERE, EHTF TRO BREEH,
UNHIEERS 45, FHLAH T HE789 RTO BESAYE],
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37 2.698289 68.191.252.1%8 192.168.43.69 TCP 66 B17 695 9898 » 53184 [ﬂEK] Seq=817 Ack-
38 2.735893 68.191.252.1%8 192.168.43.69 TCP 619 817 1382 695 9898 » 53184 [F"'-'.H, ﬂEK] Seq=817
41 2.938333 192.168.43.69 £08,191.25%2.1%8 TCP nd  Bas 1382 631d = 9898 [ﬂFK] Seqg=695 Ack-
_?sﬁma 192.168.43.69 10.30.18.135  TCP 66 @ @ 63185 + 288 [SYN] Seq-@ Win-819
60 7.785755 192.168.43.69 10.30.18.135  TCP 66 @ 8 [TCP Retranswission] 63185 + 28
72 9.791786 192.168.43.69 10.30.18.135  TCP 86 @ @ 63187 + 188 [SYN] Seq=@ Win=B19
73 18.7919. 192.168.43.69 10.30.18.135 TCP 66 8 @ 63188 + 88 [SYN] Seq-8 Win-8192
92 12,7376 219.239.83.190 192.168.43.69 TCP 54 1 180 + 62523 [RST, ACK] Seq=1 Ack
93 12,7987 192.168.43.69 10.30.18.135 TCP 6 @ @ [TCP Retransmission] 63187 - 18
100 13,7907 192.168.43.69 10.30.18.135  TCP 62 @ 8 [TCP Retransnission] 63105 + 28

A A e P T I S —— e P P T T TR e

[This frame is a (suspected) retransmission]

[severity lewvel: Note]

[Group: Sequence]
[The RTO for this segment was: 2.999812882 feconds] '
[RT n from frame: 45 s AL

6-34: TCP Ef%

5)TCP fast Retransmission
TCP IRIRELZ,

TCP SR E T R E EALHI LOE o id 2 18 B a3 E AR R pI R0, RIS (FET EURE 3 ek
3P LEEER ack RiGfA, REEEFFEESFH RTO B, HE 6-35

3258, BPIRAERS KRG ack=133251, WA R—HAZEURRIARSS I seq=133251 M9 EL;

326 €, ARSIHME N InAIX 75eq=1357T7TL WHHEE, 5 FIHNIERR, EIEFIHE 327
BEET ack=133251 &, ' FREAHAEINE) seq=133251 YL, Wireshark EE ack #xi2h
TCP Dup ACK, #/Eiit5BA RS/ LRE %,

328 €, AREBHMTFIHAX T seq=137031 RS, MASEFPIRIPEARRT, BFIHRE329E
REL ack=133251 B9E,

330 €, ARSBIRINEISREE ack, MALIREKERL, EfXT seq=133251 BY TCP 3 F,

Tima Source Dastination Protoc Lengil Seq smun  Fext seq - Ack oo Info
319 8.788162 192.168.43.69 183.283.22.163 TCP 54 418 129471 63213 » 9999 [ACK] Seq=418 Ack=129471 ¥

323 8.78B379 192.168.43.68 1B3.283.22.163 T(P

325 A.7BBA3R 192.168.43.68 183.2083.22.163 TCP

328 B.789464 183.283.22.163 192.168.43.89 TCP 1314 137831 138291 418 [TCP segment of a reassembled PDU]

6-35: TCP REEL

6)TCP Dup ACK

BE acke
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IMEREFEEILFIEEER, BaSERBIHEWEIB seq number RESL, LB EEIRSEA
EiEEEEE ack, ack BEAEEBWEIFNT— seqnumber, EEE ack HATFTETF 3 A=A
RIREL, WE 6-36,

3158, P HMAARSHAIE ack=126951 IR 15, HAET—BULE seq=126951 B TCP &, BT
—BEEWEINEIE seq=128211 B9 TCP €2, HTF seq FiELE, wireshark $1%3RRIE A TCP Previ-
ous segment not captured,

317 8, BEFmRARSBIHEE &1X ack=126951 &, F—REL, #EIHF 1o
318 1, EAUNEl seq=126951 K9 TCP €,

3198, #iIEF|seq=129471 BIFRE TCP B2 KR, RLtEFIHEIZE T ack=129471 MR 5.

Tins Sour ce Dastination Protec Lengtl Seg num  Hext zeg : Ack oun Infe

313 B.787938 183.203.22.163 192.168.43.69 TCP 1314 124431 125691 418 [TCP segment of a reassembled PDU]
314 8.787996 183.203.22.163 192.168.43.69 TCP 1314 125691 126951 418 [TCP segment of a reassembled POU]

315 8.788627 192.168.43.69 183.203.22.163 TCP 54 418 126951 63213 + 9999 [ACK] Seq=418 Ack=126951 Win=66788 Le

192.168.43.69 183.203.22.163

6-36: TCP EEHIA

7)TCP window update
TCP O E#,

HIZWA R TCP window ZERTHY, 1ZFUL/5 8 TCP window update JE B &51% 75 HEiAYEZIK
BOKX/N. 90E 6-37, TCP window Update EIBS#E® 7 /it ack, ack B5S 581— 1 &R ack
F5SHER, EXHAREE ack.

Length Seg Hzeq hel Stream index Cwin Infa
1314 2608201 2609461 453 e 7168 [TCP segment of a reassembled PDU]
54 453 2689461 a8 259568 63117 » 9898 [ACK] Seq=453 Ack=2689461 Win=259568 Len=8
1314 2609461 2610721 e 7168 [TCP segment of a reassembled PDU]
1314 2618721 2611981 3%3 (5] 7168 [TCP segment of a reassembled PDU]
2611 a8 257848 63117 -+ 9898 [ACK] Seq=453 Ack=2611981 Win=257848 Len=8
8
a8
8
8

54 453

54 453 2611981 262080 [TCP Window Update] 63117 » 90898 [ACK] Seq=453 Ack=26119¢
1314 2611981 2613241 453 7168 [TCP segment of a reassembled PDU]
1314 2613241 2614501 453 7168 [TCP segment of a reassembled PDU]

54 453 2614501 262080 63117 -+ 9098 TACK] Sea=453 Ack=2614501 Win=262080 Len=0

6-37: TCP B &

8)TCP acked unseen segment
55 ACK f8A T — P RANBY TCP FER,

XPMNEBREIR ACK RIRIE— wireshark ERFETER TCP 8, RAJEER wireshark {7 XA
B, BEMET XY in & IBRIZIRAY ack €. 90El 6-38, #RIEA ack unseen segment BB 152 AY
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ack=2721, BEBRERIRN seq=1361 W&, BHEIXD ack ERIRT seq=1 W&, BHTF seq=1
MEEEME, Eik wireshark ¥ &5 ack #7129 ack unseen segment. }A"FEE’\JEL_‘EJ%D 52|
FHIRELRIRT ack=2721, WAL IHAIZD seq=1 WE, WimtWET, AL wireshark 7]
BERIMT ME.

Frotoo Length  Segq Hzeq hek Strean index  Cwin Intoe

GTP.. 148 475 529 228 e 65308 Response: 125 Data connectlen already open; Tran
GTP.. 117 213 248 479 1 17282 Request: STOR BOhf281811261780.cnw

GTP... a a 3 16384 1888 - 2367 [SYN] Seq-B Win-16334 Len-8 M55-1460
GTP.. [’\‘}94 479 248 1 65296 21 + 1878 [ACK] Seq=479 Ack=248 Win=65296 Len=@
GTP... 90 228 529 ] 17152 1877 -+ 21 [ACK] 5eq=228 Ack=529 Win=17152 Len-@
GTP... 1458 2721 4pa1 1 2 17680 FTP Data: 1368 bytes

GTP... 955 4881 4945 1 2 17688 FTP Data: 868 bytes

6-38: TCP HIA5E1R

9)TCP ZeroWindow
TCP 5ﬁ£jJ?[:2|QDyg Oo

HRIXIHE BREAFIFRIRAIEBORZERRY, =IiSaEWIE TCP window #RE/)\, HIZFWIHTE
& ack BHH#EHHY window size=0 B, wireshark #5712 TCP Zero windows IthE & XIS E (S 4%
#uRE, HEIREIEUIE window size!=0 FIFRE.

Langth Sag Waag Aele Strewn inday Cain  Indl
94 1571 - EE 14 6581 sags AsASS) [FIN

£l

ACK] Seq=1571 Ack=593 Win=6581 Len=@

Seq=0 Win=16384 Len=8 M55=1418 SACK_PERM=1

15 16384 48979 - B [SYN]

d [
192 d 1 15 16384 #8 + 48979 [5YN, ACK] Seq=0 Ack=1 Win=16384 Len=0 M55=136@ SA(
9a 1 1 15 17680748979 - 88 [ACK] Seq=1 Ack=1 Win=1768@ Len=@
638 1 549 1 15 17688 GET /favicon.ico HTTP/1.1

6-39: TCPBENE AN 0

10)TCP window full

TCP window .

EBENARRELAZNVBIBEELAINESETON LR, AXREELX, FHEMNEKEORNE
H

Ro

WE 6-40, BEFRIHARSIHAZIEDN ack ki, AT —8UEIR seq=288961, BIEZKEOXE
960, IRSBIHEWEI ack FXIET 960 F E’J*ﬁl?}%, TCP window full, &, len=1004 % IP
BNKE, EEREIPX44FT, B0 FH,
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Tp Fro Sag Hseqg hek Cwin Strean lan Info

494E0 TCP  2B82601 2834001 296 15872 2 1444 [TCP segment of a reassembled PDU]

49480 TCP 2834001 2835401 296 15872 2 1444 [TCP segment of a reassembled PDU]

d04B0 TCP 2885401 2336801 296 15872 2 1444 [TCP segment of a reassembled PDU)

49480 TCP 2886801 2838201 296 15872 2 1444 [TCP cegment of a reassembled PDU)

49480 TCP  2BB3201 283%601 290 15872 F 1444 [TCP segment of a reassembled PO

BO TCP 296 2888201 2336 2 44 49480 — B0 [ACK] Seq=296 Ack=2888201 Win=2336 Len=0

296 BEOE 2

20 TCP 44 49480 — 80 [ACK] Seq=296 Ack=2880601 Win=960 Len=0

Flerciindow] 49480 — 80 [ACK] Seq=296 Ack=2800561 Win=0 Len=0

6-40: TCP &7

11)TCP RST
TCPEE,

= TCP NEREEEZEN—TMAN, B flog PRI reset=1 tric. = TCP EETEABIEEN
4 RIEFEEREN, —7 EJML.L‘IE%?%FE reset f75H) TCP B1455R TCP &E#%,

NE 6-41, RixF@EST 2 D TCP AREEHYE, BEF, B HEXARELRET TCP win-
dow=0, ILREFHFERELRE, ZEEEERET TCP RST 1712, BRTF, TCP &, BNH

BERRAEFRARRT, SREEXBIELEEST, ZEEWHERFKIE T TCP reset Bl TCP
Eo

Langih Seg Waag Ack Stream index Cwin Infu
1118 1825 2049 el 6 6996 [TOP segment of a reassembled PDU]
1118 2849 3073 CEN) fg G896 \[TCF =egment of a reassembled PDU]
1857 3873 4836 637 o0 BSSEHTIP/1.1 280 OK (text/javascript)

98
98
98

1793 5 17680 [TCP ACKed unseen segment] 47398 +

1863 4
1753 5

B|[TCP ZeroWindow] 48518 - 88 [ACK]
[TcP Zer'i:rh'indw] 47399 + 80 [ACK]

El6-41: TCP &ZEE

6.8 HTTPS ;&g

BAEEMN HTTPS IERNAMI R T:

1)TCP = xiEF.
2) f M TLSv1.2 i#1T SSL 8 F-
3) EREFEFNEZAX HTTP #ITINEE .
4)TCP MR3ZEF,

MEDHh—TIFERIZ:

1)TCP 9= RIEF (SYN, SYNC ACK, ACK)
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.9 143 59?148214 192 168.43.1 192.168.43.237 190 Standard query

H2 140.695944585 192.168.43.237 221.204.14.152 TCP 54 42510 -~ 443 [AC

6-42: HTTPS 7itg 1-TCP = XiEF

AR DNS ##4f, [SERE TCP BIIERMNTE, AfFREFIREREERE, TR HRRS
B|AEIE SYN X, RSB[/HWEIZEEE SYNACK I, ZEEFPIHBERRS SR AE ACK Hilo
BE=RRE, —1 TCPIEEMBILERT

%EEE BZ, MEREB HTTP hiXRIRLE, B TCPEEZfE, MAMUERABBEET, BF
I A] LA HTTP iE3K, RIERARSS S ETTE, ARSJSHSRBERHITMN, EEXTIER
TENETMER, FRAEREEN=S.

ﬁlgﬁ :_F TCP E’J/E’H]ﬁ, —FE?‘K_AI]ZI_EIE;:F# 1—_]- 12 TLS 1.2,

2)Client Hello

1142 140.695944585 192.168.43.237 221.204.14.152 TCP,
1143 140.696250367 192.168.43.237 221.204.14. u 277 Client Hello
1144 140.810486178 221.204. 14 152 192.168. 43.23? 54 443 — 42510 [A

A4AR 440 S820RQ3INRS 2341 304 ARD 409 480 b 1= Jr S A078 Carver Halln

54 42510 — 443 [A

ecure Sockets Layer
© TLSv1.2 Record Layer < Handshake Protocol: ¢lient Hello
Content Type: Handshake (22)
Version: TLS 1.8 (0x0301)
Length: 218
~ Handshake Protocol: Client Hello
Handshake /Type: Client Hello (1)
Length: 214
Version: [TLS 1.2 (©0x03083)
» Random: @24080154a5fcb9885ddc621859c9366ac05485adchaf7le. ..
Session ID Length: 32
Session ID: 048dbdcb3dfc6ee78ag26719e0e31le23balf223668bce7ea. . .
Cipher Suites Length: 30
~ Cipher Suites (15 suites)
Cipher Suite: TLS.ECDHE_ECDSA_WITH_AES 128 GCM_SHA256 (@xc®2b)
Cipher Suite: TLS_ECDHE_RSA WITH_AES_128 GCM_SHA256 (0xcB2f)

ransmission Control Protocol, Src Port: 42518, Di F‘rt ‘Eq 1, Ack: 1, Len: 223

6-43: HTTPS i#Z 2-client-hello

BRHAIZERN, BT TLS #F MY (TLS handshake) B—EF4%, HRBEEZFHA— Unix
BB (GMT Unix Time), —YREHBIFTS (Random Bytes), T EIE T B ki S B ELR
(Cipher Suites)s

ERELSNED, FENEEEMEY BEY, XERTHTAT

Client Hello BB BIRLEMATF SYN, BFPHENRS B[ AHECINE LSS, BEITEMHIERAR
SHEPHNER. XEARRIEFFIHIES, FrL Client Hello iR AXERS,

3)Server Hello
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1144 140, 01U4t01it ££1. 204, 14,102 1YL 100 .43, 37 L 24 443 — 42219 |4
1145 140.829593058 221.2084.14. : .43. TLSv1l.2 1878 Server Hello

1146 140.829645388 192.168.43.237 221.204.14.152 TCP 54 42510 -~ 443 [
1147 140.870577383 221.204.14.152 192.168.43.237 TCP 1078 443 — 42510 [y
1142 140 STFRARMIEAII2 107 188 AT 32T 23731 72RA 14 1ARTD TrD BEA A284/@ . Aa2 I,

-ansmission Control Protocol, Src Port: 443, Dst Port: 42510, Seq: 1, Ack: 224, Len: 1024
:cure Sockets Layer
TLSv1.2 Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.2 (@x8303)
Length: 76
~ Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 72
Version: TLS 1.2 (@x8303)
» Random: 08584b4785336b30cb83e55f131b2f70357c05f03aa84bs3. ..
Session ID Length: @
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)
Compression Method: null (@)
Extensions Length: 32
» Extension: renegotiation_info (len=1)
» Extension: ec_point_formats (len=4)

6-44: HTTPS 7i#2 3-server-hello

RS2 &IXRY, BHEET TLS handshake, WA BIEIRS 238 GMT Unix Time LA Random
Bytes, M EEXVUMABRER, XNERZB[BSBECEFNELLBLXATE P iE, UWET
B IR #HITIRIIE,

Server Hello BRsLZIRSFS S EF IR AT E CHEE, UETEEIEE.
AILAEH SiEEFE T ALS_ECDHE RSA_WITH_AES "256_GCM_SHA384 1Nz B4, f#RRaNT:

PIRMEE, BT AERERP RS RS2 ZEIEREFHSERNMEAE, ARINEEEHE RSA,
Diffie-Hellman, ECDH, PSKZ%F, XE3i%1¥7T ECDHE,

mEEZ% BFMZEER, ZEMERESHEERNMT, DR EANKENTBRERN
KE, tb40 DES'56/56. RC2 56/128. RC4 128/128. AES 128/128. AES 256/256, XEi%$FT
AES,

WSGAMEE R (MAC) Bi%, BTEIZHRXEE, MEREENTEMN (RBERENR), FE8iE
MD5, SHAZ, XEEET SHA384,

PRF({AFBMNERRER), BFHER “master secret” o
SIERIXT 32 FHRENEK so

4)Certificate
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1148 140.870608118 192.168.43.237 221.2604.14.152 TCP 54 42510 -~ 443 [ACK] Seq=224 Ack=2849 Win=32768
1149 140.880367436 221.204.14. B .43, TLSvl.2 1078 Certificate [TCP segment of a reassembled PDU
1150 140.880399395 192.168.43.237 221.204.14.152 TCP 54 42510 -~ 443 [ACK] Seq=224 Ack=3073 Win=34816
141841 140 AAENERA28 409 4688 A2 2727 4092 468 A2 A nMc 4m1 Standard nanarv AvadfRa A tructaciad_onren dindit

Transmission Control Protocol, Src Port: 443, Dst Port: 42510, Seq: 2049, Ack: 224, Len: 1824
[3 Reassembled TCP Segments (2892 bytes): #1145(943), #1147(16024), #1149(925)]
Secure Sockets Layer
+ TLSv1l.2 Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
Version: TLS 1.2 (@x0303)
Length: 2887
« Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 2883
Certificates Length: 2880
~ Certificates (2880 bytes)
Certificate Length: 1489
» Certificate: 3082085cd308204b5a0030201620210259b2c5f7b9e315090. .. (id-at-commonName=www.52pojie.cn)
Certificate Length: 1385
» Certificate: 308205653082044daP0302010202103a100e7f109elac59c... (id-at-commonName=TrustAsia DV SSL CA - G5,id-at

6-45: HTTPS 742 4-certificatel

E—> cert 2 52pojie MISAYIEF, A cert @& E trustasia HAFRVIEF,

1145 149.5/UDUELLE 192, 108.43.£3/( ££1. 204,148,102 1L D4 42218 — 443 |[ALK]
1149 140.880367436 221.204.14.152 192.168.43.237 TLSvl.2 1078 Certificate [TCP
1150 140.880399395 192.168.43.237 221.204.14.152 TCP 54@A2518 — 443 [ACK]
11841 1A @EORREAD?Q 1079 1880 AT 2927 1072 188 A2 A1 nac 4@l Ctandard anoru Qv

Certificate Length: 1489 b B
~ Certificate: 388205cd388204b5a0030201020210259b2c57T7b9e3150984 .. (id=at-commonName=ww
~ signedCertificate
version: v3 (2)
serialNumber: 8x259b2c5f7b9e3150905d25098d03171e
signature (sha25aWithRSAEncryption)
issuer: rdnSequence (8)
validity
subject :/ rdnSequence (8)
» rdnSequence: 1 item (id-at-commonName=www.52pojie.cn)
» subjectPublicKeyInfo
» extensions: 8 items
» algorithmIdentifier (sha256WithRSAEncryption)
Padding: ©
encrypted: 79d4f13e@8eb2c2e7108fce507f357cab27d461815a464bb. . .
Certificate Length: 1385

{4 v v v

6-467 HTTPS 74z 4-certificate2

XE A LERTSIEBRIFARE R

RSB/ HEBZ P ImAIXR, KIBET TLS handshake, ©—H#&#0 Server Hello ER—N TCPIRX
hEx, BN, XERS[BEBCHRFIEPRELAEF I, TRHEMHS ’_‘IE%LlIE, s
NEEIE, B ImsTETEFRLEE,

NRBERE P IHRMIEBAIE, Client Hello FEHMSEREZRX, Exe—HF, MAEHE
7o

5)Server Key Exchange #1 Server hello done
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1151 140.885055428 192.168.43.237 192.168.43.1 DNS 181 Standard que;y Biadﬁé A trustasiaZ-ocsp.d
40.958249486 .204.14. o JakEl, TLSv1.2 302 Server Key Exchange, Server Hello Done
1153 140.958278564 192.168.43.237 221.204.14.152 TCP 54 42510 —~ 443 [ACK] Seq=224 Ack=3321 Win=36
1154 140 QRZPERRAERT? 107 188 A2 1 107 1R\ AT DT nue 150 Ctandard nnarv racnanca Avadfa A troctaci
Length: 333

~ Handshake Protocol: Server Key Exchange
Handshake Type: Server Key Exchange (12)
Length: 329
~ EC Diffie-Hellman Server Params
Curve Type: named curve (8x03)
Named Curve: secp256rl (@x0017)
Pubkey Length: &5
Pubkey: 840dele8f19f2bd3fifa3b3def385c47e00fd49004bb4adl. ..
~ Signature Hash Algorithm: @x@681
Signature Hash Algorithm Hash: SHA512 (6)
Signature Hash Algorithm Signature: RSA (1)
Signature Length: 256
Signature: 529c5c19bcf6d67bbea96befad®4b2126ef91ffeb75380af7. ..
Secure Sockets Layer
v TLSv1.2 Record Layer: Handshake Protocol: Server Hello Done
Content Type: Handshake (22)

6-47: HTTPS 77i#2 5-ServerKeyExchange # Serverhellodone

AILAE R ECDH ZEARIRE %, 1EEMERLZ secp256rl, BB ARZET DH BEEMEN QA%
Co

ARS385%1%M, BT TLS handshake, —f&tB#1 Server Hello 5 Certificate#E—" TCP IR+,
REBEBCHRBBHERA TR iR, RAFERNE ECOHE, XEFHmINES: MHEi%
WEE, UkA %HE’JTEO XN ER %Hsc?ﬁ’rm!ﬂ’]—ﬁﬂﬁj‘ RADE HE AR

fR$5838 %2 1X8, BT TLS handshake, —#&t 0 Server Hello. Certificate # Server Key Ex-
change f£—> TCP &3¢/, 77F Server Hello #ll Server Hello Z [E]fY @RS B ELE FimHI R
. PRUAXBE R Fims B &ixLlient Hello Dones

6)Client Key Exchange #1 Change Cipher.Spec

1154 140.962565862 192.168.43.1 192.168.43.237 DNS 158 Standard query response Bxa
1155 148.963733424 192, S . 23 221.204.14.152 TLSwv1.2 180 Client Key Exchange, Changsg
1156 140.963831524 192.168.43.237 69.58.181.240 TCP 74 54642 — 80 [SYN] Seq=0 Win=
1167 141 118108431 221 204 14 12 109 1A8 A2 227 TiQud 2 217 Maw Saccinn Tickat rhanna

Content Type: Handshake (22)
Version: TLS 1.2 (8x8383)
Length: 7@
+ Handshake Protocol: Client Key Exchange
Handshake Type: Client Key Exchange (16)
Length: 66
v EC Diffie-Hellman Client Params
Pubkey Length: 65
* TLSv1.2 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
Content Type: Change Cipher Spec (28)
Version: TLS 1.2 (8x8303)
Length: 1
Change Cipher Spec Message
r TLSv1l.2 Record Layer: Handshake Protocol: Encrypted Handshake Message
Content Type: Handshake (22)

Varcinans TIC 4 2 [(Qw@202)

6-48: HTTPS 72 6-ClientKeyExchange #1 ChangeCipherSpec

XE CRIXT DHEEMBENARL S, URNETEFERS S #HITRIE.

BPIH&RIZER, BT TLS handshake, EFIHWEIT RS 2889IEHHITIOIE, tD%SﬁﬁEi@_ﬁT,
REBEFATEMNTE, ARSBLAZECHLAEEH, SRSB|BUIIZEHTHRFTE, @
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AILMEEERT, XEFFHER EEZITER TR,

T)server change cipher spec

IS IR NI I IO INE N ITEET FITEETIEICIER TCP T4 B4642 — BA SN] Seq=8 Win=, 2!2EG Len B MES=14668 SACK_PERW=1 TEwal=1T

1157 141. 118190431 221,294, P 192, 164, 43, 207 TLSwl.2 J12 Mew S Al
1158 141 . 168300288 197,168, 43, 237 221,204,114, 152 TCF 54 42518 n=38013 Len=p
1158 141, Z14655378 192,166, 43, 237 6058, 161, 249 TCR 7d 54644 ~ W «.-"“1] Seg= '3 '.\'ll :920‘0 LE‘II ¥ RS5=1460 «.-"’JCK PERM=1 Tival=17

TIEE 141 AVBAAIIES AE ER AR D40 w0 AR A% VT Fro FA BB _ SARAD FEvel  ARET Essc@ Aebed Wlacd9HA 0 el BEE=1ASE FRual=i8n8

ransmission Control Protecol, Src Porc: 443, DST Port: 42518, Seq: 3321, Ack: 358, Len: 258
ecure Sockets Layer
r TLSwl. 2 Record Laver @ Handshake Protocol: New Session Tickel
Content Type: Handshake {22}
Version: TLS 1.2 (@x@383)
Length: 2632
= Handzhake Protocol: Mew Session Ticket
Handshake Type: New Sesslon Ticket (4}
Length: 198
» TL5 Session Ticket
* TLEw1.Z Record Layer: Change Cipher Spec Protocol: Changs Cipher Spec
Content Type: Change Cipher Spec (28)
Wersion: TLS 1.2 (8x8383)
Length: 1
Change Cipher Spec Message
TLSwl. 2 Record Layer : Handshake Protocol: Encrypled Handshake Messape

6-49: HTTPS /it#E 7-serverchangecipherspec

S imfsE A Tlcket 75 N 1Ff# session JRZ, 7E Server Change Cipher Spec Z HifA BB &% New
Sessmn Ticket HE, XERMAHRT . XE SMBIEFHEHELS C #HITRIE,

EPIRERS LXMW, BT TLS handshake, XIRE Key Exchange’&&, KRB CER T H#
ZEA, BN FUESRERESR, FRMNEHRHRITES

8)Encrypted Handshake Message

ERImNERS I LIEN, BFTILS handshake;, BEKERE Key Exchange K1X, XER#HIT—
Tk, —7AESNNIRIERNEZRNZ —REEHRRXAX T, WRBRMNEERTIR
E"Jig, Wﬁﬁ.‘é‘_ﬁﬂuﬁ#%o

XEEINZ AR — AR 2 NP REFEY, WA EFIE
9)New Session Ticket

AR5588 2ixRHY, BT TLShandshake, RSZFBLEFIn— 1T =1E, BAMEBE—KRINEZA (ERY
BYEIZIRZA0), RAEURINISHRBZRHITES. MXLE, MEBEERFISE.

10)Application Data

1171 141.840183004 192.168.43.237 221.204.14.152 TLSvl.2 1271 Application Data

4472 1441 SEQAGQIARI0 A0 KR 18941 724AR 1407 188 A2 227 TrD BRR AR . RARAD TAarwkl

-ame 1171: 1271 bytes on wire (10168 bits), 1271 bytes captured (10168 bits) on interface @
‘hernet II, Src: HonHaiPr_b9:52:b3 (98:48:9a:b9:52:b3), Dst: HuaweiTe _085:083:46 (24:1f:a0:85:0
iternet Protocel Version 4, Src: 192.168.43.237, Dst: 221.204.14.152
-ansmission Control Protocol, Src Port: 42518, Dst Port: 443, Seq: 350, Ack: 3579, Len: 1217
icure Sockets Layer
TLSv1.2 Record Layer: Application Data Protocol: http-over-tls

Content Type: Application Data (23)

Version: TLS 1.2 (8x8303)

Length: 1212

Encrypted Application Data: 0000000000000001f0113b8a24afb2f72dc8970b0564falg. . .

& 6-50: HTTPS 77t#2 10-Application-Data
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NARNEE, BINERN, EREARMNDELRNZERME, F9FEI8 Wireshark FAIE
ARS3ERATPAER, FRUUXBRBIERRERT, FAE Wireshark P AR XRIER.

11)Encrypted Alert
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