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2.1 R5EcE

2.1.1 HDCP 1.4

e menuconfig

CONFIG_HDMI2_HDCP_SUNXI=y

e board.dts

hdmi_hdcp_enable=1;

2.1.2 HDCP 2.2

(388
BEENXHFFET HDCP 1.4 #1 HDCP 2.2 Ik, BRIASKEEIRER HDCP 2.2, & HDMI EUIGHEFZIF HDCP 2.2, MESEiR
A HDCP 1.4,

e menuconfig

CONFIG_HDMI2_HDCP_SUNXI=y
CONFIG_HDMI2_HDCP22_SUNXI=y

e board.dts

hdmi_hdcp_enable=1;
hdmi_hdcp22_enable=1;
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HDCPLoad.exe -v14 -count <[RIAZZ AR ER1Z>
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HDCPLoad.exe -v14 -prefix hdcplp4-rangerd-2 <RIAF AN IR~ BB 2>
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count EREREFIHFEENFERI K

prefix 5ERIEXHHE, FIE0: hdcplpd , MMEEM A hdcplpd_l.bin, hdcplp4_2.bin &
range IBESZSCE, Fl: 12, SEE: [1,2], EERES93EE 1 MIE 2 MIRBZH.
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Magic Mumber 4 Magic number, Value is 0x53a5ak5ha
Version 4 Version of the structure

Length 4 Data length from start,but not include CRC
RAK 16 Random 128 bit AES CBC key in big-endian
HDCP key 308 Encrypted HDCP key

Padding 12 Padding HDCP key length to 16 bytes align
MD 5 16 MDS hash value of raw HDCP Key

CRC 4 CRC32 value of the above data

3-2: 368bytes FIZREALARY

3.2 %% hdcp_1.bin

3.2.1 fgE DragonSN {4

1. ¥T7 DragonSN, =&k FAREE key ;
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THEERIERIATHE . HDMIRX iR (30 EB4R) FEXH HDCP 1.4Thae, SNEHABKRK!

o IXEHEREfERE HDCP AR IAUE

echo 1 > /sys/class/hdmi/hdmi/attr/hdcp_enable

o HB[FREYHDCP K

busybox hexdump /sys/class/hdmi/hdmi/attr/hdcp_status

0000000 0003

# AW_HDCP_DISABLE 0
#AW_HDCP_ING 1
#AW_HDCP_FAILED 2
#AW_HDCP_SUCCESS 3

o JNIERBYARRTS %

1. EMHIABHERIGRSIER S IER;
2. NREFM, ERAMNONNEE aksv RIS EE—E, AL ARF ZRHITITLE.
3. MINERIIRITTEF B HDCP, IREAAEE HDMI T2 MihBhARR ;
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4.2 4R hdcp2pkf.bin

hdcp2pkf.bin: B—HKEN 16 bytes BIEHN#, X MEAIRBEIEFEERLEMK, BE—BHET
REFTE—EERFH!

XERM—NERERBENSN G, BAEAIBEN.

dd if=/dev/random of=hdcp2pkf.bin bs=16 count=1

4.3 E£ gk esm.fex

4.3.1 [FIGEHRIRIE

DCP EALEIE AR HDCP 2.2 BIAXMHE—1 445 FHH HEGIX MG, B TR,
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4.3.2 iE1T7H7s

¥ ERT B 4L hdep2pkf.bin M1z F BT EEIMNRIBRZHFAKE esm sdk B vendor BRT,
AT build.sh iz, ZEEME esm.fexo

% vendor FTHIXHRIFEZK, FEELR build.sh iz E mxI Y FR!

package_to_custome:
F——build.sh  -—#RiZHIZs
F——esm.fex --—-RELEMMIIXHE
—— esmtool
F——firmware

| F——esm_config.i

| ——/firmware.rom
—— README.md
F——utils

| F——aictool

|  F——esm_swap

| F——hdcpkeys

| ——sample.aic
L——vendor

F——hdcp2pkf.bin  —&ERAREEL—E=T
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4.4 1% hdcp2pkf.bin

4.4.1 B2E DragonSN (¥

1. ¥T77F DragonSN, |fA TAMN BE key ;

s DragonSN V3.0.1

rnac|| |

MEehstae LlwEwr LmSssssgkey  Udkans Modgs

F40,
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4.5 N esm.fex
LAIEEHRET 2 #5EME ESM Bl

1. @I =R

cat /sys/class/hdmi/hdmi/attr/esm_dump
cat esm.fex > /sys/class/hdmi/hdmi/attr/esm_dump

2. @ ioctl 10

CMD:
HDCP22_LOAD_FIRMWARE

PROTOTYPE:
intioctl(int handle, unsigned int cmd,unsigned int *arg);

ARGUMENTS:
handle
hdmi IR=HE4H;
cmd
HDCP22_LOAD_FIRMWARE
arg
arg[0]73 esm.fex B4R ;
arg[1]4 esm.fex XHKE;

RETURNS:
RMTh, @O0,/ BN, REKBS;

4.6 IHEELSIIE

THEeJOIERYATHE . HDMIRX U (f5I30: BB41) F/EZHF HDCP 2.2 Thgk,

o IXBNEEfERE HDCP FIRIAIE

echo 1 > /sys/class/hdmi/hdmi/attr/hdcp_enable

o ER[FREY HDCP TS

busybox hexdump /sys/class/hdmi/hdmi/attr/hdcp_status

0000000 0003

# AW_HDCP_DISABLE 0
#AW_HDCP_ING 1
#AW_HDCP_FAILED 2

AU FERY!
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#AW_HDCP_SUCCESS 3

o MRBTHHTEN, NHERA esm.fex EREHMEIAFHEH, FEEFNTIRI M,

The HDMI RX support hdcp2.2

Wait for mailbox message timeout.
Failed to set FW_VLD bit (no response)
esm init mem failed!

[esm-error]:esm boots fail!

o JNIERMBYARRTS %

1. EFRIARRERNRRIEZSIER;
2. BIARREIRNFEF B HDCP, BEXREE HDMI T2 MiHhBhARR
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1. WfeTHaIA SR R iR S F R LEhii 489 HDCP?

cat /sys/class/hdmi/hdmi/attr/hdcp_dump

Txuse hdcp 1.4

Txuse hdcp 2.2

Enable HDCP

HDMI MODE: HDMI

esm firmware addr:0xa6080000 size:0x40000
esm data addr:0xa6060000 size:0x20000

Lowlevel Part:

Txuse hdcp 1.4

Tx use hdcp 2.2

Enable HDCP

HDCP hardware has been Enable
HDMI MODE: DVI

2. JOfeTiRE SANAY HDCP RE?

busybox hexdump /sy_s/class/hdmi/Tdmi/attr/hd?p_gtaas

0000000 0003

# AW_HDCP_DISABLE 0
#AW_HDCP_ING 1

# AW_HDCP_FAILED 2
#AW_HDCP_SUCCESS 3

3. W{aiHE SE1fE ARy HDCP 3881?

busybox hexdump /sys/class/hdmi/hdmi/attr/hdcp_type

0000000 0001
#DW_HDCP_TYPE_NULL -1

# DW_HDCP_TYPE_HDCP14 0
#DW_HDCP_TYPE_HDCP22 1

4. FF/E HDCP BY, ¥ “esm set capability fail, maybe remote Rx is not 2.2 capable!” #0falfi#
2

A=A E R echo 1> /sys/class/hdmi/hdmi/attr/hdcp_enable, FJEER esm BEIRE.
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