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CrashDump B2ETFEM— MO TRZERM T B, Y Linux RERZEERRNIE, TLUE
KEXEC+KDUMP A RN ERIZE R Z BINATE, E£HM—MEEXH vmcore, RIZFAE BT S
MriZ vmcore XX FLR] LUZ BT NZER RV RE, MM TIRERARNARBS#H, TEBRTF IR

TEEZ=R:

e Android REAFHESHI R, ANR EFRH
o Linux RIZEX4 Panic Oops BEJRIAIER. FEEiIRIER
e Linux 1ZZ& Memory overflow R#EEE. OOM R7ES ERS ¥ (5] 21

2.2 ERECE

2.2.1 menuconfig BigE

Z linux-4.9 HZFH linux-5.4 81, BEH#HNFIANZERER, #1117 make ARCH=arm64 (32 &%
%$¥ arm) menuconfig, BLE LN EIN:

CONFIG_SUNXI_DUMP=y.
CONFIG_PANIC_TIMEOUT=0

7E linux-5.10 3¢& linux-5.15 1, FEIEAZ menuconfig BE LA Tk :

CONFIG_AW_CRASHDUMP=y
CONFIG_PANIC_TIMEOUT=0

2.2.2 ditsBi&

crashdump DWgE R FEEE dts #HITECE.
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crash dump #IEZ BN A

31 THEECE

CrashDump FEREE2EN dump TEHITER, IEHENKZFER TigerDump TR, —L4k
RER PhoenixSuit B (1.12 RRASLART) WA LASSIUX M IERZENThEE, TEXS XA
N FERBITNA:

3.1.1 A TigerDump #17 dump

@

1. TigerDump BYREERILAM APST BRI FRFHITRE:

\ BT
‘ \ PhoenixSuit PheenixCard  debugview

* et

= =8 VERSION:V1.0.3 9,81 T ZiT
FLATFOEM A100
[] x1D(18) .
111111
0. 86 Tk &7
B oTT(16)
1“(12) i 1 o
VERSTON V1 1.4 10. 551 Tk 1&1T
= ToT(20) PLATFORM ALL
) DragorlAT i | o
* CDR(1T) ¢ 2 weonvos 25, 46 Tk BAT
== PLATFORM:RIG/E18
coD (15)
TigerDump | ek =
VERSION: V1. 1 5. e ok BT
PLATFOEM: ALOO,/AS0/H3/T507
DrazonFace i | o
% VEESION:¥4.0.3 5. GEM T I&1T
m—  PLATFORM: ALL

Copyright(C) Mllwinner Technolozy CO., LTD. 2015

3-1: TigerDump &%t

2. BEZERITHRMY, R TEEE DUMP DDR (K/NETHARAFRIVRE) . FEXAR
EE, RZBRWMY crash BELTZERBINB2UFRESHE, RYIUEEEERSAIEHN
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hRE!E) DDR (58, HIEHMERINTERE:

2 EEREERITE
RFAE 21 BERE
BRI EERET: 2RELAD
221 ERREETE
longanfE androidfiE RS 222 BHURIRRE
THIEE &
ic board kern_ver arch TARGET_ARCH lunch dramBFE dram3$51 pmu wifi
b3 linux-5.4 arm arm ceres_b3-<VARIANT> 1/2GB AXP707 XR829 | EFMEIEHA1I3 FRGH
[ os ]| tinuxsa armsa arm ceres b6 <VARIANT> [17214ce AXPTI7 | AWS69A | EAEIEIENA133 FIRTH
A133 al33 ads6310vc | linux-5.4 armé64 arme64 ad86310vc-<VARIANT = 3GB LPDDR4 AXPT17 AWB69A | A13355EP25HEL
ad86310vat | linux-5.4 armé64 arme64 ad86310vat-<VARIANT> 3GB LPDDR3 AXPT17 AWB869A | A133558P25THLEL, CPU1.8G
pEI’fS linux-5.4 arm arm perf5—<VAR|ANT> 1GB AXPT17 XR829 | A1331.8G peﬂSﬁﬂ[ﬁ
b7 linux-5.4 armé64 arm b7-<VARIANT > 4GB LPDDR4 AXPT17 + #bZEdcde | AWS6E9A | A133 1.8G [REM
H618 h618 p2 linux-5.4 arm64 arm apollo_p2-<VARIANT> 2/4GB AXP313A AWBE9A
B810 b810 evb1 linux-5.4 arm arm epic_evb1-<VARIANT > 2GB AXP717 AWB59A
T507 1507 demo2.0 linux-5.4 armé4 arm mercury_demo2-<VARIANT > 2GB AXPB53T XR829

3-2: TigerDump B2 &
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" DUMP FLASH (1)  DUMP DDR FzhdumpDDR
'*:—-)/"I ﬁlﬁ
7k | D:\dump_dram desis | Ao [s12M
HE

HE 0%

select DUMP DDR option.

I I~ =

3-3: TigerDump EEE&

3. SASSTEREA usb Su%EiE/ W, /WA oops RIBAFR GG, REFMEILLBEEN dump %1
EIMREENE,

AE: WFEMA TigerDump V1.1 KB ERRZS dump HREEIE, ERE LA decrypt 31T
A%, BiBZ crash TR, A{&&if TigerDump TRBREA,
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3.1.2 decrypt TEERNA

*F crashdump T A TigerDump, dump ddr iNZEE3ET N A##2 T EFRIREN T,

MEZRRA: RIF ddr B
PNESLIN: TigerDump TH V1.1 XU ERRAS, dump ddr #3EBY & Boh5Em il
BT EANEA

RRZs: V1, IFtE: Linux
wmeHE 3%, NTEFFT. ATEREE, WEERERE,

fgngdungxiu@AwExdrnidEE:=flinux-des .fdecrypt -h
TigerDump-DecryptTool, VERSION:1
Usage: ./decrypt [options] command arguments... [command...]

-h, --help _ Print this usage summary and exit
en datafile endatafile encrypt datafile to endatafile
de endatafile dedatafile decrypt endatafile to dedatafile

3-4: decrypt-user-guide

e ./decrypt-h: BRIRRER
o ./decrypt en [REHEX (4 TR EEBRARINZ BUR N TR
o ./decrypt de MNEBHIBX A TR R FRBEIMIBNHZERE (FEFALHD)

3.1.3 fEF PhoenixSuit #1F dump

o {24 PhoenixSuit.cfg X: TFWEHGIEZ R, TELARE Crashdump HIRERE (RE
FEHIT dump BIHITELE, FFEMEHESR) , 7 PhoenixSuit WREBR, #E Phoenix-
Suit.cfg XX, ‘dump HBXHIEREIN T :

[dump]
enable=1

size=2G //XE&RTdump 26IRFEAR/), BEXNEHENRNFRIRE,

EER | SRAMECREER) EHEX #IE
path d:\dump_dram BFEZEY dump $HEEEER ZERBEEEFR
size 1024M R P B = dump SR BRI $F+g/G/M/m
start_addr 0x40000000 FBFEZEXE dump $IEHT dram EEHENE | B dram MU B X EERE

3-5: PhonenixSuit config dump.jpg

XHRRIZ;
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a.BUAREECE C:\Program Files (x86)\AllwinnerTech\PhoenixSuit)
b 3BT ATPSZ2E7ED%E D:\AllwinnerTech\APST\tools\ADFEF74D-6D16-463d-8A5B-9B1C09F96541

o ¥4 dump: ERGRERZGE, FH USB &R PhoenixSuit, JFRFEETE phonixsuit TR L%
P—PEH (’—E/J\MIELZFJE’JIEI##EH) , SRARIBLEEER Dump 15,

(\ PhoerilSuit -‘I,

BT e\ En616_android10_p1_card0_1205image1. -.mg'
_%Hﬂﬁmm RIFLT B T8 raRa E)

EHE. DNERMIAER, HHEE.

-6: PhoenixSuit v1.12 A< 55

o WIRZEMFA 1.17 kiR PhoenixSuit, smE—RRNITEEEIRH, B iE/E,
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}(‘/ PhoenixSuit

— R

BEHASEL)  FER 1130

I -] E:\build_testia133_linux_b3_card0_secure_v0.img - -
—

O g R TH(O THIEHE) Opsiehs @oREsAE | 28850
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File Edit Capture Options Computer Help

Edd | 4| &~ A EBT| 7 | M4

# Time Debugz Print

0. 0oooooon [10436]

0. 00000000 [10436] openapicaller: =api

30.03317451 [10436]

30. 03317451 [10436] openapicaller: sspi

36, 80109787 [6680] [qingshellext]DllCanUnloadNow, m...
G0, 03039532 [10436]

fi0. 03039932 [10436] openapicaller: sspi

Q0. 0379003 [10436]

20, 03759003 [10436] openapicaller: ==pi

000D =1 O O g GO B e

3-8: PhoenixSuit & R m

3.1.4 fEHA csat #17 dump

WMRNWEBHN crashdump 1230, FREEET csat #1T7HIE dump T, csat Ak FEAT LS
Z ARM CoreSight 314,

e iz17 DS-5 Command Prompt 2%, WA T®HS:

csat

con usb

chain dev=auto clk=A
dvo 0

/] LAW1855F &dump 4GBHIE A, csat—RE\EAZIFdump 1GB, dumpikiEER7EDE
dfs 0 0x40000000 0x10000000 d:log_01
dfs 0 0x80000000 0x10000000 d:log_02
dfs 0 0xc0000000 0x10000000 d:log_03

// dumpR/E1GBEIE, FELMBADCUMST, BAEAcpulEfhis
dmw 0 0x03010020 0x1
dfs 0 0x40000000 0x10000000 d:log_04

o GHFE dump HE, REIEEANFERE:
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(catlog 01 log_02 log_03 log_04 > log_whole )

3.2 AFEFNA

RRERARETHEER, IRAZBERMESHANAFTEERN. BRAIUALEMRZESR, R
FHITUTE< BN

[ echo "c" > /proc/sysrqg-trigger )

WNIZEI crash |5, BHE#N crashdump 2%, H7E log im0 FFTED:

([ 103.647080] crashdump enter )

3.2.1 TigerDump dump B &

R TigerDump M HIMIN TSR mE:

#
#
# echo "c" >/proc/sysrq-trigger|  38. d' (pid 389) process group...
125817 T1I Uibprocessgroup i
7269][  T1] r
.8606151[  T1]
st

.755480]1[ T475] sysrq: Trigger a cras »
.76084 T475] Kernel panic - not syncing: sysrq triggered crash Fapmeoon |
6 T475] CPU: 3 PID: 475 Comm: sh Tainted: G 0 5.4.121-1258 bac61b3e69-ab89 #1

T475] Hardware name: sun56iwle (DT) 28
E;z} call tra(ej X e [DAdump_dem ‘ s | An [S1M o]
T475] show_stack+0x 0x24 B
EA75 18N mp s eaciie)/ Bx1ac o |
T475] panic+0x164/0x4cO

T475] id_vh q_crash+0x0/0xfc select DUMP DDR option

T475] 0, ﬂ;ldﬂ dump ddr: device in : \\?\USB#VID_1F3A&PID_EFES#5816e922e48081#{0e57c50f-Dccc<

T475] wr q start to dump DDR.
DUNP DDR ERROR
Device plugout.
__vfs_ dump ddr: device in : \\?\USB#VID_1F3AGPID_EFES#5416e922e48081#{0e57¢50f-0ccc<
.831863] [ R vfs_write+0xe4/0x1a8
- fart to dump DDR
.836345][ T4 Ksys_write+0x78/0xed DUNP DR ERROR
9.840835][ T4 54_sys_write+dx1c/0x28 Device plugout.
) o dump ddr: device in : \\?\USB#VID_1F3A&PID_EFES#58166922e48081#{0e57C50f-0ccc
=3 el F
9 8/0x2
56649] [ z e Device plugot.
861426] [ 5 stopping secondary CPUs dump ddr: device in : \\?\USB#VID_1F3AGPID_EFES#5816e922e48081#{0e57¢50f-0ccc<
.866613] [ IfelnelrLlH o . start to dump DDR.
.871326][ T475] CPU features: ©x00010002,20002004 DUMP DOR SUCCEED.
87 475] Memory Limit
anic - not syncing: sysrq triggered crash J---

sunxi_usb_main_loop
weak:otg_phy_config
usb init ok

set address 0x40
0x40 ok
sec mem [0
sec mem [0] size:0x100000
sec mem [1 0x48600000
sec mem
sec mem
mem
48800000
0x800000

3-9: TigerDump iI#2

3.2.2 PhoenixSuit dump I &

F8 USB i&E#Z PC ix#0/\Wim, FAfS PhoenixSuit TESFFA dump WF. &K dump HRMKTE
BEIIAKREE: D:\dump_dram B,
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FHEHRSEH 5% B0 TR

L17hR, LA
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I 5% DebugView on WPCLIUYUHANGS (local) — O *

File Edit Capture Options Computer Help
Edd | 4| &~ A EBT| 7 | M4

T # Time Debugz Print ~

26 39, 13826752 [13124] Open D:%Al1WinnerTech%APSTvtool. ..
27 3013883972 [13124] priv_info = Oxf5a32f0

28 39, 13894653 [13124] Tools get =ize of image E:%buil...
29 39, 13906097 [13124] ""Locale string of Chinese (Sim...
a0 35, 139735999 [13124] File Size High iz OX0Byte=z. Low...
3l 35, 14028549 [13124] WEN: fail in LoadPluginCenter, .
£132  39.14035034 [13124] WEN: fiexist_multiple_lang tips...
|33 39.14042282  [13124] Fl 2 7 4 b

14044571 [13124]
35 . 14068685  [13124]
36 . 14058685  [13124] ———dump dram begin'!'-—-
37 . 14058685  [13124]
38 L14196396  [13124] | dunp_size_buff = 0=x40000000
19 14274597 [13124] | dump_start_addr = 0x40000000
40 . 14282990 [13124] |dump_save_path = d: \dump_dramid. ..
41 30.832867346 [13124] |BE 2 o 6 B

42 39, 83861160 [13124]

43 40.558867386  [13124]) HF 2 & 4 B
44  40.55884562  [13124]

48 41.27819061  [13124] $lF 2 5 2 #
46 41.27939661  [13124]

47 42.00419617  [13124] $F 2 & 2
48 42.00429535  [13124]

49 42, 73344040  [13124] FF 2 B

B0 42.73361206  [13124]

B1  43.43894858  [13124] #F 1 5 59
52 43.43909155  [13124]

53 44.15715790  [13124] #& 1 o 58

B4 44. 16730667 [13124]
55 44.73492432 [10436]
A 44, 734082432 [10436]

3-11: PhoenixSuit A E 75 dump

I ﬁ DebugView on WPCUUYUHANGS (local) — O *
File Edit Capture /Options Computer  Help

FEFEEY IEN T A,

H Time Debug Print

267 104.1321029F [13124]

268 104. 24184418 [6A20] [qingshellext]D11CanUnloadNow, m...
268 104. 75366211 [10436]

270 104. 75366211 [10436] openapicaller: &spi
|271 104.84815216 \ [13124] FlF 13 #

272 104.84825134 [13124]

il273 105.57091522  [13124] % 1240

:|274 106.57106256 [13124]

T|278  106.20170227  [13124] FE 11

276 106, 29186486 [13124]

277 107.01163564  [13124] Hl3 10 b

=) U puj '-1
270 107.73333740  [13124] HiFE 5 b
280 107.73350625 [13124]
281 108. 45326006  [13124] g 7 #
282 108, 45343018 [13124]
283 109. 17612457  [13124] FFE 6 3
284 109, 17636108  [13124]
285 109.89788581  [13124] &% 5
286 109, 89804840 [13124]
287 110.61922081  [13124] g 3
288 110.61930084 [13124]
280 111.34430695  [13124] FFE 2 3
290 111.34449005 [13124]
201 112.06851959 [13124] @& 1
292 112, 06871033 [13124]
293 112.61971283  [13124]
284 112, 61971283 [13124] {—-dunp dram ok!-—-
295 11261971283 [13124]
206 112.61971283  [13124]
207 117 AAndRann [13124]

3-12: PhoenixSuit & 0 dump 5ER
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@LWIMIER
' XHEEE: W

4.1 CrashDump 2 trFrE

5

~

Crashdump FENZHFMNT:
1. BENWEHX N EIRZFF SR vmlinux.

o linux-5.4 B LUSHTE longan B R T8I out/kernel/build;
o linux-4.9 MERZBERT;

7 linux-5.4 BT LLEI longon/build BERF, 1T getvmlinux.sh BEl{EEE R, STEZERER—
output BR, BEEEE TEMHR vmlinux.

2. crash f&F#2R crash_arm64+(32 114 crash_arm) , IRERZASTHZ,

4.2 FETNFIRAR
& crash_arm(64), vmlinux BA%z dump/ iRMAEFEHRGHRIIE—TBRT, AERITUTES
FRATATESRR

linux-4.9 TEAXRIES:

.Jcrash_arm64 vmlinux drarh_data;20191210113324@0x40000000

linux-5.4 FERAXEIES:

.Jcrash_arm64 vmlinux dram_data_2020514192634@0x40000000 --machdep vabits_actual=39 --machdep
kimage_voffset=0xffffffbfd0000000

linux-5.10 X linux-5.15 FEAXEES: (B, EEFH8.0.1++ lkEK I H)

.Jcrash_arm64 vmlinux dram_data_202292093322@0x40000000 --machdep vabits_actual=39 --machdep kimage_voffset
=0xffffffbfc8000000 --kaslr 0x80000

SRR

o vmlinux: HEIEMHXTRAY vmlinux

WEAFRE © BRiBeERHRRNERAE. RE—TIF 13



@LW/MER
MR

e dram_data_2020514192634 : dump HREIEX 4R, E BT decrypt TE#HITRZ RN
XHE;

o @0x40000000 : BTEXHAI dram RUEEAIHIE (B Memory Map Spec $5%) ;

o vabits_actual=39: &EIHRIAIAITE, BT CONFIG_ARM64_VA_BITS_39 #1TEE;

o machdep kimage_voffset=0xffffffofd0000000: 1EFE NIZHREN RS, NETFITE, Bl
MIZHR R INTENSRENEL(E

e -kaslr 0x80000: kaslr #F4ESXTAZINE AU relocation, EREIZAFIEE, AAZEFRIRATAYIE
TR LA FE UL R R —4¥0Y, ThiE1ZEEE kaslr offset  (crash BY dump_kernel_offset %1
KFTENEMAFNE) o

ERZFINEMSN ARM32, NIEE crash_arm32 TEM U TIESHTHRT: (BIVERSREN
crash_arm32 T E#{THEMT)

(./crash_arm32 vmlinux dram_data_20191210113324@0x40000000 )

4.3 Bl

BT ERNEFREESHEARHE, BINESWT:

1. BB

:crash> bt -f

:PID: 763 TASK: ef3e2640 CPU:2 COMMAND: "sh"

:bt: WARNING: cannot determinesstarting stack frame for.task ef3e2640
2. log

BRAZdmesglE8:
3. ps

AIUEE—MESIIR, MEE-DENRSE L—] BRI URRESETERZESHRELE,
4, files
5. fuser

AIAE B E R AR S B F SR
6. list/tree

BT LAM AR EE ¥ 51 7R EE#R  rbtree
7. IRQ

AIEIIRQER, — A UERIRQHUTFEF A
8. dis

AIUEEIRCHRAD, XRIOEFEERRE R
9. rd/wr

RE 1Ffies it
10. task

ERESEN
11, struct

ETAREEREK], EAIUETRERNRE S, 8 LIS AFLE B R A E1ERIIE ST,
12, waitq

FILEEIMES R waitq R E
13, search

ERFERNIERE/FRS
14, vm

AIAE EMESHERIARTZIRET, BRI AE R NTZRRE
15, kmem

ERAZAEFEIER.
16. p

WRIFRE © HiBEERIRRNBMRAR. RE—IRF 14
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% X W

FTEN—PNFAEAHEE, structBIpl s

4.4 NRRIH=ZES

4.4.1 pie)dEAHAE

£ dmesg S EEBFENIMIN log. BEIRFENFENINAI TR

44.606457] Internal er z Acce::lng user space memory outside uaccess.h routines: 96000045 [#1] PREEMPT SMP
Modules 1 1_btlpm uvcvideo obuf2_v412 videobuf2_wmalloc videobuf2_memops videobuf2 core mali_kbase(0)
CRU= L PTR: cat Tainted: G 0 4.9.170 #44
] Hardware name: sun50iw9 (DT)

task: ffffffc053ec5600 task.stack: ffffffc03alccOOO
PC is at sunxi_uart_dev_info_show+0x28/0x8c
LR is at dev_attr_show+0x40/0x70
. [<fFFFFT30035 ic>] 1r : [<ffffff80085e9f28>] pstate: 40400145
ffffffcO3alcthd
ffffffcO3alcfbf 8: ffffffc043e20ccO
ffffffcO3alcfdl8
ffffffc077ac9eald
ffffff8008c15738
TIffffc070debc80
90 > 0000000900099090
: 0000000000000000
: 0000000000000000
: 00000000

: 000000BBSEB5E000
: 0000000000000000
: 0000000000000000

0000009000991990
ffffffc070de/c80
000000000000003

: 0000000000000040
: TTffff80085cd4b
: 0000000000000000

4-1: V3ia) 3R A HD AL SEATL 087

((PCis at sunxi_uart_dev_info_show+0x28/0x8c )

BRRICIRen < dis AT H AR N BY RS X4 -

dis -l sunxi_uart.dev_info_show+0x28

B LA B XEICES T fhome/lidaxin/AndroidQ/longan/kernel/linux-4.9/drivers/tty/serial/sunxi-
uart.c: 1501, XRGC4RA: strwzn[xl], XEREE x1 #itREE 0, log EEFLUEE x1=0,
£ 0#Uts 0, AFEIFIREFEEMULT .

4-2: ipiRAREMAL E U F B 757

BJLAE i KRIAES g

/home/lidaxin/AndroidQ/longan/kernel/linux-4.9/drivers/tty/serial/sunxi-uart.c: 1501,

WEAFRE © BRiBeERHRRNERAE. RE—TIF 15
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’ STRYBR: W

SRR strwzrn[x1], XERERF x1 #tAES 0, log EERIEE x1=0, ¥ 0 #1itE 0,
AR iA R e AL T o

4.4.2 OOM

#BE dmesg EF OOM HIRFEIFMERS. MRITEH panic REZE: Out of memory.

KERMNEL: vmlinux
DUMPFILES: /fwar/ ramdump_elf_ FPcdgF [temporary ELF header]
o

2019

P PREEMPT Tue Dec 10 16:05:02 CST 2019
64 (unknown Mhz)

nel panic - not syncing: Out of memory and no killable processes..."

ester”
TIFfffcB35440080 [THREAD_INFO: ffffffc0354400860]
=
TASK BUNNING (PANIC)

crash_armbd= |

4-3700M crash 1%

Hi@d dmesg & OOM HIRSEIFMAER. WEFERBER: free RF 11252kB,low KIZE
18024kB, LAt oom AIE®E ., anon TTEA file TWEEMRL, HEAHFHRESBHREFEEREL,
mlock TIE 9 1609904kB, unevictable S1E 1609904kB » mlock BYTIE BP9 unevictable B,
FrAX B ER B #HIZIBATE mlock T,

4-4: RIBIFAER

BEEHIENAELSAEER . IUBLEAESARSNHIZRE memtester #12,

WEAFRE © BRiBeERHRRNERAE. RE—TIF 16
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’ STRYBR: W

4-5: HIERREFSAER

FrLAX S AR oom MITREIE memtester #HIZEREZE SBE XS

4.4.3 NIZHERE SRBIE
5 dmesg S L E B FENINZH logo

crash_arm64=dmesg

] BB &ERISEN I T

WEAFRE © BRiBeERHRRNERAE. RE—TIF 17



(izi:LMHANER
% X W

.546817
.549268
.552647
.560884
.566429
.569465
.614146
.618938
.624183
.633450
.935199
. 935471
.951774
. 955482
. 958550

] Unable to handle kernel NULL pointer dereference at virtual address 00000000
1 pgd = ffffff800a4d8000

] [00000000] *pgd=00000EEOT7f7fe@O3, *pud=000000007f7fe003, *pmd=00000000O0OQOO00
1 Internal error: Oops: 96000005 [#1] PREEMPT SMP

] Modules linked in:

] CPU: @ PID: @ Comm: swapper/® Not tainted 4.9.170 #1

] Bluetooth: HCI socket layer initialized

] Bluetooth: L2CAP socket layer initialized

] Bluetooth: SCO socket layer initialized

] clocksource: Switched to clocksource arch_sys_counter

] VFS: Disk quotas dquot 6.6.0

] VFS: Dquot-cache hash table entries: 512 (order @, 4096 bytes)

] udc_init,0

] thermal thermal_zone2: power_allocator: sustainable_power will be estimated
] NET: Registered protocol family 2

.546817] Unable to handle kernel NULL pointer dereference at virtual address 00000000
.549268] pgd = ffffff800a4d3000

.552647] [00000000] *pgd=000000007f7fef03, *pud=000000007f7fe003, *pmd=0000000000000000
.560884] Internal error: Oops: 96000005 [#1] PREEMPT SMP

.566429] Modules linked in:

.569465] CPU: @ PID: @ Comm: swapper/O Not tainted 4.9.170 #1

.575439] Hardware name: sun50iwl@ (DT)

.579427] task: ffffff8009546e00 task.stack: ffffff8009510000

.585333] PC is at strcmp+0x88/0x160

.589052] LR is at register_lock_class+0x40c/0x4b8

.593987] pc : [<ffffff800848a%b8>] 1lr : [<ffffff8008115f8c>] pstate: 204001c5
.601353] sp : ffffffcO3daa7b90

.604646] x29: ffffffc03daa7b90 x28: ffffff800999abb8

.609932] x27: ffffff8009767d68 x26: ffffff8009767d68

.615219] x25: 000000000002ade® x24: ffffff800ad438000

.620506] x23: ffffff8009d4fbe8 x22: 0000000000000000

.625792] x21: 00000000000053a0 x20: ffffff800996fdd8

.631079] x19: ffffffcO3daa7e08 x18: 0000000000000004

.636366] x17: 00000000000001cO x16: 0000OOEOOE0OO0Qe

.641652] x15: 0000000000000001 x14: 0000000000013880

MNMNNMNNMNNNNNMNNOMNNNNMNMNNMNNNNNNMNMNNONNNNNRPERRRRRFREFERRODMNNNODRNDND

4-6: RIZHER S SWIRIF ILLZ

EETNMUL PC {55 PRANIRIS I E |

crash_arm64> dis -l 0xffffff800848a9b8

crash_arm64= dis -1 Oxffffff800848a9b8
/home/luoweijian/workspace/A100/longan/kernel/linux-4.9/arch/arm64/1lib/strcmp.5S: 124

Oxffffff800848a9b8 <strcmp+136>: ldrb w2, [x0],#1

4-7: crash PC {85 ELRRUE

EEHFE:

WEAFRE © BRiBeERHRRNERAE. RE—TIF 18
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g XHEEE: W

00110: .Lmisaligned8:

00111: /¥

00112: * Get the align offset length to compare per byte first.
00113: * After this process, one string's address will be aligned.
00114: *f

00115: and tmp1, srcl, #7

00116: neg tmpl, tmpl

00117: add tmpl, tmp1, #8
00118: and tmp2, src2, #7

00119: neg tmp2, tmp2

00120: add tmp2, tmp2, #8

00121: substmp3, tmp1, tmp2

00122: csel pos, tmpl1, tmp2, hi / *Choose the maximum. */
001232: .Ltinycmp:

00124: ldrb datalw, [srcl], #1

00125: ldrb data2w, [src2], #1

00126: subspos, pos, #1

00127: ccmp datalw, #1, #0, ne /* NZCV = 0b0000. */
00128: ccmp datalw, data2w, #0, cs /* NZCV = 0b0000. */

' : b.eqg .Ltinycmp

00130: cbnz pos, 1£ /*find the null or unequal...*/
cmp datalw, #1

ccmp datalw, data2w, #0, cs

[
]
L

Lad Lad L

b =

4-8: FE AR EH PC I8HIR

BILAEE stremp BXEE 0 NESEBIEY R T HEA$5% 0x1f00000000000000.

H—SEEERWEIERT stremp, BF LRIESHFILRIEAIE:

crash_arm64=> dis -1 Oxffffff8008115f8c

crash_arm64= dis -1 Oxffffff8008115f8c
/home/luoweijian/workspace/A100/longan/kernel/linux-4.9/kernel/locking/lockdep.c: 643

Oxffffff8008115f8c <register_lock_class+1036>: 1ldr wd, [x29,#144]

4-9: crash LR 8- EMLRERMAE

EEHFE, WT:

WEAFRE © BRiBeERHRRNERAE. RE—TIF 19



(EELMHMER
X W

f*
* To make lock name printouts unique, we calculate a unigue
* class- >name_version generation counter:

Doe31: */

WD o

struct lock_class *cdlass;
int count = 0;

if (| new_cdass- >name)
return 0;

list_for_each_entry_rcu(dass, &all _lock _classes, lock_entry) {
if (new_dass- >key - new_dass- >subclass == dass- >key)
return dass- >name_version;
if (dass- >name && ! strcmp(dass- >name, new_dass- >name))
count = max(count, dass- >name_version);

}

return count + 1;

4-10: BB ZLERT LR 185IRID

BHR2RZEIEIELL all_lock_classes J93kBY lock_class &5 iEsRAT, B2 T IEEIE . XEBEH
JEEI55H 2 0x1f000000000000005-Ff ARk T RIZA9FEE A NULL IS MR E, BHEIREANT
T TF—RE89 strcmp,

Dump H all_lock_classes 7958985 % _EFTE loek_class M5 8, HEEMEE all_lock_classes.txt
X,

crash_arm64> list -H all_lock_classes lock_class.lock_entry -s lock_class >
all_lock_classes.txt

EE all_lock_classes.ixt X1+, 482 name XEF:

Line 22512: name wversion = 1,

Line 22606: name = OxEFFFFFE008dE7173 "regmap debugfs esarly lock",

Line 22607: name wversion = 1,

Line 22701: name = 0xffFffffE008da2ffs "srg-»lock"”,

Line 22702: name wversion = 1,

Line 227396: name = OxEFFFFFE008e20ec8 "_ i2c board lock”,

Line 22797: name wersion = 1,

Line 22891: name = 0x1fO00000000000000 <Address Ox1fO00000000000000 out of bounds>,
e Line 22892: name wersion = 0,

4-11: &%F lock_class /9 name

WRIRFE © HRiBEERRRNERAE. RE—TINF 20



Auwiner
NIEER: R

|

all lock classest
xt

4-12: all_lock_classes &

2 line22891 17, #IELMB name FIFHIEFHIFE.

BIE LIRS pytthit

ff£ff£f£f800998cae9
struct lock class {
hash entry = {
next = 0xO0,
pprev = 0x100000000000000

b

lock entry = {
next«= 0x3000000000000000,
prev = O0xf8fEtfEffr8009d56a

b

key = Ox18fTfffff800998cc,

subclass = 2148112585,

dep gen 1d # 33554431,

usage mask = 144115185928992360,

4-13: $EIPHRLIXI L name BYHILE

RIVEIREHAEIRTR (FESHRE®RE 4 XI5F)
BEEERN LM EUEMSIM next 53t

WEAFRE © BRiBeERHRRNERAE. RE—TIF
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% X W

fIrrff800998cces
struct lock class {
hash entry = {
next = 0x0,
pprev = Oxfffff£f8009d516d0 <classhash table+6888>

by

lock entry = {
next = OXELLLLf800998caf9 <lock classes+118049>,
prev = Oxffffff800998cb08 <lock classes+118064>

b

El 4-14: EFHER E— MR e

R E— struct B9 next B ELWKIF, SHT— M HIESHtULIEE, IR name
85 BA3E%, stremp BXENIEEFE 5 0x1f00000000000000, RiZER R, £ dump 89
X0 F7F28 (stremp REME 0 NE%K) EH 0x1f00000000000000, IFEA hame FEE A
0x1f00000000000000, MAEELED strcmp dstl #3ik, IESE stremp() BRIER#HTT RTS8 ILECAYEXE) 3E

EIEE, MBI
NH—BIETRIE (B MERIBIHRIIT) , SRIES struct SaE:

ffff££f800998cafh
struct lock class
hash entgy = {
next = 0x1,
pprev = Oxffiffrfe009d56a30 <classhash table+28232>

by
lock entry = {

next = Oxffffff800998ccf8 <lock classes+118560>,
prev = 0XELLEFT800998c918 <lock classes+117568>

by
B 4-15: [ER1R TIEE

Next ¥&5H{E A struct F&FHE NN 0x200 (struct & ¥H{E Oxffffff800998caf8+0x200=next 155t {E
Oxffffff800998ccf8) , FRIAMIAIRLEMTAY next F8EH&IAEN AT

Oxffffff800998cce8+0x200=0xffffff800998cee8,
Struct &5¥9tE g . Oxfffff800998cee8-0x10=0xffffff800998ced8,

FREX Oxffffff800998ced8 LA IFME R, BREEEE:

crash_arm64> struct lock_class Oxffffff800998ced8

WEAFRE © BRiBeERHRRNERAE. RE—TIF 22
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g NIEER: R

EHXEREE, BEITEER prev/next 38H & &AM name FRIE:

crash_armb4> struct lock_class Oxffffff800998ced8
struct lock _class {
hash_entry = {
next = 0x0,
pprev = Oxffffff8009d51800 <classhash_table+7192>
}
lock_entry = {
next = Oxffffff800998d0d8 <lock_classes+119552>,
prev = Oxffffff800998ccf8 <lock _classes+118560=>
}
key = Oxffffff80096a6418 <core_lock+112=>,
subclass = 0,
dep_gen_id = 0,
usage_mask = 5188,
usage_traces = {{
nr_entries = 0,
max_entries = 0,
entries = 0x0,
skip = 0
yo 1

Bl 4-16: FREVIE 5 {15 £ YRS K

Llocks_after = {
next = Oxffffff80097727b8 <list_entries+43520>,
prev = Oxffffff80097727b8 <list_entries+43520>
}
Llocks_before = {
next = Oxffffff800998d058 <lock_classes+119424>,
prev = Oxffffff800998d058 <lock _classes+119424=

¥

version = 0,

ops = 12,

name = Oxffffff8008e2la’/c "core_lock”,
name_version = 1,

contention_point =

contending_point =

4-17: BY prev/next #8541 name FRF BN
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’ STRYBR: W

N EHEMISEIESS, R pc FEFHRERE, HRILEIRIEHHEROE, RZFMXETLKIRE run
To

4.4.4 NIZIEFTHEIIA
£/ dmesg SRS EBTNNINIZH log.

crash_arm64> dmesg

BB EERISEN I T

[ 3623.418619] Unable to handle kernel paging request at virtual address

[2020-02-11 11:38:28.396][ 3623.427700] pgd = £f£ff£f£fc034887000

[2020-02-11 11:38:28.412][ 3623.431804] [ffff£ffaf00d459828] *pgd=000000000000000], *pud=000000000000000/
[2020-02-11 11:38:28.412][ 3623.440079] Internal error: Oops: 96000005 [#1] PREEMPT SMP

[2020-02-11 11:38:28.443]1[ 3623.446349] Modules linked in: xr829 gslX680new pvrsrvkm(0) xradio btlpm vii
[2020-02-11 11:38:28.443][ 3623.466882] CPU: 0 PID: 2924 Comm: rotate-thread Tainted: G 0
[2020-02-11 11:38:28.443][ 3623.475688] Hardware name: sun50iwl0 (DT)

[2020-02-11 11:38:28.459][ 3623.480194] task: ffffffc006d43500 task.stack: f£fffffc035684000

[2020-02-11 11:38:28.459] [ 3623.486862] PC is at put_cpu_partial+0x7c/0Oxlec

[2020-02-11 11:38:28.459] [ 3623.491955] LR is at put_cpu partial+0x34/0xlec

[2020-02-11 11:38:28.474][ 3623.497047] pc : [<ffffff8008232bcc>] 1lr : [<ffffff8008232b84>] pstate: 804
[2020-02-11 11:38:28.474][ 3623.505360] sp : ffffffc0356878c0

[2020-02-11 11:38:28.490][ 3623.509080] =x=29: ffffffc0356878c0 x28:{ E£ff£fc03abB3800

[2020-02-11 11:38:28.490][ 3623.515057] =x27: ffffffc006d43500 #26: (000000000028fb6c

[2020-02-11 11:38:28.506][ 3623.521019] =x25: ff£ffff8009193fa0 x24: 0000000000000001

[2020-02-11 11:38:28.506][ 3623.526983] x=23: ffffff80095395b0 x22: fE£ffffc006d43500

[2020-02-11 11:38:28.506] [ 3623.5320953] x21: ffffffbf00eaecd00 x20: ffffffc03d401b00

[2020-02-11 11:38:28.506]f 3623.538%915] x19: ffffffaf00d59800 x18: 0000000000000004

[2020-02-11 11:38:28.524][ 3623.544877] x17: 0000000000000000 x16: ffffff80082a44el

[2020-02-11 11:38:28.521][ 3623.550835] x15: 0000000000000001 x14: 0000000000000000

[2020-02-11 11:38:284537][ 3623.556784] x13: 0000000000000001 x12: 0000000000000001

[2020-02-11 11:38:28.537][ 3623.562736] x11: 0000000000000024 x10: 0000000040000000

[2020-02-11 11:38:28.552][ 3623.568695) x9| :«0000000000000000 =8 : ffffffc03cd69838

[2020-02-11 11:38:28.552][ 3623.574647] x7 + ££££ff800857553¢c 6 : 0000000000000000

[2020-02-11 11:38:28.568][ 3623.580599] =5 : 0000000000000080 x4 : 0000000000000001

[2020-02-11 11:38:28.568][ 3623.586541] =3 : ffffffc03ab93800 x2 : 0000000000000000

[2020-02-11 11:38:28.568][ 3623.592498] =1 : 0000004034a=0000 0 : 0000000000000001

4-18/INIZISFHIEIR crash I17

BEIFEAMUL PC ISHFTANRIGUE

crash_arm64> dis -l Oxffffff8008232bcc

crash_armb4> dis -1 Oxffffff8008232bcc
/home/luoweijian/workspace/Al00/longan/kernel/linux-4.9/mm/slub.c: 2225

Oxffffff8008232bcc <put_cpu_partial+l24=;: ldp wl, w0, [x19,#40]

4-19: RAZFEFHIRIF PC #5581 RIC4R

BEEIR:
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XHEER: W

02211:
02212:
02213:
02214:
02215:
02Z216:
02217:
02218:
02219:
02220:
02221:
02222:
02223:
02224:
02225:
02Z2Z26:
02227:
02Z228:
02229:
02230:
02231:
02232:
02233:
02234:
02235:
02236:
02237:
02238:
02239:
02240:
02241:
02242:
02243:
02244:
02245:
02Z246:
02247:
02248:
02245:
02250:
27257 -

static void put_cpu_partial(struct kmem_cache *s, struct page *page, int drain)

{

gifdef CONFIG_SLUB_CPU_PARTIAL
struct page *oldpage;
int pages;
int pobjects;

preempt_disable();
do {
pages = 0;
pobjects = 0;
oldpage = this_cpu_read(s- >cpu_slab- >partial);

if (oldpage) {

pobjects = oldpage- >pobjects;
pages = oldpage- >pages;
if (drain && pobjects > s- >cpu_partial) {
unsigned long flags;
#

* partial array is full. Move the existing

* set to the per node partial list.

=/

local_irq_save(flags);

unfreeze_partials(s, this_cpu_ptr(s- >cpu_slah));
local_irg_restore(flags);

oldpage = NULL;

pobjects = 0;

pages = 0;

stat(s, CPU_PARTIAL_DRAIN);

¥

pages++;
pobjects +=_page->objects - page® >inuse;

paged>pages = pages;
page- >pobjecks = pobjects;
page- >next’= oldpade;

}? fnd do ? while (this_cpudfempxchg(s- >cpu_slab- >partial, oldpage, page)

I = nldnanal-

& 4-20: WIZIETHIREF PC 355X NIRES

BAAZERITIUL oldpage FE191A AL R BTENE 7 IR7A$55T: Oxffffffaf00d59828, XMz 3C 4w 4l

T

WEAFRE © BRiBeERHRRNERAE. RE—TIF
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fEEFFFB008232b50 <put cpu partial>:
fEff££8008232b50: a9pb7bfd stp x29, x30, [sp,#-801!

fEffff8008232b54: 910003fd mov x29, sp
fEfFfff6008232b58: a901531f3 stp x19, x20, [sp,#16]
fEffff8008232b5c: a9025bf5 stp x21, x22, [sp,#32]

fEEfff8008232b60: a%90363f7 stp x23, =24, |[sp,#48]
fEEfff8008232b64: £90023£9 str x25, [sp,#64]
fEEfff8008232b68: aa0003f4 mov x20, x0
fEffff8008232b6c: aale03e0 mov x0, =30
fEEfff8008232b70: aa0l03£f5 mov %21, x1

fEffff8008232b74: 22020318 mov w24, w2

fEfFfff6008232b78: 97f9%a66 bl f£fffff8008099510 < mcount>
fEfFffe008232b7c: 52800020 mov w0, #0x1 /1 #1
fEffff8008232b80: 97fab9dd bl ffffff80080e12f4 <preempt count add>
fEfFfff6008232b84: £0009837 adrp x23, £fffff8009539000 <nop trace+0x18>
fEffrf8008232b88: 9116c¢c2f7 add x23, x23, #0x5b0

fEffff8008232b8c: d5384116 mrs x22, sp el0
fEfFfff6008232b90: b9401ac0 ldr w0, [x22,4#24]
fEffff8008232b9%4: 11000400 add w0, w0, #0x1
fEffff8008232b98: b3001lacO str w0, [x22,#24]
fEfFff8008232b9c: £9400280 1dr x0, [x20]
fEffff8008232bal: d538d081 mrs x1, tpidr ell

ffffff8008232ba4: 91006000 add x0, =0, #0x18
fEfFfff8008232bas: 8616813 1dr x19, [x0,x1]
fEfffff8008232bac: b9401acO 1dr w0, [x22,#24]

fEfFff8008232bb0: 51000400 sub w0, w0, #0x1

fEfFfff68008232bb4: b9001lacO str w0, [x22,4#24]

fEffff8008232bb8: 35000080 cbnz w0, ffffff8008232bc8 <put, cpu partial+0x78>
fEfFfff8008232bbe: £94002c0 1dr x0, [x22]

fEffrf8008232bcO: 36080040 thz w0, #1, ffffff8008232bc8 <put cpu partial+0x78>

fEffff8008232bc4: 94234b57 bl ffffff8008b05920 «preempt schedule notrace>
fEffff8008232bc8: b4000353 cbz x19, ffffff8008232e30 <put 'cpu partial+0xel:>
fEfffre8008232bcc: 239450261 ldp wl, w0, [x19,#40]

4-21P Nz T U B IR R TR D

ERE—0iE<IEE. x19 FEFEERFM page EAisst, W% 40 FHH pobjects LA 5o
M log (ER2RILAIRAN, x19 FHfFes{E: Oxffffffaf00d59800 MELEAE— M EEEH 7o

1R3E linux BoHEEY memory mapping & ;

[ 0.000000] CPU features: enabling workaround for ARM erratum 845719
[ 0.000000] Built 1 zonelists in Zone order, mobility grouping on. Total pages: 258048
[ 0.000000] Kernel command line: earlyprintk=sunxi-uart, 0x05000000 initcall_debug=0 console=ttyS0, 115200 loglevel=8 root=/dev/mmcblkOp4 init=/init partit
ns=bootloader@mmcblkOpl: env@mmcblk0p2:boot@mmcblk0p3: super@mmcb1k0p4 :misc@mmcblkOp5:recovery@mmcblk0p6: cache@mmcblkOp7 : vbmeta@mmcblk0p8: vbmeta_system@mmcblk!
9:vbmeta_vendor@mmcblk0Opl0:metadata@mmcblkOpll:private@umcblkOpl2:frp@mmcblkOpl3:empty@mmcblkOpl4:dtbo@mmcblkOpl5:media_data@mmcblkOpl6:UDISK@mmcblkOpl7 cma:
M snum=A100B3N109 mac_addr=10:14:15:15:9B:23 wifi mac=10:A1:11:12:13:9D bt_mac=20:A1:11:12:13:9D specialstr= gpt=1 androidboot. vbmeta. avb_version=2.0 androi
oot. vbmeta. hash_alg=sha256 androidboot. vbmeta. size=7168 androidboot. vbmeta. digest=bc7aeaf03cab2104494808al16a47ebbfcal2a28081db24facecd284e86fael4e androidbo
. vbmeta. device_state=locked androidboot.mode=normal androidboot. serialno=A100B3N109 androidboot. hardware=sun50iwlOpl boot_type=2 androidboot. boot_type=2 and:
idboot. secure_os_exist=1 gpt=1 androidboot. verifiedboots[ 0.000000] PID hash table entries: 4096 (order: 3, 32768 bytes)

0.000000] Dentry cache hash table entries: 131072 (order: 8, 1048576 bytes)

0.000000] Inode—cache hash table entries: 65536 (order: 7, 524288 bytes)

0.000000] Memory: 953604K/1048576K available (10878K kernel code, 2360K rwdata, 3916K rodata, 6144K init, 13787K bss, 86780K reserved, 8192K cma-reserv

0.000000] Virtual kernel memory layout:

0. 000000] modules : Oxffffff8000000000 — Oxffffff8008000000
0. 000000] vmalloc : Oxffffff8008000000 — Oxffffffbebfff0000
0. 000000] - text : Oxffffff8008080000 — Oxffffff8008b20000
0. 000000] .rodata : Oxffffff8008b20000 — Oxffffff8008f00000
0. 000000] .init : Oxffffff8008£00000 — Oxffffff8009500000 6144 KB)
0. 000000] .data : Oxffffff8009500000 — Oxffffff800974e008 2361 KB)

(128 MB)
(
(
(
(
(
0. 000000] .bss : Oxffffff800974c008 — Oxffffff800adcdde8  ( 13788 KB)
(
(
(
(
(

250 GB)
10880 KB)
3968 KB)

0. 000000] fixed : 0xffffffbefe7fb000 — Oxffffffbefec00000 4116 KB)
0. 000000] PCI 1/0 : Oxffffffbefee00000 — Oxffffffbeffe00000 16 MB)
0. 000000] vmemmap : Oxffffffbf00000000 — Oxffffffc000000000
0. 000000] 0xfff£££bf00000000 — Oxffffffbf01000000
0. 000000] memory : Oxffffffc000000000 — Oxffffffc040000000

4 GB maximum)
16 MB actual)
1024 MB)
1

SLUB: HWalign=64, Order=0-3, MinObjects=0, CPUs=4, Nodes

4-22: RZEshfg memory mapping

HE x19 2 M Oxffffffbf00d59800 &i4% E Oxffffffaf00d59800 By, Oxffffffbf00d59800 B— &7
8 page 3E5t. ATIELRXNEEIL, #H—PEFE Oxffffffbf00d59800 FEMMIANEREE— N EEN
page &4, W
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| crash_arm64> struct page 0xffffffbf00d59800

RENT —PEEN page 51, 0T, MELHM (x19 M Oxffffffbf00d59800 ERF: ! Oxfffff-
faf00d59800 i) :

R
\‘\“’“‘ﬂe
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CA\LLWIMIER
, XHER:

crash armb64> struct page Oxffffffbfoed59800
struct page {
flags = 66048,
1
mapping = 0x0,
S _mem = 0x0,
compound mapcount = {
counter = 0

¥
¥
1

index = 18446743799727534080,
freelist = OxffffffcO35663000

¥
1

counters = 6443499534,

1
{

_mapcount
counter
I

active = 2148532238,
{

i
-2146435058

inuse = 14
objects =
frozen = 1

16,

}!
units = -2146435058
¥

_refcount = {
counter =1

¥
¥

¥
1

lru = {
next = OxffffffbfoLeabchO,
prev = 0x300000003

= OxffffffbtObeabchn,

next = Oxffffffbfooeabcoo,
pages = 3,
pobjects = 3
s
callback head = {
next = Oxffffffbfoveabcoo,

4-23: HIHERSL 5|2 IRA L
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/ X W

4.4.5 1EFHLIRAIRIEE

£ dmesg s SEHIENIMITR log.

crash_arm64> dmesg

IR &ERISEN AT

42559.577750] Internal er Accessing user space memory outside uaccess.h routines: 96000005 [#1] PREEMPT SMP
42559.588907] Modules linked in: xr829 gslX680new pvrsrvkm(0) xradio_btlpm vin_v412 gc0©310_mipi gc2355_mipi gc03@a_mipi gc2
385 _mipi vin_io videobuf2 v412 videobuf2 dma_contig videobuf2 memops videobuf2 core [last unloaded: xr829]

CPU: 2 PID: 1 Comm: system_server Tainted: G W 0 4.9.191 #1

Hardware name: iwl@® (DT)

task: ffffffco38661a80 task.stack: ffffffc038668000

PC is at ktime_get_ts64+0x128/0x140

LR is at ktime get ts64+0xbc/0x140

pe alfc=] lr : [<ffffff800814a190>] pstate: 80400145

.649904]
A6 1]
.659596] boe
.665559] 2 Oe 000010
.671512] 3009560508

: FEffffco
ffffffco

.677463]

42559.6
42559. 6¢ 00000000eb7

00000000 ffd17f48

000000000EEEONNA

1 ffffffffalbde2bb

6 ! 0027980b5fell7ab

fFffffffc4653600

000000 acoff

: 00POOROONEERaG3T x0 : PEOOPEAAOdc8ebef

XM K M K K K K KX

SP: exffffffc b -
.748577] bccd ©13a5236 000! 09560508 Tffff80 0000 0 0 10 0EEOOOOO

4-24: 1531 IRPIAPRIFVE crash I

BEFEANMUE PC ST RIS E

crash_arm64>dis -| Oxffffff800814alfc

crash arm64> dis -1 ffffff800814alfc

/home?huafenghuang/workspace/Q/longan/kernel/linux-4.Q/kernel/time/timekeeping.c:
Oxffffff800814alfc <ktime get ts64+296>: 1dr x23, [sp,#48]

4-25: #biRRIIEYE pe F5E

FEMES CPU IEFEHITIES . |drx23, [sp, #48], — MNEBAVIFEERIRIE,

XTERFEM log sp $a5HE: Oxffffffc03866bd40 B AR EZEMIE (W1 FEIRNZMILTERE) !
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4-26: AR B ENETNZIEEE

H crash TE=1iREUt 3t

crash_arm64> rd Oxffffffc03866bd40 0x100

RRRRACLE
FFFFFFCO3
FFFffce
FFFFfce

£ FfCO3866b¢

FFFffFC03866bdbO:

FFFFfce
RRRRACLE

6bd50:
6bd60:
6bd70:
6bd8o:
ffffffc03866bdan:

6bddo:
ffffffco3866bden:
ffffffc03866bdfo:
ffffffc03866beln:
ffffffc03866belO:
ffffffc03866be20:

d40 0x100

56bdS0e
2ff200
00a64f
2fecoo

heh0

000POOEARNOORAEOS
POEOROAOTTd17T98
PEEENOPOM289a7d3
ffffff8o08b26000
0000PPERNOOEAOOO
ffffff8oe aLe[]
0O0OORELR2 010
ffffffc03866betn
0000RERO5e42c383

ffffffenes2asa78
EEEOO hB4co
ffffffc0382fechl
ffffff800818b42c
ffffffepes82a5138
00PROEEPEAEEPARAO
000POEPOAEMANZe
EEEEEEEEEEOOD 1O
00000OPOAOEAA15a
ffffffc038661a80
0000004034e83T000
00000000eb7bl1160
000000REAEEERAT1
400000280000015a
000000POAOEARN2Z2e

4-27: FRERFEAET SP 155t

BARE A DIRZE ok BV,

EE log FrABYRIZIRES, ARIZTE line: 350 17#R%E:
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no309: static int __kprobes dO_pagE_faU"{unsigned long addr, unsigned int esr,
struct pt_regs *regs)

struct task_struct *tsk;

struct mm_struct *mm;

int fault, sig, code;

unsigned long vm_flags = VM_READ | VM_WRITE;

unsigned int mm_flags = FAULT_FLAG_ALLOW_RETRY | FAULT_FLAG_KILLABLE;

if (notify_page_fault(regs, esr))
return o;

tsk = current;
mm = tsk- >mm;

J‘r*
* If we're in an interrupt or have no user context, we must not take
* the fault.
*/
if (faulthandler_disabled() || | mm)
goto Ino_context;

if (user_mode(regs))
mm_flags | = FAULT_FLAG_USER;

if (is_el0_instruction_abort(esr)) {
vm_flags = VM_EXEC;

} else if ({(esr & ESR_ELx_WNR) && ! (esr & ESR_ELx_CM))}d
vm_flags = VM_WRITE;
mm_flags | = FAULT_FLAG_WRITE;

if (addr < TASK_SIZE,&& is_permissiongfault(esr, regs)) {
/ * regs-&orig_addr_limit may be)0 if we entered from ELO */
if (regs-=orig_addr_limit == KERNEL, DS)
die("Accessing user space ' memaory with f's=KERNEL_DS", regs, esr);

if (is_ell_instruction abort(esr))
die("Attempting to execute userspace memory", regs, esr);

if (! search_exception_tdbles(regs- >pc)

die("Accessing user space memory outside uaccess.h routines"”, regs, esr);

4-28: BF Log IRFEXN N A AR

PR fault #itit—E/NF 4G, 1BLEAL spim AT 4G, MEAZIIRTL, CPU RRIZHNRITZRE
73, HEM CPU MMU FE4- 8,

4.4.6 150 Rz ES
£ dmesg sp L EFIFENINIZM log,

crash_arm64> dmesg

] LB R &ERISEN AT
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’ STRYBR: W

94.055365] Unable to handle kernel paging request at virtual address ffffffc03699f96c

94.055370] pgd = ff£fffc012788000

94.055377] [ffffffc03699f96c] *pgd=0000000000000000, *pud=0000000000000000

94.055383] Internal error: Oops: 96000007 [#1] PREEMPT SMP

94.055415] Modules linked in: gslXé80new xr829 pvrsrvkm(O) xradio btlpm vin v412 gc0310 mij
c030a mipi gc2385 mipi vin io videobuf2 w412 videobuf2 dma contig videobuf2 memops videobuf2

94.055425] CPU: 0 PID: 3542 Comm: highpool[2] Tainted: G 0 4.9.170 #1

94.055427] Hardware name: sunb0iwl0 (DT)

94.055430] task: ffffffc0112bb500 task.stack: ffffffc013£f08000

94.055447] PC is at sunxi i2c handler+0x12c/0xaéc

94.055451] LR is at sunxi i2c handler+0xfc/0Oxaéc

94.055455] pc : [<EEfffff800873362c>] 1lr : [<KEfffff80087335fc>] pstate: 804001cH

94.055457] sp : ffffffc03daa7ba0

94.055463] x29: ffffffc03daa7bal x28: ffffffc03699f968

94.055468] x27: ffffffc03daa’cb4 x26: 000000000003000d

94.055473] x25: ffffffc03cff0400 x24: 0000000000000000

94.055479] x23: ffffffc03d714700 x22: £ffffff80096a7000

94.055484] x21: 000000000000000d x20: ffffff800807c400

94.055489] x19: ffffffc03d714000 x18: 000000000000000a

94.055494] x17: 0000000000000000 xl6: £fffff80082cl83cC

94.055500] x15: 000000000000b7bc x14: ffffff808a43802f

94.055505] x13: ffffffffffffffff x12: 000000000000132a

94.055510] x11: 0000000000000000 x10: ffffff800955c388

94.055515] %9 : 0000000000000163 x8 : L£fffff800955c380

94.055520] x7 : 0000000000000001 x6 : ffffff8008109814

94.055525] x5 : 0000000000000000 x4 : 0000000000000000

94.055530] x3 : 0000000000000000 x2 : 0000000000000000

94.055535] x1 : 0000000000010101 x0 : 0000000000000001

94.055538]

e v, Y

4-29: ifRIAZME crash I117

fault itk Oxffffffc03699f96¢, B EERIAZMILE, & REIWIZ mapping =iEIA:
EEFEHMUL PC ST RIBUE

crash_arme64> dis -| ffffff800873362¢

B3

crash arm6e4d= dis - 8008
/home/llyaollfﬁlﬁﬂ Qflonqan/kptnellllnux 4, Q/drlverqflchhusseqjlzc sunxi.c: 992

OxffFfff800873362c =sunxi_i2c handler+300> 1drh wd, [x28,#4]

4-30: R NIZHEE crash BY pe 155 TR

b &S ENIESE—RIEE load/store 8%, HA x28 FEH/RESENIZIETH, EUTHUT
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XHEER: W

.000000]
.000000]
.000000]
.000000]
.000000]
.000000]
.000000]
.000000]
.000000]
.000000]
.000000]
.000000]

— e e e e e e e e e
[ e B e B e B o i s B B o i B B B B an |

SR IEENG % fault ByHAE: Oxffffffc03699f96¢,

fixed

PCI I/0 :
vmemmap :

memory

4-31: AR NAZ#E crash #Z memory layout

.000000] Virtual kernel memory layout:
modules :
vmalloc :
.text :
.rodata :
.init :
.data :
.bss :

1 OxXffffffbefe7fb000

Oxffffff8000000000
Oxffffff8008000000
Oxffffff8008080000
Oxffffff8008b20000
OxXfLffff8008£00000
Oxffffff8009510000
Oxffffff800975e008

Oxffffffbefee00000
Oxffffffbf00000000
OxffffffbfO00000000

: Oxffffffc000000000

crash_arm64> rd ffffffc03699f96¢ 10

NTE:

crash arm6d= rd ffffffc03699f96c 10

ffffffc03699f96¢:
93699197c :

93699f93c:

3699f99c:

ffffffc03699f9%ac:

0510107400000000
095a500000000000
Gufc4ﬂluffffffc0

crash TEBLUIE

Oxffffff8008000000
Oxffffffbebfff0000
OxfffFfff8008b20000
Oxffffff8008£00000
Oxfffffr8009510000
Oxffffff800975e008
Oxffffff800a4d4e68
0xffffffbefec00000
0xffffffbeffe00000
Oxffffffc000000000
OxffffffHbf01000000
Oxffffffc040000000

OO0 1cOffffffsn
3elfs800ffffffa0
095.
0811066800000000

oeffffffgo

080edbbaffffffco

4-32: J3EN5| & fault Bt

128
250
10880
3968
6208
236l
13788
4116

16
1024

FENFEINAEFHRY 3 RAKDIR, N T7HEURDIR, EXinit_mm £#9{F, 0T

crash_arm64=pinit_mm

ZRWT:

MB)

GB)

KB)

KB)

KB)

KB)

KB)

KB)

MB)

GB maximum)
MB actual)
MB)

HIRENM STR I AT R -
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group_node = {
crash_arm64> task 3542 > task3542.
crash_arm64> p init mm
init mm = $1 = {
mmap = 0x0,
mm_rb = {
rb_node = 0x©
s
vmacache segnum = 0,
get unmapped area = 0x0,
mmap base = 0,
mmap_legacy base = 0,
task size = 0,
highest vm end = 0,
pgd = Oxffffff800a4ds000,
mm_users = {
counter = 2
s
mm_count = {
counter = 1
s
nr_ptes = |
counter
T
nr_pmds = 1
counter = 1
¥
map_count = 0,
page table lock = {
1
rlock = {
raw lock = {
owner = 90,
next = 90
I
magic = 3735899821,
owner cpu = 4294967295,
owner = Oxfrffffffffifrfiss,
dep map = {

class_cache = {0xffffff80099al648 <lock classes+202864>, 0x0},

4-33: ¥TE[ init_mm £tk

FRIRZDIRERE: pgd = Oxffffff800a4d8000

EENNZETIERHAHEE kernel_memory_pgd_table.txt A:

crash_arm64> rd 0xffffff800a4d8000 512 > kenel_memory_table.txt

BREXRIM A0
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XHEER: W

kenel_memory pgd table.td

4-34: kenel_memory_table &

TR4E fault #dk: Oxffffffc03699f96¢c, IXEN—RKTIEFM, WT:

ffffff800a4d8800: 000000007f7ea003 0000000000000000 sa®coaooassasoaa
ffffff800a4d8810: 0000000000000000 0000000000000000 i veieeinnnnn.
ffffff800a4d48820: 0000000000000000 0000000000000000 .. ieivii i nnn.
ffffff800a4d8830: 0000000000000000 0000000000000000 @ .. veiveninnnnnn

4-35: 1R¥E fault R E —RTIER

RE2bit2 1, B—1MEENBRI,

REX 4R 51 B 5 kenel_memory_pmd_c_table.txt 3XfH:

crash_arm64>rd -p 000000007f7ea000 512 > kenel_memory_pmd_c_table.txt

SRERM TR
L

kernel mé&mory pmd c table.txd

4-36: kenel_memory_pmd_c_table X

HR4E fault #dk: Oxffffffc03699f96cy” # BN "R/ TTEH R, WT:

Tf7ea9f0: 000000007£6b1003 000000007£6H0003 N
7f7eaal00: 000000007f6af003 000000007f6ae003 S I
7f7eaall: 000000007£6ad003 000000007f6ac003 S I

4-37: 1R4E fault ehtEEI “HKTTIER

RE2bit2 1, B—PEZENTTERIG

FEN =1 B R2 kenel_memory_pte_139_table.txt X

crash_arm64> rd -p 000000007f6b0000 512 > kernel_memory_pte_139_table.txt

BEWNT, HEREERK:
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XHEER: W

7feb0000:
7teb0010:
T7t6eb0020:
7teb0030:
T7teb0040:
T7feb0050:
T7teb0060:
7t6b0070:
7feb0080:
7teb0080:
7t6b00a0l:
7feb00b0:
7teb00c0:
7teb00do:
T7teb00e0:
T7teb00f0:
T7feb0100:

SEIMAFI0T

00e8000067€00713
00e8000067e02713
00e8000067e04713
00e8000067e06713
00e8000067e08713
00e8000067e0a713
00e8000067e0c713
00e8000067e0e713
00e8000067€10713
00e8000067e12713
00e8000067e14713
00e8000067el6713
00e8000067e18713
00e8000067e1a713
00e8000067elc713
00e8000067ele713
00e8000067€20713

4-38: 1R fault IR EI =R TIBE R

00e8000067€01713
00e8000067e03713
00eB8000067e05713
00e8000067e07713
00e8000067e09713
00e8000067e0b713
00e8000067e0d713
00e8000067e0£713
00e8000067€11713
00e8000067e13713
00e8000067e15713
00e8000067€17713
00e8000067e19713
00e8000067el1b713
00e8000067e1d713
00e8000067e1f713
00e8000067e21713

kernel memory pte 139 table.tu

4-39: kenel_ memory_pte_139_table X

U EIEBERGBAZIIRZIRE, RELE CPU MMU BB Lo

4.4.7 TRI5TTHIEE

5 dmesg S EBFENIMITN logo

crash_arm64> dmesg

] UB R &ERISEN AU T

p!

.LT) .
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g XHEEE: W

[2020-02-14 09:41:10.528][165958.557101] Unable to handle kernel paging request at virtual address ffffff8000£86000
[2020-02-14 09:41:10.544]1[165958.566083] pgd = ffffffc037136000

[2020-02-14 09:41:10.544][165958.569986] [fff£fff8000£86000] *pgd=0000000000000000, *pud=0000000000000000
[2020-02-14 09:41:10.544]1[165958.577902] Internal error: Oops: 96000047 [#1] PREEMPT SMP

[2020-02-14 09:41:10.560][165958.584243] Modules linked in: gslX680new xr829 pvrsrvkm(0) Xradiofbtlpm viniv412
gc0310 mipi gc2355 mipi gc030a mipi gc2385 mipi vin io videobuf2 v412 videobuf2 dma contig videobuf2 memops
videobuf2 core N N N N B - B
[2020-02-14 09:41:10.575][165958.604779] CPU: 1 PID: 23126 Comm: kworker/u8:2 Tainted: G o] 4.9.170 #1
[2020-02-14 09:41:10.575][165958.613643] Hardware name: sun50iwl0 (DT)

[2020-02-14 09:41:10.591]1[165958.618825] Workqueue: pvr misr MISRWrapper [pvrsrvkm]

[2020-02-14 09:41:10.591] [165958.624685] task: ffffffc00302b500 task.stack: ffffffc004304000

[2020-02-14 09:41:10.607]1[165958.631424] PC is at ell sync+0x30/0xe0

[2020-02-14 09:41:10.607][165958.635827] LR is at Aisﬁitchito+0xco/0Xdc

[2020-02-14 09:41:10.607][165958.640504] pc : [<Efffff8008083030>] 1lr : [<ELffff8008086998>] pstate: 604003cd
[2020-02-14 09:41:10.622][165958.648875] sp : ffffff8000£85f40

[2020-02-14 09:41:10.622][165958.652679] x29: ffffffc004307a80 x28: fLfffff8008b05854

[2020-02-14 09:41:10.622][165958.658734] x27: 0000000000000000 x26: ffffff8009536dc8

[2020-02-14 09:41:10.638][165958.664785] x25: ffffff8009574350 x24: ffffffc03de47818

[2020-02-14 09:41:10.638][165958.670839] x23: ffffffc03aa65580 x22: ffffffc03aa6lb00

[2020-02-14 09:41:10.653][165958.676881] x21: ffffffc002b94£f80 x20: ffffffc00302b500

[2020-02-14 09:41:10.653][165958.682932] x19: ffffffc002b94£f80 x18: 0000000000000004

[2020-02-14 09:41:10.653][165958.688971] x17: 0000000000000000 xl6: fLfffff800815a08c

[2020-02-14 09:41:10.669][165958.695025] x15: 0000000000000001 x14: ffffff8008dad7f7

[2020-02-14 09:41:10.669][165958.701081] x13: 0000000000000003 x12: 0000000000000000

[2020-02-14 09:41:10.685][165958.707139] x11: ffffffc03dc7fed4 x10: 00000000000016a0

[2020-02-14 09:41:10.685][165958.713198] x9 : ffffff8004307a80 x8 : ffffffc00302cc00

[2020-02-14 09:41:10.685][165958.719246] x7 : ffffff8008105a94 x6 : 0000000000000002

[2020-02-14 09:41:10.685][165958.725294] x5 : 0000000000000001 x4 : ffffff8008laceb4

[2020-02-14 09:41:10.700][165958.731348] x3 : ffffff8008£fc4018 x2 : 0000000000000002

[2020-02-14 09:41:10.700][165958.737410] x1 : ffffffc00302b500 x0 : fEfffffc032608000

Bl 4-40: 15355t LB

BRI MU PC 1EHATANRISUE
crash_arme64> dis -| ffffff8008083030

crash armb4> dis -1 ffffffe

/home/luoweijian/workspace/A100/1longan/kernel/linux-4.9/arch/arm64/kernel/entry.S: 477
Oxffffff8008083030 <ell sync+48 stp x24, x25, [sp,#192]

Bl 4-41: txr55t s PC i85 oL 4R

ISIVALEN

WEAFRE © BRiBeERHRRNERAE. RE—TIF 37



( Auwiner
NIEER: R

e

472
0o472: ¥ EL1 mode handlers.
474

=/
0 .align 6
00476: ell_sync:
00477 kernel_entry 1
i 8: mrs x1, esr_ell [/ read the syndrome register
00479: Isr x24, x1, #ESR_ELx_EC_SHIFT // exception class
00480: cmp x24, #ESR_ELx_EC_DABT_CUR  // data abort in ELI
: b.eqell_da
cmp x24, #ESR_ElLx_EC_TABT_CUR // instruction abort in ELI
b.egell_ia
cmp x24, #ESR_ElLx_EC_S5YS564 // configurable trap
b.eqg ell_undef
cmp x24, #ESR_ElLx_EC _SP_ALIGN // stack alignment exception
87: b.egell_sp_pc
cmp x24, #ESR_ELx_EC_PC_ALIGN // pc alignment exception
b.eqell_sp_pc
cmp x24, #ESR_Elx_ EC_UNKNOWN  // unknown exception in EL1
b.eqg ell_undef
cmp x24, #ESR_ElLx_EC_BREAKPT_CUR // debug exception in EL1
b.ge ell_dbg
b ell_inv

- -
R ]
[T =Y
[

[ws i

oo

[
]
8 o M T Y O R T % I S

(]
ws]

3

e T s R e R
(5]

[
[
oo

[ T s T s B
A = o
T R

[

]
1]

8 T T T T Y T AT T =Y

[ I BN T W N

L b

3
3

4-42: 15355t s PC 5 XS RLRAS

477 17 kernel_entry =17, BFEWT:
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00120: .macro  kernel_entry, el, regsize = ¢4

00121: af \regsize == 32

00122 : mov wil, wi) // zero upper 32 bits of x0

00123: .endif

00124: stp x0, x1, [sp, #16 * o]

00125: stp x2, x3, [sp, #16 * 1]

00126: stp x4, x5, [sp, #16 * 2]

00127: stp x6, x7, [sp, #16 * 3]

00128: sip x8, x9, [sp, #16 * 4]

00129: stp x10, x11, [sp, #16 * 5]

00130: stp x12, x13, [sp, #16 * &]

00131: sip x14, x15, [sp, #16 * 7]

00132: stp x16, x17, [sp, #16 * 2]

00133: stp x18, x19, [sp, #16 * 5]

00134: sip x20, x21, [sp, #16 * 10]

00135: stp x22, x23, [sp, #16 * 11]

00136: stp x24, x25, [sp, #16 * 12]

00137: sip x26, x27, [sp, #16 * 13]

00138: stp x28, x29, [sp, #16 * 14]

00140 af el ==

00141: mrs x21, sp_el0

00142: |dr_this_cpu tsk, _ entry_task, x20 // Ensure MDSER_EL1.55 is clear,
00143: ldr x19, [tsk, #TSK_TI_FLAGS] // since we canunmask debug
00144: disable_step_tsk x19, x20 // exceptions when scheduling.
00145:

00146: apply_ssbd 1, 1£, x22, x23

4-43: kernel_entry ZZEFT

RIEC 4R, mILASA] PC T linel36 4787 panic. LtbBY sp $5%tH1&E: ffffff8000f85f40, Nk
#192 (0xc0) FIFNT— 4K TamE: 0xffffff8000f86000 /5, HHF F—ITiEEZBMET, FTLL
panice

B ell_sync R, HASGHMELE—MREANAT, FAUXMIIZE panic 58 dump HEY
ERBEERENBEE N7, FEMREIRIEVNE -G 51L#N ell_sync FIE—FEHIN
o

EE LRIEHFILRIBUE:

crash_arm64> dis -| ffffff8008086998

crash_armb4> dis -1 ffffff8008086998
/home/luoweijian/workspace/A100/1longan/kernel/linux-4.9/arch/arm64/kernel/process.c: 439

Oxffffff8008086998 < switch to+192>: ldp x19, x20, [sp,#16]

4-44: TRI5FTHIEE LP 183 LR

ISIVALEN
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00417: struct task_struct *___SWItCh_tO(struct task_struct *prev,
pDo418: struct task_struct *next)

: {

004Z20: struct task_struct *last;

00421:

0D0422: fpsimd_thread_switch(next);

00423: tls_thread_switch({next);

00 hw_breakpoint_thread_switch(next);
contextidr_thread_switch(next);
entry_task_switch(next);
uao_thread_switch(next);

18]

[Te Ry

=] v N o= (W

0o
0o
*

30: * Complete any pending TLB or cache maintenance on this CPU in case
* the thread migrates to a different CPU.
*/

dsb(ish);

FEIN v I S I b I o O S I o I

e v}

/ * the actual thread switch */

last = Tt (I (prev, next);

return last;
? end __switch_to ?

AL L L Gl L
I N [ R Y I o I

—

'
L T T A T T T T = T g )

(RN i)

oLl Lad

4-45: tRIEFTHIEE LP 55T XY RZIRG

FENRETEHIZTIR (__switch_to()) ITTeERIREREISEILHER, JENIES:

FEFFFF8008086994¢  9T7fffd2f bl | £Eff££8008083a50 <cpu switch to>
fEEEEEB008086998:  a94153f3 1dp x19, x20, [sp,#16]
fEfFFf800808699c:  A8c27bfd Wdp x29, x30, [spl,#32
fEFFFF80080869a0:  d65£03c0 ret

4-46: HEAEHHHETENIES

KETE cpu_switch_to REHITRAIZ S 1728 context TIRERIE—KIES, WA cpu_switch_to
PITSEEES sp FIEFIEET S

RIBIEZEE, FAEMNSE sp MEREREEHEYIRKEIREE TR L cpu_switch_to A
SERHY, &F TEER line818:
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00799: ENT RY(cpu_switch_to)

00800: mov x10, #THREAD_CPU_CONTEXT
00801: add x8, x0, x10

00802: mov x9, sp

00803: stp x19, x20, [x8], #16 // store callee-saved registers
00804: stp x21, x22, [x8], #16

00805: stp x23, x24, [x8], #16

00806: stp x25, x26, [x8], #16

00807: stp x27, x28, [x8], #16

00808 : stp x29, x9, [x8], #16

00809: str Ir, [x8]

00810: add x8, x1, x10

00811: ldp x19, x20, [x8], #16 // restore callee- saved registers
00812: ldp x21, x22, [x8], #16

00813: ldp x23, x24, [x8], #16

00814: ldp x25, x26, [x8], #16

00815: ldp x27, x28, [x8], #16

00816: ldp x29, x9, [x8], #16

00817: Ildr Ir, [x8]

00818:

00819: msr sp_el0, x1

00820: ret

00821: ENDPROC(cpu_switch_to)

4-47: cpu_switch_to JRE5

RGLEIEN CPU B F s R1EEE task&E AR thread.cpu_context R . EIRARFFTE task
PR AY task.thread.cpu_context B53, HITUIR &<

crash_arm64> foreach task -R thread.cpu_context -x > task2.txt

REIM R SFRA task.thread.cpu_contéxt B0

taska txt

4-48: task2 14

o], FAA task B9 sp BERR G A, Bk CPUO BY 0 S#4Z sp B9 sp = Oxffffff8xxxxxxxxx 7b, H
FRBERY task RAZIRISEEBE . OXOXFFexXXXXXXXXo

BEWT:
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]Search "sp = " (758 hits in 1 file)
] T:\aloD\longan\task?.txt (758 hits)

Line 14: zp = OxfFFfFFFE008513e20,
Line 31: zp = OXffffffc03dSeTesn,
Line 48: zp = OXEfffffc03d5f3e80,
Line &65: zp = OXEffffffc03d5f7en0,
Line 82: zp = OXEfffffc03d4fTbec0,
Line 9%: zp = Oxffffffc03d587dEO,
Line 11&: zp = OXEffffffc03d5a7c70,
Line 133: zp = OXEffffffc03dibfcel,
Line 150: zp = OXEfffffc03dSc3b10,
Line 167: zp = OXE£ffffc03dScTcllO,
Line 184: zp = OXEfffffc03d5d3cl0,
Line 201: zp = OXE£fffffc03d5d7cel,
Line 218: zp = OXEfffffc03dsdfc20,
Line 235: zp = OXEfffffc03dSe3cel,
Line 232: zp = OXEfffffc03de03cel,
Line 269: zp = OXEfffffc03de0Tcel,
Line 286&: zp = OXEfffffc03del3cel,
Line 303: zp = OXEfffffc03del7cel,
Line 320: zp = OXEfffffcO3delbcel,
Line 337: zp = OXEEfffffc03de33c70,
Line 354: zp = OXEfffffc03desTcel,
Line 371: zp = OXEfffffcO03dec3cel,
Line 388: zp = OXEfffffcO03deceTcel,
Line 405: zp = OXEEfffffc03deT3cel,
Line 422: zp = OXEEfffffc03ded3cii,
Line 439: Sge= OXEfffffcO3dedTcaly
Line 4S&4 zp = OXEfffffci3deSbcel,
Line 443" zp = OXEELfLEfEcO3dedTcel,
Linef 4590: =p —@xEEffffe03dea3cel,
Lige 507: =p = OxfEEfFfc03deb3cTO,
Lime 524: =p = OxEFfffffc03ded3cel,

4-49:/task2 HFY SP 5§t

DDR H task Z&#a4& £F & F IFE RS, MFEEMMIAHHIFEN & FZ: CPU: 1 PID: 23126 Comm:
kworker, RTZEEHREspigFiiRaIgER: fffff8000f85f40, FRLULEAL sp TRBREERAFHE

ERMRESRLE T IFERZ.

4.4.8 Workqueue Fig5t
£/ dmesg SRS EFBTENNINIZM log.

crash_arm64> dmesg

BB EERIFEN AT
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1162.162657] Unable to handle kernel NULL pointer dereference at virtual address 00000008
1162.171755] pgd = ff£ffff800a4b7000

1162.175566] [00000008] *pgd=000000007£f7fe003, *pud=000000007£7fe003, *pmd=0000000000000000
1162.184867] Internal error: Oops: 96000005 [#1] PREEMPT SMP

1162.191129] Modules linked in: xr829 gslX680new pvrsrvkm(0) xradio btlpm vin w412 gc0310 mipi
gc2355 mipi gc030a mipi gc2385 mipi vin io videobuf2 v412 videobuf2 dma contig videobuf2 memops
videobuf24pore [last unloaded: xr829]

[ 1162.213854] CPU: 0 PID: 20811 Comm: kworker/0:3 Tainted: G 0 4.9.170 #1
1162.222530] Hardware name: sun50iwl0 (DT)

1162.227035] task: ffffffc0lcc30000 task.stack: ffffffc000fc4000

1162.233695] PC 1s at processionegwork+0x50/OX6C4

1162.238876] LR 1s at process_one_work+0x4B/Dx6c4

1162.244055] pc : [<E£ffff80080ceb568>] 1lr : [<EfffffB80080ce560>] pstate: 404001c5
1162.252381] sp : fEff£ffc000£fc7c80

1162.256111] x%29: ffffffc000fc7cB0 x28: 0000000000000000

1162.262092] x27: 0000000000000000 x26: f£fffff800394£a000

1162.268070] x25: ffffffc03dc6fde0 x24: ffffffc003da3c30

1162.274045] x%23: 0000000000000000 x%22: f£fffff8009516000

1162.280024]1 x21: ffffffc03dc6fd00 x20: ffffff80096834c0

1162.286003] x19: ffffffc003da3c00 x18: 0000000000000004

1162.291981] x17: 0000000000000000 x16: ffffff800815a08c

1162.297958] x15: 0000000000000001 x14: ffffff8008d93af7

1162.303934] x13: 0000000000000003 x12: 0000000000000000

1162.309914] x11: ffffffc03daaBed4 x10: 00000000000016a0

1162.315890] %9 : 0000000000000000 =28 : ffffffc03dcefdls

1162.321859] x7 : ffffff80080cea?4 %6 : 0000000000000000

1162.327833] %5 : 0000000000000080 %4 : 0000000000000001

1162.333812]1 %3 : 0000000000000000 %2 : ffffffc03dc74260

1162.339791] x1 : ffffffc000fc7cfB8 x0 : 0000000000000000

——— .

e R e e W B i B B e N e R R R e e e W ]

4-50: Workqueue FF5%t crash Ii7

BEFNMUL PC F55T PRI IRIGLE

crash_arm64> dis -|ffffffS80080ce568

crash_armb4> dis -1 ffffff80080ce568

/home/luoweijian/workspace/androidQ/longan/kernel/linux-4,9/kernel/workqueue.c: 2041
Oxffffff80080ce568 <process one work+80:=: ldr x0, [x0,#8]

4-517Workqueue FFf55t PC 155 R L4

EE LRIEEHFIGRIGUE:

crash_arm64> dis -| ffffff80080ce560

crash_arm64=> dis -1 ffffff80080ce560
/home/luoweijian/workspace/androidQ/longan/kernel/linux-4.9/kernel/workqueue.c: 2039

Oxffffff80080ce560 <process_one_work+72>: mov x23, x0

4-52: Workqueue EF155t LR 55t L 4R

EEREWNT:
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2035 static void process one work(struct worker *worker, struct work struct *work)
2036  releases(&pool->lock)
2037 _ acquires (&pool->lock)
2038 m{
2039 struct pool workqueue *pwq = get work pwq(work);
2040 struct worker pool *pool = worker->pool;
2041 bool cpu intensive = pwg->wg->flags & WQ CPU_INTENSIVE;
2042 int work color;
2043 struct worker *collision;
2044 #ifdef CONFIG LOCKDEP

4-53: Workqueue F#5%t LR 15553
SIRERICH:
ffffff80080ce518 <process one Work>:
ffffff80080ce518: ad9%b57bfd stp x29, x30, [sp,#-176]!
ffffff80080ceblc: 910003fd mov x29, sp
ffffff80080ceb20: a90153f3 stp %19, x20, [sp,#16]
ffffff80080ceb24: a9025bfh stp %21, x22, I[sp,#32]
FIFrfr80080ceb28: af%90363f7 stp x23, x24, |[sp,#48]
fIffff80080ceb2c: a%046bf9 stp %25, x26, [sp,#64]
ffffff80080ceb30: a905731tb stp %27, =28, [sp,#80]
ffff£f£f80080ce534: aal003f3 mov x19, x0
ffff£ff80080ce536: aale(03e0 mov x0, x30
fffff£80080ceb3c: aa0103f4 mov x20, %1
ffffff80080ceb40: 9000a256 adrp x22, TEfEFEB009516000 <nf conntrac
FIFrff80080ceb44: 97ff2bf3 bl ffffff8008099510 < mcount>
fIffff80080ceb48: 913642c0 add ®0,,x22, #0xdS0
ffffff80080ceb4dcs £9400001 ldr x1, “[=20]
ffffff80080ceb50: £90057al str x1, [x29,4#168]
ffffff80080ces354: d2800001 mov x1, #0x0 // #0
ffffff80080ce558: aald03e0 mov x0, x20
fIffff80080ces5c: 97fff196 bl ffffff80080cabb4 <get work pwqg>
ftffffr80080ces560: aal003t7 mov x23, x0
ffffff80080¢ces64: 9101e3al add =1, %29, #0x78
ffffff80080ces68: £9400400 1dr =0, [=x0,#8]

4-54: process_one_work L4

LA PC $55t: ffffff80080ce568 ALRIFSENREIZ x0 H 1725/ 0, load/store g HE. ML
WA LABE, x0 FEHEHERE get_work_pwq() BREAIREE, 15PA get_work_pwq() BB

[El{E7 0.

&EE get_work_pwq() REGRE] NULL REA, 0TFE:
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1682 static struct pool_workqueue *g@t_WOrK_PW((struct work_struct *work)
o3 . {

XHEER: W

unsigned long data = atomic_long_read(&work- >data);

if (data & WORK_STRUCT_PWQ)

return (void *)(data & WORK_STRUCT_WQ_DATA_MASK);
else

return NULL;

4-55: get_work_pwq &%k

BIEY, RES#H work->data i GEFREAL WORK_STRUCT_PWQ ;B E&fiF¥=:&[a] NULL,

ATHIADITSIEIERE, Stk get_ work_pwq() REBISE. BREE process_one_work()
BRECRES, 1RIE ARM RECERAN, RKEE 0 MEHIME X0 FERR, F—ISHIRENT
788, FRLUXEFE RO process_one_work() ERIERN DB x0/x1 F1Z28HE,

& A process_one_work() R4, ATLIEE:

ffffff80080ce518 <process one work>:

ffffff80080ce518: a9b57bfd stp %29, %30, [sp,#-176]!
frrfff80080ces1c: 910003fd mov ' x29, sSp
ffffff80080ce520: al015313 stp| x19, x20, [sp,#16]
ffffff80080ceb24: a9025bfs stp "'x21, x22, [sp,#32]
ffffff80080ces528: a90363t7 stp x23, x24, [sp,#48]
ffffff80080eces52c: a9046bt9 stp x25, x26, [sp,#64]
ffffff80080ce530: ad90573fb stp x27, x28, [sp,#80]
fffff£f80080ceb34: 00313 mov x19, x0
ffffff80080ce538 aale03e0 mov x0, x30
fffff£f80080ceb3c: aal0l03f4 mov x20, x1

4-56: process_one_work ICZREE x0/x1

£ process_one_work() EREINE, =% x0 FFREFEI x19 FF2E, B x1 FER[RFEFE Q0 F
F2%. FILL, x20 HESRPHNEEESE work BB, 1RIE panic 5 EHEHEHMERITEN, LG
B x20 HFasE N ffffff80096834c0,

BESH work 155H1EMABY work EERE

crash_arm64> struct -x work_struct ffffff80096834c0
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crash_armb4d> struct -x work 80096834c0
struct work struct {
data = {
counter = Oxfffffffed
I

entry = {
next

OxffFfff80096834c8 <sunxi udc+3416>,
prev 34c8 6

OxfffffT800968: <sunxi udc+341

>

I

func = Oxffffff8008703af8 <sunxi vbus det work-,
lockdep map = {

key = Oxffffff800adaled0 < key.37047>,

class cache = {0x0, 0x0},

name = Oxffffff8008e0b3a3 "(&udc->vbus det work)",
cpu = 0x1,

ip = 0x0

4-5T7: & struct work_struct &H{RMI(E

Bl LLEF, work->data B GABYHRAG{L WORK_STRUCT_PWQ & E BUMMEAE B &AL, Fild

get_work_pwq() ER#UREINULL 2 IEM.

H—F oMt work NEERE, a LIk, data B B EIE: Oxfffffffe0 2 work #8816

INIT_WORK EfPRIIRIES

INIT_WORK BIEX T :
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#ifdef CONFIG_LOCKDEP

#define _ INIT_WORK( work, func, onstack) \
do { \
static struct lock_class_key __ key; \
__init_work((_work), _onstack); \

(_work)- >data = (atomic_long_t) WORK_DATA_INIT(); \
lockdep_init_map(&(_work)- >lockdep_map, #_work, &_ key, 0); \

INIT_LIST_HEAD(&(_work)- >entry); \
(_work)- >func = (_func); \
+ while (0)
f#else
#define __ INIT_WORK(_work, _func, _onstack) \
do { \
__init_work((_work), _onstack); \
(_work)- >data = (atomic_long_t) WORK_DATA_INIT(); \
INIT_LIST_HEAD(&(_work)- >entry); \
(_work)- >func = (_func); \
+ while (0)
#endif

4-58: INIT_WORK FEX

Hrh WORK_DATA_INIT BYEX 0T :
#define [ RUENTNEWNIN]() ATOMIC LONG INIT(WORK_STRUCT_NO_POOL)

L Jd_Lro - AEFAATRAEF FTAA T A ST ATTS TRITE O 1

4-59: WORK_ DATA_INIT X

#H—%, WORK_STRUCT_NO_POOL B9EXIIT:

~ 7~ (unsignéd long)WORK_OFFQ_POOL_NONE << WORK_OFFQ_POOL_SHIFT,

El4-60: WORK_STRUCT_NO_POOL EX

E2: Oxfffffffe0,

B INIT_WORK REX5E%E work RA B LI E, work B9 entry B 5 # func KRB EH
INIT_WORK #7316 mE,

Bt work B9 func B G RTA, It work BYBRATERIERZ . sunxi_vbus_det_work, &%& usb IXzh, It
work % schedule_work () K¥47E usbirq PRLEER, WTF:
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/* SUSPEND */
if (usb_irq & USBC_INTUSB_SUSPEND) {
DMSG_INFO_UDC("IRQ: suspend\n");

/ * clear interrupt */
USBC_INT_ClearMiscPending(g_sunxi_udc_io.usb_bsp_hdle,
USBC_INTUSB_SUSPEND);

if (dev- >gadget.speed | = USB_SPEED_UNKNOWN) {
schedule_work(&dev- > IE MRG0 ;

usb_connect = 0;

if (! Is_Charger_Mode) {
wake_unlock({&udc_wake_lock);
pr_debug("usb_connecting: release wake lock\n");

4-61: B4 1AM sunxi_vbus_det_work

43 #f7 schedule_work() REBINIZIZI: schedule_work()->queue_work()-=>gqueue_work_on()-
>queue_delayed_work_on()->__queue_delayed_work()->__queueawork()=>insert_work(),

static void iﬂSEl‘t_WDl'k{struct pool_workqueue #pwaq, struct work_struct *work,
struct list_head *head, unsigned int extra_flags)
{

struct worker_péol *pool = pwq- >pool;

/* we own @work, set data and link */
set_work pwq(work, pwq, extra_flags);

list_add_tail(&work- >cntry, head);
get_pwdq(pwaq);

1”*
* Ensure either wg_worker_sleeping() sees the above

* list_add_ tail() or we see zero nr_running to avoid workers lying

* around lazily while there/are works to be processed.
*

smp_mb();

if (__need_more_worker(pool))
wake_up_worker(pool);
} 7 end insert_work ?

4-62: insert_work ER%k

= work->data & pwq 155t FTAERERIZAITERIZ T, process_one_work() EREHIAA
get_work_pwq() E#, HEEFR=RE NULL B, FrLARIZTE process_one_work() Bk :8HE
it get_work_pwq() REUREENGE ML (AAXEFREE)

FRLL, W7 —ERHMHALEIZWIF T work EHARIAR. RIBFEVE work BHENAR,
BT LB E It work @ X#H K42 INIT_WORK T, MMSBNIZERHo
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4.49 337 BEEREEIR

£ dmesg sn L EHIEHIIZH log,

crash_arm64> dmesg

IR &ERISEN AT

Unable to handle kernel NULL pointer dereference at virtual address 000004d
pgd = ffffff800a4c7000
[000004d8] *pgd=000000007f£7fe003, *pud=000000007L7£e003,

Internal error: Oops: 96000005 [#1] PREEMPT SMP
Modules linked in: xr829 gslXé80new pvrsrvkm(0O) xradio btlpm vin v412
35 mipi vin io videobuf2 v412 videobuf2 dma contig videobuf2Z memops

CPU: 0 PID: 973 Comm: mmcqgd/0 Tainted: G 0 4.9.170 #1
Hardware name: sun50iwl0 (DT)

task: ffffffc03af98000 task.stack: ffffffc03aed4000
PC is at test clear page writeback+0x208/0x28c

LR is at test clear _page writeback+0xlfc/0x28c

pc : [<KEFffff8008ledd74>] lr : [<KFffFfffB8008led468>]d pstate: 80400145
sp : ffffffc03aed77a30

x29: L[fffffc03aed7a30 x28: 0000000000000000

x27: 0000000000000000 x26: FTIffffcO0dffdb40

x25: 0000000000000140 x24: CEffffc00dffdb50

x23: 0000000000000001 x22: FEfffff8009527000

x21: ffffffc03af80260 x20: ffffffcO0dEEdb38

x19: ffffffbf005b%acO &18: 0000000000000001

x17: 0000000000000000 x16: fffEf£800815a08c

x15: 0000000000000001 x14: ELfFfTr8008da3af’

x13: 0000000000000001 'x12: EELffff8009526000

x11: 0000000000000001 x10: 0000000000000040

x9 : 0000000000000000 "x8 : ffffffc03abcdcfO

x7 : Lfffff8008288eac x6 : 0000000000000000

x5 : 0000000000000080 x4 : 0000000000000001

x3 : 0000000000000000 x2 : FFFFFFFFFFFrffrfff

x1 : 0000004034ael008,2x0" : 0000000000000000

4-63: D2 BkEETEIR crash I1%

BFENMAE PC i85 FRANRRB(IE |

crash_arm64> dis -| ffffff80081ed474

B3

crash_arm64> dis -1 ffffff80081led474
/home/zengshuchuan/workspace/sunxi-platform-q-sync/longan/kernel/linux-4.9/./include/linux/memcontrol.h: 517

Oxffffff80081ed474 <test clear_page writeback+520>: ldr x0, [x0,#1240]

Bl 4-64: 73 BRETEEIR PC 155 R4
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BE LRIEHFIGRIEUE:

crash_arme64> dis -| ffffff80081ed468

crash_arm64> dis -1 ffffff80081ed468

/home/zengshuchuan/workspace/sunxi-platform-q-sync/longan/kernel/linux-4.9/./include/linux/memcontrol.h: 517
Oxffffff80081ed468 <test clear page writeback+508>: ldr x0, [x19,#56]

4-65: DX BKFLTRIR LR 5 RICHR

BHRENT:

static inline void mém_cgroup_update_page_stat(struct page *page,
enum mem_cgroup_stat_index idx, int val)

{
VM_BUG_ON(! (rcu_read_lock_held() | | PageLocked(page)));
if (page- >mem_cgroup)
this_cpu_add(page- >mem_cgroup- >stat- >count[idx], val);
¥

4-66: 7 < BRAZEEIR LR SR NIIRES

XYRRECIRSEIN .

fEfEff£80081led44c: £9400000 1dr x0, |[x0]
fEFfff80081ed450: 37000040 thnz w0, #0, ffffff80081ed458 <test clear page writeback+0Oxlec>
fEffff8008led454, d4210000 brk #0x800

fEEFFFB0081ed4b £9401e60 %0, [x19, #56]

fEfff££80081ed45 b40002a0 cbz x0, ffffff80081leddb0 <test clear page writeback+0x244>
fEFEFE80081ed4 6 52800020 mov w0, /1 #1

fEFFFEB0081ed46 97fbcfad bl ffffff80080e12f4 <preempt count add>

fEFEFEB0081ed46 £9401e60 ldr x0, Jx19,#56] N N

fEFFFFB0081led46e: 92800002 mov x2, #0xffffffffffffffeef /1 F-1

FEFFFFB0081ed470:  d538d081 mrs xd, tpidr ell

fEFFFFB0081led474:  £9426c00 1dr %0, [x0,#1240]

fEFFFFB0081ed478: 9100a000 add x0, x0, #0x28

fEffff8008ledd7c: 8b010000 add x0, x0, x1
fEffff80081ed480: c85£7c04 ldxr x4, [x0]
fEfffr8008led484;: 8b020084 add x4, x4, x2
fEffff80081ed488: c8037¢c04 stxr w3, x4, [x0]

4-67: 3R LR 55 REUC YR

BIUEE, JREB line516 17¥IBT page->mem_cgroup AZR, FEBkIZE ffffffs0081ed4b0, (B
CPU #1171t cbz 5<% (ffffff80081led45¢c) B &HBKY:, {ELFRZ load page->mem_cgroup it
B, RMEAT, CpuESHITERSAFFRB R,

H—PEE page HEMENAEFHIE (MRCRERADUEY, x19 FE[PEBRHZ page LK
)

crash_arm64> struct page ffffffbf005b9ac0
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crash _arm64> struct -x page ffffffbfoe5b9ace
struct page {
flags = 0x0,
1
mapping = 0x0,
5_mem = 0x0,
compound mapcount = {
counter = 0x0
¥

I
I
L

index = 0x0,
freelist = Ox0

I
I
L

counters = Oxffffffff,

I
L

I
L
r

_mapcount 1
OxfFffffff

counter

active = Oxffffffff,

inuse = Oxffff,
objects = Ox7fff,
frozen = 0x1
o
units = Oxffffffff
}!

_refcount
counter

T
L
Ox0

OxffffffbfOE556c20,
OxffffffbfOEE93520

pgmap = Oxffffffbfee556C20,
1

next = Oxffffffbfoe556c20,

4-68: &F page LMARIE 1
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pages = 0x93520,
pobjects = Oxffffffbf
I
callback head = {
next = OxffffffbfOO556c20,
func = Oxffffffbf00093520

compound head = Oxffffffbfoe556c20),
compound dtor = 0x93520,
compound order = Oxffffffbf

}

private = 0x0,

ptl = 0x0,

slab _cache = 0x0
I

mem_cgroup = 0x0

4-69: TF page LMIARIE 2

BIRHIA page->mem_cgroup =, Dram FREHEIEH, CPU H1T load/cbz 35t RI =,

Cbz HUITEY B1RYE cpsr H7da z (LB R NERAE 7 BkELRY, WNTFE:

313029282726 242322212019 16 15 M9 87 6 5 43 0
N|Z|C|V|Q| RESO GE RESO E|A[I]|F M
SSBS | | | RES1
PAN RESO
DIT
RESO

4-70: CPSR F1788 07

M, CPU7EHAT cbz #8<0BY, cpsrz &4 T bit B4,

4.4.10 CPU JASISIEHFEN

EIZHIANT cpu B PLL_CPU MEEFREZE, £A dmesg snLEBNILITN log.
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crash_arm64> dmesg

BJLURYE log EAMENBIIG, BRMAEIRES, HBTFBEENTLEEIEN, BaEEFEN
RAZREFRTAERIIER, BEEEIER log FIEFNEBELNEFTHEIENER, FRUFEDHE
ADERZRPIAS AR 2 CPU ESAAMIAERZ K EIE, SEERMIARGRSERNIFMM S
RYTHET.

ETRFENESRIHIENES:

crash> ps

SEIHESEILIZRIHIZIN T

43 2 2clablf40 ID 0.0 0O O [kworker/2:1]
...skipping...
> 1126 2 2 c232f6cO RU 0.0 0 O [sugov:0]
1134 2 0 c232d780 IN 0.0 0 O [irg/43-mmc2]
1142 2 0 c232f080 IN 0.0 0 0 [irg/44-mmc0]

K E cpufreq BUIE (REIBVIAMKRRS, RAAMEER A ER, TEESEMFRIERS T,
XEBREE schedutil SR3H) , XSRZAYHIZR sugove

HEIHZ LR LUESEE Ha1E CPU B backtrace REEFEN N7 T ASHVEE I ERo

BAEEHFIED CPU HaEEETHHE (RFAFHEEGEEET csat dump HRBEUE, T
R cpu HETHITRREER)

crash> bt -a

crash> bt -:
PID: @ TASK: ceeb7646 CPU: © COMMAND: "swapper/@"
bt: WARNING: cannot determine starting stack frame for task c@e@704©

PID: @ TASK: cl1874bee CPU: 1 COMMAND: "swapper/1"
bt: WARNING: cannot determine starting stack frame for task c1874bee

PID: 1126 TASK: c232fece CPU: 2 COMMAND: "sugov:@"
bt: WARNING: cannot determine starting stack frame for task c232f6ce

PID: © TASK: ¢1875780 CPU: 3 COMMAND: "“swapper/3"
bt: WARNING: cannot determine starting stack frame for task c187578@
crash> I

4-71: H7i1 CPU [ETEIETTHI#7E

AEIRYE cpufreq A3 PID &F backtrace:
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crash>bt-T 1126

PID: 1126 TASK: c232f6c0 CPU:2 COMMAND: "sugov:0"
bt: WARNING: cannot determine starting stack frame for task c232f6c0
[c2357934] update_sd_lb_stats at c0144914
c23579ac] find_busiest_group at c0144bd0
c2357a4c] load_balance at c0144ff8

€2357a94] __accumulate_pelt_segments at c014efdc
c2357ad0] schedule at c089338c

c2357adc] update_cfs_rq_load_avg at c01417b4
c2357af4] _raw_spin_unlock_irq at c0896b50
c2357afc] finish_task_switch at c013bac4

¢2357b0c] notifier_call_chain at c0137a28
c2357b30] schedule at c089338c

€2357b44] _raw_spin_lock_irgsave at c08968a4
c2357b54] lock_timer_base at c01745e4

€2357b6c] _raw_spin_unlock_irqgrestore at c0896e28
€2357b74] try_to_del_timer_sync at c01746d8
€2357h8c] del_timer_sync at c0174730

¢2357b94] schedule_timeout at c0895f88

€2357bb4] __pm_runtime_suspend at c0491ce4
c2357bcc] sunxi_i2c_xfer at c0604110

c2357be0] autoremove_wake_function at c014bc7c
c2357c14] __i2c_transfer at c05305b4

c2357c2c] mutex_unlock at c08941d8

c2357c3c] i2¢c_transfer at c05306f4

€2357c¢54] i2c_transfer_buffer_flags at c0530754
€2357c74] regmap_i2c_write at.c049e220

€2357c7c] _regmap_raw_write_impl at c049a40c
€2357cb0] regmap_format_8 at c0497f08

€2357cc4] _regmap_bus_raw_writé at c049a58¢
c2357ce4] _regmap_update_bits at c0499e44
c2357cfc] mutex_unlock at c08941d8

€2357d0c] regmap_update_bits_base at c049acf8
€2357d2c] regmap_update_bits at c045e144
c2357d44] regulator_set_voltage_sel_regmap at c045e374
€2357d4c] _regulator_call_set_voltage_sel at c045ala8
c2357d54] read_current_timer at c0420718
c2357d5c¢] __timer_delay at c0420760

€2357d74] _regulator_dounset_voltageat c045a700
c2357dbc] regulator_set_voltage_rdev at c045d99c
c2357de4] regulator_do_balance_voltage at c045bab8
c2357elc] mutex_unlock at c08941d8

c2357e24] mutex_unlock at c08941d8

c2357e34] mutex_unlock at c08941d8

c2357e3c] mutex_unlock at c08941d8

c2357e4c] regulator_unlock_recursive at c045832¢
c2357e6¢] regulator_set_voltage at c045dab0
c2357ebc] newidle_balance at c0145cdc

c2357ee4] notifier_call_chain at c0137a28

€2357f14] __cpufreq_driver_target at c057e03c
€2357f54] sugov_work at c014fa9c

c2357f6c] kthread_worker_fn at c0136c08

¢2357f7c] kthread_worker_fn at c0136b34

¢2357f8¢] kthread at c0136740

¢2357f94] kthread at c013662c

c2357fac] ret_from_fork at c0100148
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0] LUARYE R 2098 BB A% SR A E LB A FRSMIAE R B+ A M ER, $140_E3R backtrace M cpufreq BYEK
BIBARERE:

cpufreq_driver_target->regulator_set_voltage->regulator_do_balance_voltage-
>_regulator_do_set_voltage->regulator_set_voltage_sel _regmap->regmap_update_bits-
>i2c_transfer->sunxi_i2c_xfer->schedule_timeout

BAREAE—XBMAENTSRE, AREXFEBEHERAZEA 2c NEA, REHTFRF 2cXRH
BRI, EERIAE L X

ik cpufreq BNIEBG, EAILLUBESMANEIRAIBTILEBEM cur_freq BZ! next_freq,
BAEE IR E policy SN AIMEXEES T E cpufreq_policy_list, HRBTZETEHIIXIME
policyo

crash> p cpufreq_policy_list cpufreq_policy_list = S1 = { next = 0xc2319ae8, prev =
0xc2319ae8}

2 cpufreq_policy_list LIS, 1RIBETE cpufreq_policy EMERMNLE, REEHITNA policy
Hidk,

crash> struct cpufreq_policy -0

WEAFRE © BRiBeERHRRNERAE. RE—TIF 55



Auwiner
g NIEER: R

crash> struct cpufreq_policy -o

struct cpufreq_policy {
cpumask_var_t cpus;
cpumask_var_t related cpus;
cpumask_var_t real_cpus;
unsigned int shared_type;
unsigned int cpu;
struct clk *clk;
struct cpufreq _cpuinfo cpuinfo;
unsigned int min;
unsigned int max;
unsigned int cur;
unsigned int restore_freq;
unsigned int suspend_freq;
unsigned int policy;
unsigned int last_policy;
struct cpufreq_governor *governor;
void *governor_data;
char last_governor ;
struct work_struct update;
struct freq_constraints constraints;
struct freq_qgos_request *min_freq_req;
struct freg_gos_request *max_freq_req;
struct cpufreq_frequency_table *freq_table;
enum cpufrea table sortine freq_table_sorted;
struct list_head policy_list;
STruct Kobject Kobj;
struct completion kobj_unregister;
struct rw_semaphore rwsem;
bool fast_switch_possible;
bool fast_switch_enabled;
bool strict_target;
unsigned int transition_delay_us;
bool dvfs_possible_from_any_ cpu;
unsigned int cached_target_freq;

4-72: cpufreq_policy &5 RV RTE

list_head £ cpufreq_policy & EE®mREZ 7N 232, PRI LR #EE policy BY#1iEH
0xc2319ae8 - 0xe8 = 0xc2319a00, ILESEE policy XMW AYLEHI{A cpufreq_policys
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crash> struct cpufreq_policy 0xc2319a00

struct cpufreq_policy {
cpus = {{
bits = {15}
3
related_cpus = {{
bits = {15}
3
real_cpus = {{
bits = {15}
3
shared_type = @,
cpu = 9,
clk = ©xc21315ce,
cpuinfo = {
max_freq = 1200000,
min_freq = 480000,
transition_latency = 3000000
¥,
min = 480660,
max = 1266600
cur 1008600
restore_freq = 1008000,
suspend_freq e,
policy = 6,
last_policy = @,
governor = @xc@e@bcf@® <schedutil_gov>,
governor_data @xc2l4adoee,
last_governor “\UuY\buY \veV\ B0\ 000\ 000\ B0\ B0\ 000\ 000 \000\000\000\000\000",
update = {
data = {
counter =

©xc2319a5c,
@xc2319a5c

4-73¢ cpufreq_policy 1K EIE

B] LB B A HATBYSRER /9 1008000,

FEM schedutil B9REEAE, BEIFRIMEZT sg_policy XMEMEFRY, M sg_policy 2
ERHHEEEEIT governor_data 1, FRLARILAEE] sg_policy XYM AV {IRRY IR,

crash> struct sugov_policy 0xc214d900
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crash> struct sugov_policy ©xc214d9ee
struct sugov_policy {
policy = ©xc2319a00,
tunables = @xclafe7ee0,
tunables _hook = {
next = Bxclafe724,
prev = Bxclafte724
}s
update_lock = {
raw_lock = {
{
slock = 357373261,
tickets = {
owner = 5453,
next = 5453

}s
last_freq update_time = 6409162849,

freg update delay ns = 10066060600,
next freg = 1200000,
cached _raw_freq = 1500600,
irg work = {
{
node = {
llist =
next = Ox0
}s
{
u _flags =
a_flags =
counter
}

}

4-T4: sugov_policy £k EkizE
KR © BBRERRRNEIRAT, RE—I
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Fft LART ARE-RFERV IR 7 2 &R CPU 47 ) 1008000 JE %) 1200000, FHEBREREAESF R,

R
\,\""“ﬂe
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5.1 WARNING: cannot access vmalloc d module
memory

crash fNEIIZRHIINTRY log:

machine type mismatch / “WARNING: cannot access vmalloc'd module memory”

& DRAM #8385 vmlinux RILEC, REEFMITHILACRIEIE,

5.2 crash: cannot determine page size

crash MNEHIZFRHIIOFEY log:

crash: cannot determine page size

R crash TEARTAE, X972 arm32 A E arm64 FES;

o EEE dump AEMA/D, E5EL dump B3R, #0 3.1.1 EFHE crash HIBHRENIELE 2
HIEH;

o FJLITEMEMTEr FIRAMNEEp 448 page size IR/

o AJEER crash THEJMRASTFILEE, HEFERRFE crash #1TIAIRXEIE,

5.3 crash_arm64: read error: kernel virtual address:
ffffffc0087cf580 type: “kernel_config_data”

crash NEIIZRHIINTRY log:

crash_arm64: read error: kernel virtual address: ffffffc0087cf580 type: "kernel_config_data"
WARNING: cannot read kernel_config_data

crash_arm64: read error: kernel virtual address: ffffffc008e68860 type: "possible"
WARNING: cannot read cpu_possible_map

crash_arm64: read error: kernel virtual address: ffffffc008e68858 type: "present”

WARNING: cannot read cpu_present_map

crash_arm64: read error: kernel virtual address: ffffffc008e68850 type: "online"
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WARNING: cannot read cpu_online_map

crash_arm64: read error: kernel virtual address: ffffffc008e68878 type: "active"

WARNING: cannot read cpu_active_map

crash_arm64: read error: kernel virtual address: ffffffc008f875a8 type: "shadow_timekeeper xtime_sec"
crash_arm64: read error: kernel virtual address: ffffffc008e6dc44 type: "init_uts_ns"

crash_arm64: tmp/vmlinux and /var/tmp/ramdump_elf_sDmBG5 do not match!

o RIR crash TEIEER kimage_voffset BIR, FERBIEMNINIZBEERRIEESE
o XIF ARM 64 I 545, mmu IR kimage_voffset FHALBRT S, Mkernel/linux-5.15/arch/
arm64/mm/mmu.co

o EETREBIZITRIREHAINU THERE B RIZEE BTN R BN =1ZS A A,

diff --git a/drivers/usb/sunxi_usb/manager/usb_msg_center.c b/drivers/usb/sunxi_usb/manager/usb_msg_center.c
index 02cd569..1bfd2d8 100644

--- a/drivers/usb/sunxi_usb/manager/usb_msg_center.c

+++ b/drivers/usb/sunxi_usb/manager/usb_msg_center.c

@@ -172,6 +172,7 @@ static void insmod_device_driver(struct usb_msg_center_info *center_info)

#endif
DMSG_INFO("\ninsmod_device_driver\n\n");
+  printk("kimage_voffset: 0x%lIx\n", kimage_voffset);

set_usb_role(center_info, USB_ROLE_DEVICE);

5.4 WARNING: could not find MAGIC_START!

crash INEIZRHIINTHY log:

WARNING: could not find MAGIC_START!
crash_arm64s: tmp/vmlinux and /var/tmp/ramdump_elf_TvkfBx do not match!

o ZIAAREIRI crash TEFITIER,;

o KEIENBY Log BFFTEN “Kernel Offset” HERXRES.

o N1ZFF/= CONFIG_RANDOMIZE_BASE ECEFH BECERY kaslr_offset 79 0, M kernel image
BT Y HIUEAR XY T B IR MRS, RIS AT LURBE dts 185,

BENEBE%E . http://www.wowotech.net/memory_management/441.html

o ERITES ISR INEE kaslr 0x8000035 3E kaslr_offset BIA/\,

£ 5.4 E#ATARS

/ #echo "c" > /proc/sysrqg-trigger
[ 221.612183] sysrq: Trigger a crash
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[ 221.616041] Kernel panic - not syncing: sysrq triggered crash
[ 221.622478] CPU: 0 PID: 411 Comm: ash Not tainted 5.4.161+ #9
[ 221.628908] Hardware name: sun50iw10 (DT)
[ 221.633391] Call trace:

[ 221.636136] dump_backtrace+0x0/0x140
[ 221.640237] show_stack+0x14/0x20
[ 221.643951] dump_stack+0xb0/0xd4
[ 221.647659] panic+0x16c/0x410

[ 221.651078] sysrg_handle_reboot+0x0/0x20
[ 221.655574] __handle_sysrq+0x124/0x190
[ 221.659867] write_sysrq_trigger+0xb0/0xb8
[ 221.664460] proc_reg_write+0x58/0xd0
[ 221.668565] __vfs_write+0x18/0x40
[ 221.672376] vfs_write+0xb4/0x1a0

[ 221.676087] ksys_write+0x64/0xf0

[ 221.679796] __arm64_sys_write+0x14/0x20

[ 221.684190] el0_svc_common.constprop.4+0x60/0x188

[ 221.689553] el0_svc_handler+0x6c/0x88

[ 221.693745] el0_svc+0x8/0x640

[ 221.697165] SMP: stopping secondary CPUs

[ 221.701677] Kernel Offset: disabled

[ 221.705609] CPU features: 0x00010002,20002004

[ 221.710492] Memory Limit: none

[ 221.713918] ---[ end Kernel panic - not syncing: sysrq triggered crash ]---
[ 221.721763] crashdump enter

7£ 5.15 E# TR

/#echo "c" > /proc/sysrqg-triggef

91.650801] sysrq: Trigger@ crash

91.654684] Kernel panic - not syncing: sysrq triggered crash
91.661120] CPU: 0 PID: 407 Comm: ash Not tainted 5.15.41 #13
91.667560] Hardware name: sun50iw10 (DT)

91.672049] Call trace:

91.674782] dump_backtrace+0x0/0x1c8

91.678901] show_stack+0x14/0x20

91.682619] dump_stack_lvl+0x78/0x98

91.686729] dump_stack+0x14/0x2c

91.690447] panic+0x16¢c/0x350

91.693872] sysrq_reset. seq_param_set#+0x0/0x90

91.698954] __handle_sysrg+0xa8/0x1a8
91.703155] write_sysrq_trigger+0x84/0xc0
91.707746] proc_reg_write+0xa4/0x120

91.715669] ksys_write+0x64/0xf0

91.719386] __arm64_sys_write+0x14/0x20

91.723785] invoke_syscall+0x4c/0x110

91.727993] el0_svc_common.constprop.4+0x70/0x100
91.733363] do_el0_svc+0x6c/0x88

91.737078] el0_svc+0x1c/0x58

91.740502] elOt_64_sync_handler+0x8c/0xb0
91.745189] el0Ot_64_sync+0x16¢/0x170

91.749294] SMP: stopping secondary CPUs

91.753755] Kernel Offset: 0x80000 from Oxffffffc008000000
91.759894] PHYS_OFFSET: 0x40000000

91.763797] CPU features: 0x0,00004801,00000842
91.768869] Memory Limit: none

97.773019] crashdump enter

e B B B B I e R I e R B I T R e I B I T R B R e R T R e I ]
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]
91.711949] vfs_write+0xb0/0x3c0
]
]
]
]
]
]
]
]
]
]
]
]
]
]
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@LWIMIER
' XHEEE: W

STEEFE 9 Log MR I, 5.15 PIAZ 2 FT EllKernel Offset: 0x80000 from Oxfffffc008000000, M 5.4 PIAZEN{E
FF /= CONFIG_RANDOMIZE_BASE fig & i% 101t 2 #T Ellkernel Offset: disabled, EL Aox800005f & 18 1
kaslr_offset EFGRENFINRIZ £,

(1 35288
crash #l linux REZEBBAN, SEERNKNEMSSAEN, CRAFHREH, WK crash TRAATUSHENZHREX
o

IR IRRZRRAEBS, crash TR, ATUSIRRERMHcrashIT A,
BRI EREE: https://github.com/crash-utility/crash

5.5 crash TERIFHE

o #H N crash B, %% 64 {i ARM B crash: make target=ARM64
o ERXRNEF. WEFMINEEHFTERTEMIIZAY crash X
o AILIRZ RIS EFR: strip-scrash

BAXH: https://crash-utility.github.io/crash_whitepaper.html

5.6 crash TEiARXTH%

& ERIEAR S EMIEER, (AIEETa < EAI0-d 4%F crash TR##1T debug, tRIEZTE crash
RERARIMNITENEEHITHABMES ER, WERAABREBERSRIAMNEXESHEE—
B, sulE:

cat /proc/kallsyms | grep kernel_cdnfig_data

ffffffc00884f580 R kernel_config_data
ffffffc0088567e0 R kernel_config_data_end

diff --git a/kernel.c b/kernel.c
index a521ef3..acea74a 100644
--- a/kernel.c
+++ b/kernel.c
@@ -10494,6 +10494,7 @@ again:
/*
* Later versions put the magic number before the compressed data.
*/
+ printf("sp: 0x%Ix\n", sp->value);
if (readmem(sp->value - 8, KVYADDR, &magic, 8,
"kernel_config_data MAGIC_START", RETURN_ON_ERROR) &&
STRNEQ(&magic, MAGIC_START)) {
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5.7 crash TE GKI B4 #F

Bl vmlinux ELTEEIBMHEE, 2020.09 EFREMNTE, RER dev 2ZWFIEFAIRIAX
o

dailybuild B® debug FHIX{# android-vmlinux EB3RiEHES gki, AIRERIER.
NFBIAR, BREEEBRMESFREE vmlinux.
BRAZENT:

o ERAMIZAHITIREY vmlinux, BIZATFREREA: longan/build/getvmlinux.sho

./getvmlinux.sh <aw-format-firmware>

Hep 2SR E S vmlinux BIEIH,

e TITHINGE, SEMEABERTEM output B, BRE®EEE vmlinux.fex (vmlinux
B9 tar.bz2 A ELEXHE) 5 vmlinux (RIS vmlinux X)) 6

$ ./getvmlinux.sh tmp/dailytm/20230222—userdebug—a52§_mr_oidlg_prol_cardo_secure_vO.img
./getvmlinux.sh: line 45:warning: command substitution: ignored null byte in input

[12345678, 123456789VMLINUX]: vimlinux.fex |, offset: 005D3C00, size: 07TFDDE5SE

Get vmlinux.fex done, uncompressit...

.......................................................................................... Total bytes read: 463165440 (442MiB, 22MiB/s)

$ tree output/
output/
F——vmlinux

L—— vmlinux.fex

0 directories, 2 files
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