Rl - -
AT EH

AL EHTMREANELNE— #! [no_std] NMAARNIFE, KA HCoterx-MAEHEHIZEFEEELE
FIEERITHREANE ISR,

=[]
B ABIRGR S

o BE— #![no_std] MM, XLUEBE— #![no_std] FEEEZ, HABREFREER
BiZ{T—NOS(EHE(RN B EsiE—/0Ss!), MBE/RIIRFITEEE BirtisiTam—it
FREEFR—NHE)., EXMER T, EFaeEENBERRFHITES.

o FBMREHEI— 1 RUSHEFFRIFIERBRIRID. (RIGFEERRS(inkers), HERERMIAFIRuUstH
AL (RIEHIRUSTEFF R LYABIRITHAE,

o LHAILIEHSER(RBIZ THIEERIBOATEERI— MRS,

BiriES
BB EBARANEE:

o BEN—NESRFRREIFRISRIIRMEICTF(ELA, BRust 1.28LIKAICortex-R),
B E A9 M NIERIGRuStSZIFRIZRM RIS I 5 (EL AN SRk AT gEHE Xtensa)

o YHEER cortex-m-rt, msp430-rt F1 riscv-rt X runtime FERIARS HEHISCINREGF
FHIA.

S
XABELWBRENTEZEINFE T, NRFEERIEITFNIIEXE, BF IF—1PRAINE.
e HXZ (repository)

e th (repository)

2K



XABEEEH, EEARAZEHECortex-MZRH, BhAREE—/Cortex-MIE=458 - XAPEE
2 ARl FEeEQEMUR, 2AM, (REEZE FTENITERETHIEEXABFHAIZG:

o XABHEEREFERIIE2018kRAIRuUSt, IIRIFAZE201 SHHFEFIAIE, RIS

edition guide ,

Rust 1.31 & EFAIEBARM Cortex-MigESFH T EYE,

cargo-binutils.Vv0.1.4 & BRI,

® cargo-edit.

BARMIBESFFAIQEMU,  gemu-system-arm TR IEIRAYEEAN L.

BARMHFHIGDB

i —

bl
IR E RGBS

$ # Rust T Hif

$ # WRHREMNEIME, M https://rustup.rs/ 3Hrustup
$ rustup default stable

$ # THBENZIXAEH

$ rustc -V

rustc 1.31.0 (abe®2cefd 2018-12-04)

$ rustup target add thumbv7m-none-eabii

$ # cargo-binutils
$ cargo install cargo-binutils

$ rustup component add llvm-tools-preview

macOS

$ # arm-none-eabi-gdb
$ # PRATRETRELis{T ‘brew tap Caskroom/tap’
$ brew install --cask gcc-arm-embedded

$ # QEMU
$ brew install gemu

Ubuntu 16.04



$ # arm-none-eabi-gdb
$ sudo apt 1install gdb-arm-none-eabji

$ # QEMU
$ sudo apt install gemu-system-arm

Ubuntu 18.04 53& Debian

$ # gdb-multiarch -- MM{r&HEEsgdblit, A “gdb-multiarch®
$ sudo apt install gdb-multiarch

$ # QEMU
$ sudo apt 1install gemu-system-arm

Windows

e arm-none-eabi-gdb. The GNU Arm Embedded Toolchain 3% GDB ,

e QEMU

MARMZEZ—1 T REE(RIERIZZER) (fEUbuntu 18.04_Llliztid)

o 2018F2fF, XJFCortex-MAIEHIBSGCCRYGEREEEIARY Y LLD, gcc-arm-none-eabi A7B%H
Y, BEERXTFIEEFAXNTEENA, JUNXEREHZR TENSRRE:

$ tar xvjf gcc-arm-none-eabi-8-2018-g4-major-linux.tar.bz2

$ mv gcc-arm-none-eabi-<version_downloaded> <your_desired_path> # njit

$ export PATH=${PATH}:<path_to_arm_none_eabi_folder>/bin # f1iX{7/ N4 .bashrc
e Ak AH R



&/ ENIRGESE] 7217

EiXERT, BANWEE— A LUFFEIS/NG #! [no_std] FEFF.

RIIRGRSEE]) =it 4 =22

#![no_std] B crateEREN, EHigHcratelSiHEE] core MARE std crate, {EEXXIN
AR ERETAR?

std crate BRustiinEERE. EEENNEFRRREFBEITE— MM R LMARIEES
TEFPI L. std BRIDRERFE—TERBIEMERS, GRESERSSHFINEEEZIIIARL
Ao, B, std AEBESERFRFKTIEIRVAILINREZE, X, BEF, — I XHUR
g, W2, FFEZL, RE—MRERAPI,

¥a)iEUE, core crate@ std cratefJ—1NFE&E, ERNTBETREFNERMITIRIR. St
EESMERRKE, GEFRE, ZRHEIVIEBXEIAPIs, tHRHHEEFEFRIEFISIMDIESIX
HERENIRESRFIERIAPIs . RMERRNE K EIENFSEFNI/OBXAIAPIS,

FTFT—IMAKE, std MUXRRBRHE—MTIEDAOSHSR. std AREER T, HRHE
mHfRIR, WESSITEE, B EFN main REWEHMRFTHELE. —1 #![no_std] M
AtRD>_ERRIFEIETH, FEtEeIWiint el cruET, MNREFEEIE.

RTXESFR, — #! [no_std] MARLAFE— I EHERE—MEITE— I RFE LR
18, UL AEFEZ— MRERUStRI BT AR AVZRE, than:

o —MEIFERFHINZ,
o [EfF.
s —MEEI5I%.

63
T, BATTLERER/NGT #! [no_std] FEF T

$ cargo new --edition 2018 --bin app

$ cd app

$ # I main.rs HUBUXEERA
$ cat src/main.rs



#![no_main]
#![no_std]

use core::panic::PanicInfo;
#[panic_handler]
fn panic(_panic: &PanicInfo<'_>) -> ! {

loop {}
}

XMEFSAEIVERNRUSHTEFHREARASE RN — LKA
#![no_std] B, EMIEEHTT.

#1[no_main] B, BERXEFRSEASERINEN nain REWEAND. ESXABIIEHE,
Rustf main EOMNEFRHRITHOREM T —SRIR: i, BRIREESSITESE, Ait, BEE
RNESG #![no_std] FEFF.

#[panic_handler] [Blf. AXNEBMHINCRIREEN 7TERIITH, SEEERRTERR
(core::painc! HIES BRIV ERFZSI),

XMEFAEHTERIAR. FXE, e E— 1 HIZHHEI

$ # 5T “size target/thumbv7m-none-eabi/debug/app’
$ cargo size --target thumbv7m-none-eabi --bin app

text data bss dec hex filename
(0] 0] 0] 0] 0 app

EHEREZ AT, crate BETERRERITTS.

$ cargo rustc --target thumbv7m-none-eabi -- --emit=obj
$ cargo nm —- target/thumbv7m-none-eabi/debug/deps/app-*.0 | grep '[0-9]* [~N]

00000000 T rust_begin_unwind

A, EREIERS. B 180, RiTEEE—SERNARA. B28%82a), L)
RE— PN EIANRIE B REREREARBCargoAMEAMEIE --target TRk,

$ mkdir .cargo

$ # U .cargo/config HMUMiXLeml

$ cat .cargo/config

[build]
target = "thumbv7m-none-eabi"



eh_personality

NRIFAIBETERINASTRMERIL, KESHEENRMFRGAXRNBE A EEWNRIR
B BFIER ABE "panic-strategy": "abort"), BRAIRKVRASIFCargoiX AfMEERII—1
eh_personality HRE{, HFEZE—nightlyhRAVFRIFE=R. XEEXTERIRUSIE, XEE—L
AT ERITIE.

FEARRY Cargo.toml &1, 375A0:

[profile.dev]
panic = "abort"

[profile.release]
panic = "abort"

55b, FEHH eh_personality BREl, —MERNAESEHISAINARANSIE, BRAME FE—
=
#![feature(lang_items)]

#[lang = "eh_personality"]
extern "C" fn eh_personality() {}

NREH, (FB2WEIXMEIR language item required, but not found:

'eh_personality' ,



=EmR

T—ERBREFEIERIIEETR, REETRFEITUTE. ERANGTFE, BISER
— M EEMRICortex-M3fifzllgg: LM356965 . FRMEF RIS TEIRE LAIE— 1 HIE, R
ERURERSIRIIRE.

E1-] —
SaEa

Cortex-M IREFBEHEFMECNTBXAFRE. REXRE AT BNREFEAHINE
i, RTREESHEBESREEXR. BNIEREE.

YRR EREFNREFERRE, BERIITLBEESHANT R iT— izt jHEssEEn
EHf BB EEsections B, — N sectionE D EELFEFHNHFENES. 75, KX,
AJLAREIR(— I EHESER), BB IES(— 1 RUstERE)),

B EE—  HmEESEHEZF. BRust 1.28LL3%, RustmiZBNEEHFENEFERIX
FERURET: _ZN5krate6module8functionl7heldfcl7c86feledakE , HEHFE
krate::module::function: :heldfcl17c86fel6da EH krate::module::function EEREIEL
TEMEZR, heldfcl7cséfeloda FHNMEHE. RustRZIGESNMTSHHEBCHHER
sectiond; ECINZ ARREINFSBHEAIA—NEN
.text._ZN5krateémodule8functionl7heldfc17c86feledaE HJsectiondh,

XL R B P T SHsectionFEAERIRUSRIFER KM P MBEEARZM, A, Bt
AT LAERX LB a6 S 2 M ERIsection:

o #[export_name = "foo"] TE',?@%%IQEEE foo .

o #[no_mangle] BEZE: ERARHEETERARRCNEBENFIBRIFSE, #
[no_mangle] fn bar() J%Fi—ﬁ\%jg bar H"\Jf@%o

e #[link_section = ".bar"] IEFEHIH—ES .bar Bsectiond,

BTrYXERNE, BIIULUERE—MEFIRERNABI, HEitZSATERE.

Rust &%

& CERER, 3T Cortex-MiRes, HAFEEKNAERNBMI. H—1, HEiEHIEIGIE,
HReclEmzEsRAEY, 5210, EERE, FEERusUIBPERFHERMERRMNANES!
IEHBRYTS

BEEREE—MERESNIERENNEH. EEMERMET— I EAERERSESHITIR
#, FBEFXRLBEE. EENERECDEFEHEREPINE— MR, NEREIZEXRENHT
B, AREEEeHEkma LIS ERE], BiditeT— N divergent function, FHATTLERREIXAN
EEWERHMNRASIRE], divergent functionfIERE fn(/x .. x/) —> !,



#[no_mangle]
pub unsafe extern "C" fn Reset() -> ! {
let _x = 42;

// can't return so we go into an infinite loop here

loop {}
}
// The reset vector, a pointer into the reset handler
#[1link_section = ".vector_table.reset_vector"]
#[no_mangle]
pub static RESET_VECTOR: unsafe extern "C" fn() -> ! = Reset;

BANBEIER extern "c" HFYRIFEE FEIRIREGEACRIABI, MAZRUSHIABI, FERE
E, BREE X EEHHAR A&,

AT NEESEHAPEHEENERHSNEERE, KIIFECIIBE— M ENIRFSBELEA]
€M #[no_mangle]l . FMITEMHEZHIT RESET_VECTOR HIUE, ELBANSERH—IE
Asectiond, .vector_table.reset_vector , EERMREREL, Reset , HIBYIUEAERE,
AR ERRmEREIAEMAsection ,

X EE ARG R REE RN ERERRIFT S (RIURERATS), BREABTSUGRIFIER, EiBAIFERK

MIFFSEBINBHER. ERustPit—MISRIZEINPRIITIZ R B EERIRXRIEER AFAI( pub )
M AT EAFNETF]crate AUREBZ B BFABIRIR).

iR A 505
— MR, R ER RIS RMAN TT. (LR IFEEE.

$ cat link.x



/* Memory layout of the LM3S6965 microcontroller x*/
/* 1K = 1 KiBi = 1024 bytes */
MEMORY

{
FLASH : ORIGIN = 0x00000000, LENGTH = 256K
RAM : ORIGIN = 0x20000000, LENGTH = 64K

}

/* The entry point is the reset handler x/
ENTRY (Reset) ;

EXTERN(RESET_VECTOR) ;

SECTIONS

{
.vector_table ORIGIN(FLASH) :

{

/* First entry: initial Stack Pointer value x/
LONG (ORIGIN(RAM) + LENGTH(RAM));

/* Second entry: reset vector x*/
KEEP(*(.vector_table.reset_vector));
} > FLASH

.text @

{
*(.text .text.x);

} > FLASH

/DISCARD/ :

{
*(.ARM.exidx .ARM.exidx.*);

}
}

HHZRRHIARX MR IR T BB X RAIA/NMIME. BRNEEXRETEN T FLASH ]
RAM ; B IEBS Birhr BRIEFMERER. XERRMESLM3S6965G1ZEHE=RE X,

XERANEEHEZRR, 58N Reset NEENMEREUZIERFAY entry point , THER=TENE
FARERRIERD . RSN Aentry pointFIM\ BRI FRRIREE KIEAH 7RI, FTLEHERREA
SEFEA]. BT, {HEREAEFR Reset REFNIFIBIE T RIIBMNELTERAYREL



YEiEEE EEIERY; —BEBi13EIT Mentry pointtbiE| 35 | BIFFENIFFS, BlilEELEEEA
BiR3{4. EXTERN RIBHEEEEATH exTERN HISEENEEERIERHES | BIRFSEKE
f&. BAFthumbfS—MHIN, WMRRFE—FFS, HigBHentry pointiff, S2HMEE S
BTHBIIA, {REOZERZEST KEEP HY EXTERN ,

XEBD R TR BRS A RRsections(tB#FR Ainput sections)RAMA# 2k BRI
sections(tB#FRFoutput sections) FEE BN IRBMIZHER. XE, HKIIEXHMHEH
sections:

.vector_table ORIGIN(FLASH) : { /x .. %x/ } > FLASH
.vector_table HRMAEXREMET FLASH FEAYFFIRAL,
.text : { /* .. ¥/ } > FLASH

text BERRERIFHIEEAET FLasH WRYMNE, SRIFFRIILSEIEE, (BRE1EHERESE
e caYE Hsection, .vector_table Zf5.

H .vector_table sectionf&3:

/* First entry: 1initial Stack Pointer value */
LONG (ORIGIN(RAM) + LENGTH(RAM));

BAVSICORRMEIIERAMB R B R T 2EmAY, EREE/ ISR EILRAMATR EEIE
R RIFiEiaEt(SPHE. ERTEART rRAM FFERKIRAVER, TEiEERR AR i nT LA RS

/* Second entry: reset vector */
KEEP(* (.vector_table.reset_vector));

BTR, BAMER keer KIBIBHERAREVIIRAISPEZEBAREINEA

.vector_table.reset_vector HJinput sections , iiFH M sectionFPIE—ANRTFEZE
RESET_VECTOR , FFLUXIGEILAE RESEET_VECTOR HIEMEERNE —IMIE.

HIHAY . text section B3
*(.text .text.x);

XEIEFBERIEN text O .text.» Binput sections , TEFNNXBIZEFEH Keep KibhE
EERERAMERTERD.

=i, HAERYSIREY /pISCARD/ section XER



*(.ARM.exidx .ARM.exidx.x);

£ .ARM.exidx.* HJinput sections , X&sectionsSFEWMEFX, BERK(MELGR AR
TR, BfilaAFlashiyFiE=E, EREIIMEFTEA]L

SE—iEeX
TUERABHERNET ., (EH5%, XEZTRMRUSIZS:

#![no_main]
#![no_std]

use core::panic::PanicInfo;

// The reset handler

#[no_mangle]

pub unsafe extern "C" fn Reset() -> ! {

let _x = 42;

// can't return so we go into an infinite loop here

loop {}
}
// The reset vector, a pointer into the reset handler
#[link_section = ".vector_table.reset_vector"]
#[no_mangle]
pub static RESET_VECTOR: unsafe extern "C" fn() -> ! = Reset;

#[panic_handler]

fn panic(_panic: &PanicInfo<'_>) -> ! {
loop {1}

}

AN ENMEEZRNT R CERRRIIRVEESSHA., BIIEE -c link-arg FR&LE rustc
ﬂ%;ﬁﬁi@fo ﬁﬁﬁ@ cargo-rustc EE%? cargo-build Eﬁfgul§ﬁﬁﬁjro

BE: METX M ZARFE cargo/config X, BEEENETRELBIRI.

{8 cargo-rustc FapS:
$ cargo rustc -- -C link-arg=-Tlink.x

HEIRAILAE .cargo/config FigErustflags, HMELFF cargo-build Fip®. KiJEEE
FAEREERNAES cargo-binutils EFAVELF,

# ¥ .cargo/config MBI LN
$ cat .cargo/config



[target.thumbv7m-none-eabi]
rustflags = ["-C", "link-arg=-Tlink.x"]

[build]
target = "thumbv7m-none-eabi"

[target.thumbv7m-none-eabi] ERDEHRIXLTrE RS ATUARN MFNEIRE thumbv7m-

none-eabi B,

HEY

MAELLBAMCE MR THHBIIN, HRFER BRI RN —H (XFE cargo-binutils):

$ cargo objdump --bin app -- -d --no-show-raw-insn

app: file format elf32-Tlittlearm

Disassembly of section .text:

<Reset>:
sub sp, #4
movs ro, #42
str ro, [sp]
b O0x10 <Reset+0Ox8> @ imm = #-2
b O0x10 <Reset+0Ox8> @ imm = #-4

X2 .text sectionfIiCiR. FKIVEZIEENIRREL, B Reset, i[F oxs ibilk,

$ cargo objdump --bin app -- -s --section .vector_table

app: file format elf32-littlearm
Contents of section .vector_table:
0000 00000120 09000000

X& .vector_table section IAZ, i%{i]TLlEEUsectionﬁt“ﬂ:iiﬂth ox0 H section B95E—
NFE 0x2001_0000 (objdump AYMIHE/NHIET). XEYIRSPE, BSRAMBIRELEHEIT
fid. FEANFE oxo ; XEEBNIEREEY thumb mode ek, ¥—NREOE{TFEthumb mode
T, eatitE— IR ERT .

Witt'e



XMEFE—MERAILM3S696512F; FlITRTLAE— M EUHEEHIsR QEMU)FHITE R,

$ # XNMEFRHZESE
$ gemu-system-arm \
-cpu cortex-m3 \
-machine 1m3s6965evb \
-gdb tcp::3333 \
-S \
-nographic \
-kernel target/thumbv7m-none-eabi/debug/app

$ # E— ARy L
$ arm-none-eabi-gdb -q target/thumbv7m-none-eabi/debug/app
Reading symbols from target/thumbv7m-none-eabi/debug/app...done.

(gdb) target remote :3333

Remote debugging using :3333

Reset () at src/main.rs:8

8 pub unsafe extern "C" fn Reset() -> ! {

(gdb) # the SP has the initial value we programmed in the vector table
(gdb) print/x $sp
$1 = 0x20010000

(gdb) step

9 let _x = 42;
(gdb) step

12 loop {1}

(gdb) # next we 1inspect the stack variable "_x’
(gdb) print _x
$2 = 42

(gdb) print &_x
$3 = (4932 *) 0x2000fffc

(gdb) quit



—/ aihn =0

BAIES T — M UTENS/NIER, BRENFER—LEFEHEER, X1 75EH
DU imPERE LIER L 2R0ER. XEfD, BANSEH— main 20, SG—MMRER
RusthE 7Rt FRRYARHE,

BT, BB FEAIMbinary crated&#apk—Mibrary crate:
$ mv src/main.rs src/lib.rs
REIBEEBRN rt, HFER"runtime",

$ sed -i s/app/rt/ Cargo.toml

$ head -n4 Cargo.toml

[package]

edition = "2018"

name = "rt" # <-

version = "Q.1.0"

FPNERIEENEREAR— NP nain FEL

$ head -n13 src/lib.rs

#![no_std]
use core::panic::PanicInfo;

// CHANGED!
#[no_mangle]
pub unsafe extern "C" fn Reset() -> ! {
extern "Rust" {
fn main() -> !;

}

main()

HAMBEET #![no_main] B, EAEXSibrary cratesigE5/0,

EXNMNNEREFE—NERMER: rt FERAZIRE— MrERREITAE, SE AR —
A #[panic_handler] ERENMIIZRIRAFZELE FERITAB? XN EBEASRNX
B, BATESEMN, fErt crate FET—PTH #[panic_handler] EREL, 7AM0, Ffl)
EEREEFEEEIER.



BB N EEE N FcrateiREFANZAISRINEZSRMIA., (EZSBSEEERIZ(-L)NE
SRS S HHERRMA, NMArate ANIZFESR Vink. x BIBIAIRSRIBEATLATA NG
{EFE—build scriptit rt crate EiEHERRM AR R,

$ # 1£ rt" MRHERPAER —MFHZXLENER build.rs XfF
$ cat build.rs
use std::{env, error::Error, fs::File, io::Write, path::PathBuf};
fn main() -> Result<(), Box<dyn Error>> {
// build directory for this crate

let out_dir = PathBuf::from(env::var_os("OUT_DIR").unwrap());

// extend the library search path
println! ("cargo:rustc-link-search={}", out_dir.display());

// put “link.x  1in the build directory
File::create(out_dir.join("link.x"))?.write_all(include_bytes! ("link.x"))?;

0k(())

THERFAIUS— BB T noin HSIMAT, ESTHEE re cratel. rt BREATRS
IEfRFER R,

$cd ..

$ cargo new --edition 2018 --bin app

$ cd app

$ # BiCargo.tomUl rt’ cratef SHERIEN— MK

$ tail -n2 Cargo.toml

[dependencies]
rt = { path = "../rt" }

$ # EIEMNRE T — NN E R config B B ds i &
$ cp -r ../rt/.cargo .

$ # 0 “main.rs’ MHNBKK

$ cat src/main.rs



#![no_std]
#![no_main]

extern crate rt;
#[no_mangle]
pub fn main() -> ! {

let _x = 42;

loop {}

RCRGREIR, BRT7TIREESTRFE nain BEL

$ cargo objdump --bin app -- -d --no-show-raw-insn

app: file format elf32-littlearm

Disassembly of section .text:

<main>:
sub sp, #4
movs ro, #42
str ro, [sp]
b 0x10 <main+0Ox8> @ imm = #-2
b 0x10 <main+Ox8> @ imm = #-4
<Reset>:
push {r7, 1r}
mov r7, sp
bl Ox8 <main> @ imm = #-18
trap

IEEEHRBEZ LR

main EOT/ETY, (BERCEZHE. b, AFPATLUE nain Ep— non-divergent
function, BAMEASHIRZEESRHTRAIE X HTHTRZFRESERICXNMER).

BB RE— N RERFPMARFSEOTLIMINEEZ 2. & rt crate 1, F(TTLIEX

’_‘-|-
/3

$ tail -nl12 ../rt/src/lib.rs



#[macro_export]
macro_rules! entry {
($Spath:path) => {
#[export_name = "main"]
pub unsafe fn __main() -> ! {
// type check the given path
let f: fn() -> ! = $path;

O

RN FE T LMGIXEFRAE:

$ cat src/main.rs
#![no_std]
#![no_main]

use rt::entry;
entry! (main);

fn main() -> ! {
let _x = 42;

loop {}

WNERVEEIE main ISR Non divergent function, tbIN fn , BEHI—MEIR.

mainZBIAYSEE

rt BERAET, BRERITNERSETE! AEREHINARREER static REREFFH
FEE, B3 rt RERSRMNANKEENER bss

ge!
F—T RN PE X Esections:

$ # HRRITF I —/h R
$ sed -n 25,46p ../rt/link.x

.data # .rodata sections . .EFA{1E



.text @

{
*(.text .text.x);

} > FLASH

/* NEW! %/
.rodata :

{

*(.rodata .rodata.x);
} > FLASH
.bss :
{
*(.bss .bss.x*);
} > RAM
.data :
{
*(.data .data.*);
} > RAM

/DISCARD/ :

BlIRZ2E#HSHinput sectionsFHEESMoutput sectiontGFH NI REXE.

BT7XENE, THNEFESRE

#![no_std]
#![no_main]

use rt::entry;
entry! (main);

static RODATA: &[u8] b"Hello, world!";

static mut BSS: u8 = 0;

static mut DATA: ul6 = 1;

fn main() -> ! {
let _x = RODATA;
let _y = unsafe { &BSS };
let _z = unsafe { &DATA };
loop {}

}

PAMIANSRIREIERRYEH IS TIXMEFHARNE, (REAIENL main B, static 3FE BSS
M DATA ;28 o 1 1 B, &1, XETERKELRE. FREERELEZ/E, RAMBRER
BEALAY. AIERREQEMURIZITIXMER, (REEFRRIX N,

EERIRIER T, WRIRIEFERS static WEHUT—IBEANZRI, EBUEAE static &, BB
LIFRRREFSEIRENXAHATA. LB TBESERER main ZEIFIIRILATERT static TEFRIES
B



BA BRI P iHERRM AR H TRAMIIRL:

$ # HBRUFm—Hk
$ sed -n 25,52p ../rt/link.x

.text @
{

*(.text .text.x);
} > FLASH

/* CHANGED! x/
.rodata :
{
*(.rodata .rodata.x);
} > FLASH

.bss :

{
_sbss = .;
*(.bss .bss.*);
_ebss = .3

} > RAM

.data : AT(ADDR(.rodata) + SIZEOF(.rodata))

{
_sdata = .;
*(.data .data.x);
_edata = .;

} > RAM

_sidata = LOADADDR(.data);

/DISCARD/ :

B TR TS

_sbss 5§

_ebss Y

_sdata o §

_edata e

HAVEFRTSKELE] .bss 1 .data sectionsfIFFIAFIRENELE, FZEHESMRusHAEHEER.

.data : AT(ADDR(.rodata) + SIZEOF(.rodata))



A VB . data sectionfUNIEAFHBUL(LMA)IRERK . rodata sectionfIKREL. .data BEZEE
—PNEERWIAER static TTE; .data sectionfIEIIAFHELHVMATERAMPRIRLL -- X2
static TEEAIMG. XL static TEMWIRE, A, YD EEIEREFES
(Flash); LMAZFlashsrZRuxXLHliaEnI.

_sidata = LOADADDR(.data);

=== ibﬂﬂ"—/\ﬁ%ﬂl .data E’JLMA%EH_EE AT LAMRUSHAD S | FBRA sk e il A
ERAIRTS. XERFERMAL' R .bss F1 .data sectionsAUOFRAL,

THRTREEHN 7y NEELERE

$ head -n32 ../rt/src/lib.rs

#![no_std]

use core::panic::PanicInfo;
use core::ptr;

#[no_mangle]
pub unsafe extern "C" fn Reset() -> ! {
// NEW!
// Initialize RAM
extern "C" {
static mut _sbss: u8;
static mut _ebss: u8;

static mut _sdata: u8;
static mut _edata: u8;
static _sidata: u8;

}

let count = &_ebss as *const u8 as usize - &_sbss as *const u8 as usize;
ptr::write_bytes(&mut _sbss as *mut u8, 0, count);

let count = &_edata as *const u8 as usize - &_sdata as *const u8 as usize;
ptr::copy_nonoverlapping(&_sidata as *const u8, &mut _sdata as *mut u8,
count) ;

// Call user entry point
extern "Rust" {
fn main() -> !;

}

main()

MELIHRF R AR EHAEHERER static TEMASSEREXHTA!



A EEERES, NERARE—ZEFEEAHEHT. TLAERE .bss F
.data sectionXd3%, b, TONFER. SABRustAEEI LRI BIXNELEHITEFZIVIE
UMAZTENFIRE., NRENEXEUIME], BT cortex-m-rt crate,

| IR R A S BRI AR ERER, ALMEXEREISX MEASKERINERF



SR

£ EFERR D, BATRENERLTFRHBIERERILE, EXED, BIMGRINSLEEN
BRAY>FF, XIE/MATEREMAIRUStR(ELAN AMKEIATSER] #[linkage = "weak"] /&M,
Bt — MF S S5 ) LI mIE AT AT R E A T /IR,

= —
B5 n%

BMSL, FEeCortex-MIITEBIRRMRMI—IIE, ATILNARLIRNSE, BEEINE
B, . SEEENREE, XSHNGHERY, 2EEEA9FE )T,

Cortex-MBEHH TIFERGIXE: SLERBRRISENREREERNESEESE, B
IR FHIRER I T(ET RS R ) A S E— MR- R S TR S R A
&L, B—1FHIRE. ERELCEREGTRAZEEIN NERRE), AIRRRERIERAIFHIRE
HYHRAT,

SLIERRERRERFREMM T MIERE, RPE—RES—MEE— MM ERERE
B-IN5— P AENREEEREGER, i, FTIMREENERE, F=IENMICRAFiR
REMALIRRE, FF,

BRI, MESRAFERERTEFETREMIEIUE, EaiTifEssrIseARIRTIE
—Ii, Ei, RPISZTWRESERRIE. Lo, HIIFE rt crate2RIERY, EILLIRAF
AJLERIETRECERERITA. &a, RERBLEERIEFES, SEZ8LEEIBLES
WAEHIFRES, EILCBP OISt EANRERE, MAREISITH,

AT HEERNXLHRERK, FIMEE rt crateFRIRERMTENIDE— M E0AE, BRILXLE
(B FAAL iR LATEmIERTE R EA ).

Rust&fy

BB TRAEXLNAERSEI. ATEEYE, FASREREERNAT16MI, XL
ETIRER, FRLABIEREZEERICotex-MixizHIgE L EEERIAYINGE.

BAVHRIFE—HERE rt createflIRNIEFRIE— M REGEEORELERERISTHEE:

$ sed -n 56,91p ../rt/src/lib.rs



pub union Vector {
reserved: u32,
handler: unsafe extern "C" fn(),

extern "C" {
fn NMI();
fn HardFault();
fn MemManage();
fn BusFault();
fn UsageFault();
fn SVCall();
fn PendSV();
fn SysTick();

}

#[link_section = ".vector_table.exceptions"]
#[no_mangle]
pub static EXCEPTIONS: [Vectorj; 14] = [

Vector { handler: NMI },

Vector { handler: HardFault },

Vector { handler: MemManage },

Vector { handler: BusFault },

Vector {

handler: UsageFault,

}s

Vector { reserved: 0 },
Vector { reserved: 0 },
Vector { reserved: 0 },
Vector { reserved: 0 },
Vector { handler: SvCall 1},
Vector { reserved: 0 },
Vector { reserved: 0 },
Vector { handler: PendSV 1},
Vector { handler: SysTick },

13

FERPI—LEINZRERT, ARMIGEIRENINGZROE o 8, FrLABAIER— M ERERKTS
B. LRIER—MMIEREIERNRexternalRE; XREE, EACILHEREFRIEHLIR
HYBREE X

ETE, BAMERUSHUBBTREN — 1M EUARIRELIERE, RERE AR S RNSEBERX
MERALLIERREL.

$ tail -n4 ../rt/src/lib.rs

#[no_mangle]

pub extern "C" fn DefaultExceptionHandler() {
loop {}

}



e S )
ESHEEIATIES, BAWSXERNR R R EEENRY /S,

$ sed -n 12,25p ../rt/link.x

EXTERN(RESET_VECTOR) ;
EXTERN(EXCEPTIONS); /* <- NEW x/

SECTIONS
{
.vector_table ORIGIN(FLASH)
{
/* First entry: initial Stack Pointer value x*/
LONG (ORIGIN (RAM) + LENGTH(RAM));

/* Second entry: reset vector */
KEEP(*(.vector_table.reset_vector));

/* The next 14 entries are exception vectors x/
KEEP(* (.vector_table.exceptions)); /* <- NEW x/
} > FLASH

FEFAER ProVIDE LLFAE rt PREMABLIERREIR F—NBOAME (NI FI_EEANEYE

TRERE):

$ tail -n8 ../rt/link.x

PROVIDE (NMI = DefaultExceptionHandler);
PROVIDE (HardFault = DefaultExceptionHandler);
PROVIDE (MemManage = DefaultExceptionHandler);
PROVIDE (BusFault = DefaultExceptionHandler);
PROVIDE (UsageFault = DefaultExceptionHandler);
PROVIDE (SVCall DefaultExceptionHandler) ;
PROVIDE (PendSV DefaultExceptionHandler);
PROVIDE (SysTick = DefaultExceptionHandler);

Qb

SNERTE RN Birs G MESEMRIFFSINAKEENXRIRHE, PROVIDE AEAIF(ER.

EHERFIRBAERISELIA R REL,

Witt'e

Xpze ! rt crateIEFFREGIERET . BAITLUATFFIRINAEE:

TR EQEMUREMN— M RHERME, ESLIRRIERME EX— M ToRIfFfEtibfT —

15EEY

EE@Z#E—AEF'I&EEI’J, (BRQEMUABEEZXNMMEABRREIE, —MaAfg SEQEMU



FOmEe EERTLAKIE(ER, (BEAENEARER EATURE, LMREE it
nightlyfiR AR EIZITIXNFT TN,

#![feature(core_intrinsiics)]
#![no_main]
#![no_std]

use core::intrinsics;
use rt::entry;
entry! (main);

fn main() -> ! {

// this executes the undefined 1instruction (UDF) and causes a HardFault
exception

intrinsics::abort()

}

(gdb) target remote :3333

Remote debugging using :3333

Reset () at ../rt/src/lib.rs:7

7 pub unsafe extern "C" fn Reset() -> ! {

(gdb) b DefaultExceptionHandler
Breakpoint 1 at Oxec: file ../rt/src/lib.rs, line 95.

(gdb) continue
Continuing.

Breakpoint 1, DefaultExceptionHandler ()
at ../rt/src/lib.rs:95

95 loop {}

(gdb) 1list

920 Vector { handler: SysTick },

91 13

92

93 #[no_mangle]

94 pub extern "C" fn DefaultExceptionHandler() {
95 loop {}

96 }

AT RN, XBHHEREIITRINRARRICYR:

$ cargo objdump --bin app --release -- -d --no-show-raw-insn --print-imm-hex



app: file format elf32-littlearm

Disassembly of section .text:

<main>:
trap
trap
<Reset>:
push {r7, 1r}
mov r7, sp
movw rl, #0x0
movw ro, #0x0
movt rl, #0x2000
movt ro, #0x2000
subs rli, rl, ro
bl O0x9c <__aeabi_memclr> @ imm = #0x3e
movw rl, #0x0
movw ro, #0x0
movt rl, #0x2000
movt ro, #0x2000
subs r2, rl, ro
movw rl, #0x282
movt rl, #0x0
bl 0x84 <__aeabi_memcpy> @ imm = #0x8
bl 0x40 <main> @ imm = #-0x40
trap
<UsageFault>:
$ cargo objdump --bin app --release -- -s -j .vector_table
app: file format elf32-littlearm
Contents of section .vector_table:
0000 00000120 45000000 83000000 83000000 ... Ei.vivveeeonn

0010 83000000 83000000 83000000 OOOOOOOO ...cveeeeeeeeans
0020 OOOOOOCOO OOOOOOOO OOOOOOOO 83000000 ....ieeeeeeeeens
0030 O0000OO0O OOOOOOOO 83000000 83000000 ....ievveveoeens

RERNEGRES TXABFIZSAIEAERINERER. BET:

s ERHINFMETNAEEE Y, BIMNET:
o MEXRPE—INEETHRBHIVBE.
o ObjdumpfER /i F8FTED, FRLMETFIAT ox2001_o0e0 .
o FEIUHEMHE ox0000_0045 , EEEAMERREY,
» EHENRCHRETTUERIES IR, 2 ox44
» BTSSRI EMN | IE— A, T2, BLLREME thumb
mode AT,
o 2Ia, HJLIBEIE ox83 # oxoe Z[BIRZEAIBIIER,.



o ETNLENRICYH, RIBE ox83 I5HYE DefaultExceptionHandler (0x84 F
thumbtRZ(HAT).

o XREEEEXNELREAFNRENEERM Cortex-MINAEXRMEIER, RBEE
R MMEREITHINERSF, DefaultExceptionHandler BRI HIN,

o AJLAFEFIRustASFHRERIEBUEEIRIHE S Cortex-MB 2R RURB IR
357, B, FrERMREBIIIEHRINIREN T SE,

E—MIEERE

NTEH—NBREGIERY, AP IURE—IRE, HEFER5<EUBCH I EXCEPTIONS F{#
FBIE=,

#![feature(core_intrinsics)]
#![no_main]
#![no_std]

use core::intrinsics;

use rt::entry;

entry! (main);

fn main() -> ! {
intrinsics::abort()

}

#[no_mangle]

pub extern "C" fn HardFault() -> ! {
// do something 1interesting here

loop {}
}

{RRTLAEQEMUAIE



(gdb) target remote :3333

Remote debugging using :3333

Reset () at /home/japaric/rust/embedonomicon/ci/exceptions/rt/src/lib.rs:7
7 pub unsafe extern "C" fn Reset() -> ! {

(gdb) b HardFault
Breakpoint 1 at 0x44: file src/main.rs, line 18.

(gdb) continue
Continuing.

Breakpoint 1, HardFault () at src/main.rs:18

18 loop {}

(gdb) list

13 }

14

15 #[no_mangle]

16 pub extern "C" fn HardFault() -> ! {
17 // do something -interesting here
18 loop {}

19 }

BFIERIT T HPENA HardFault BRELTIASE rt cratedfYy befaultExceptionHandler ,

SHEAME— main BOFBHTHIERZ=EN—F, XNMLRUNTRRRELETEY. BBES
BeRENEF, EEFMRER—MERNEES. MEUXRIAFENXIMEIEREL, XL
A LMER—MEETE cortex-m-rt v0.5.X PEMEY exception! Z=Fl cortex-m-rt v0.6.xHHY
exception J%’L%;E%E}J%o



RREMRTPAYC SR

T2 BRust 1.59LA3E, inline C4w( asm! )F[ free form iC4R( global_asm! ) ZEFZET .
BEERNINFN cratesEERRMEPRIBHIXFEAY, FETHRERNEHEFE TN 12
LRV ENESRIR BB, FTLARIMRE T X—&.

ZIERINERAIBEAIINS 1S TIREFLESITRER— TR, XEE—DHEEZEER
TR BRI REFE— LR BEAKEN. BAE—LR(FGR L TXIRFELR, F
g

= o

[BJRR2 inline ;C4®( asm! ) #0 free form iC4R( global_asm! @A FaEl, AMEITENTARERE
TERE, FILURABEERERPERTEN]. XAE—NEr, BAXBICRHNE—LTENS
i,

RNT AN ERINGE, BRAVSIEM T HardFault MBRELBEMETF =4 7 B maY=S
=]

X ZHA TEEHAY:

BAVGIL rt cratefEAERPHE—PMRAAFEX HardFault BIBHR, MARILAFERES
EAIH HardFault QMERERIERERT,

$ tail -n36 ../rt/src/lib.rs



extern "C" {
fn NMI();
fn HardFaultTrampoline(); // <- CHANGED!
fn MemManage();
fn BusFault();
fn UsageFault();
fn SVCall();
fn PendSV();
fn SysTick();
}

#[link_section = ".vector_table.exceptions"]
#[no_mangle]
pub static EXCEPTIONS: [Vector; 14] = [
Vector { handler: NMI },
Vector { handler: HardFaultTrampoline }, // <- CHANGED!
Vector { handler: MemManage },
Vector { handler: BusFault },
Vector {
handler: UsageFault,

}s

Vector { reserved: 0 },
Vector { reserved: 0 },
Vector { reserved: 0 },
Vector { reserved: 0 },
Vector { handler: SvCall 1},
Vector { reserved: 0 },
Vector { reserved: 0 },
Vector { handler: PendSV 1},
Vector { handler: SysTick },

13
#[no_mangle]
pub extern "C" fn DefaultExceptionHandler() {

loop {}
}

X BRASIEERIS AR RY HardFault SMEREL, XPPRUAERCRKS:

mrs r®, MSP
b HardFault

HAFARM ABINTERIE, BREEHEIBEH(MSPIKEN HardFault REVAFIENE—ITSE X
MMSPERIITHE—MEET, HIERESEHEHRTHNSESE. B7XYWHE, AP HardFault
AMBREBINENTIABE TR fn(&StackedRegisters) -> ! ,

88 i

E— MNP EILRE— M ERRERAY CRAYSA:



$ cat ../rt/asm.s

.section .text.HardFaultTrampoline
.global HardFaultTrampoline
.thumb_func

HardFaultTrampoline:
mrs r®, MSP
b HardFault

HEFER rt cratefbuild scriptdid cc crateXBANN UL CIRBE— 1 Bir3X4( .0 ), ARRETHK
—/MNFRESE( .a),

$ cat ../rt/build.rs

use std::{env, error::Error, fs::File, io::Write, path::PathBuf};
use cc::Build;
fn main() -> Result<(), Box<dyn Error>> {

// build directory for this crate

let out_dir = PathBuf::from(env::var_os("OUT_DIR").unwrap());

// extend the library search path
println! ("cargo:rustc-link-search={}", out_dir.display());

// put “link.x' 1in the build directory
File::create(out_dir.join("link.x"))?.write_all(include_bytes! ("link.x"))?;

// assemble the “asm.s’ file
Build::new().file("asm.s").compile("asm"); // <— NEW!

// rebuild if “asm.s’ changed
println! ("cargo:rerun-if-changed=asm.s"); // <- NEW!

0k (())

$ tail -n2 ../rt/Cargo.toml

[build-dependencies]
cc = "1.0.25"

SR T !

B RE— M FEERREFRRI T LEARERE S — M| HardFaultTrampoline HYFE
.



#![no_main]
#![no_std]

use rt::entry;
entry! (main);
fn main() -> ! {

loop {}
}
#[allow(non_snake_case) ]
#[no_mangle]

pub fn HardFault(_ef: *const u32) -> ! {

loop {}
}

XERICH. FIIET HardFaultTrampoline HIMBHE,

$ cargo objdump --bin app --release -- -d --no-show-raw-insn --print-imm-hex

app: file format elf32-littlearm

Disassembly of section .text:

<HardFault>:

b 0x40 <HardFault> @ imm = #-0x4
<main>:

b 0x42 <main> @ imm = #-0x4
<Reset>:

push {r7, 1r}

mov r7, sp

bl 0x42 <main> @ imm = #-0Oxa

trap
<UsageFault>:

b Ox4e <UsageFault> @ imm = #-0x4

<HardFaultTrampoline>:
mrs ro, msp
b O0x40 <HardFault> @ imm = #-0x18

ER: AT RCRE NG TR E T RAMBYHIIRE

MEETMRER. FPUTAIZE HardFaultTrampoline AYMBIEAN—,

$ cargo objdump --bin app --release -- -s -j .vector_table



app: file format elf32-littlearm
Contents of section .vector_table:

0000 00000120 45000000 4fEOOEEO 51000000 ... E...O0...Q...
0010 4fO00000 4fOO0COO 4fEOOOEEO COOEOOEO O0...0...0.......
0020 OOOOEOOOO OEOOEOOO 0OEOOEOO 4fEEOOOO .......ccov.. O0...
0030 0000000 OOOOOOOO 4fEOOEOO 4fOEOOEO ........ 0...0...

08 / 08 i

i cc cratefIRREEER—LmFETEE LA RESERF. thilXBER2EARM Cortex-MAT,
ccC crateﬁ}fﬁ arm-none-eabi-gcc 'f’EjJﬂ:?)ﬁ%%o

BATATLAA rt crateEifiz— M Se CRIF ST ARERIFN S DR S]E. XT5iEAE
EmiFEss LTI LRSEF. A, FIEMAThcratefI=8 LBATE— L iR=s.

—NCER( - s SEFERNSFER BIR( .o )HZEIRBAKRKS. ICRssAMSEHIRL, X
X9 BRI R IERRRY B ARS8 .

CargofR it SM( . a JFcratesBE—HEAISF. (F ar SEATTE BRI TEH—
TR, ARSI S Fcrategf—it2, FLE, XFR cc crateffIs:, BUERE—ME
target {FFFHE S output BRI RBILAEBE! cc cratel@FERYARS.

$ grep running $(find target -name output)

running: "arm-none-eabi-gcc" "-00" "-ffunction-sections" "-fdata-sections" "-
fPIC" "-g" "-fno-omit-frame-pointer" "-mthumb" "-march=armv7-m" "-Wall" "-
Wextra™ "-o" "/tmp/app/target/thumbv7m-none-eabi/debug/build/rt-
6ee84e54724f2044/out/asm.o" "-c" "asm.s"

running: "ar" "crs" "/tmp/app/target/thumbv7m-none-eabi/debug/build/rt-
6ee84e54724f2044/out/libasm.a" "/home/japaric/rust-
embedded/embedonomicon/ci/asm/app/target/thumbv7m-none-eabi/debug/build/rt-
6ee84e54724f2044 /out/asm.o"

$ grep cargo $(find target -name output)

cargo:rustc-link-search=/tmp/app/target/thumbv7m-none-eabi/debug/build/rt-
6ee84e54724f2044 /out

cargo:rustc-link-lib=static=asm
cargo:rustc-link-search=native=/tmp/app/target/thumbv7m-none-
eabi/debug/build/rt-6ee84e54724f2044/out

A WS — LRSS A A — NI



$ # “cc MK Ebr EAEIL g A SR B AT E FEEAN

$ arm-none-eabi-as -march=armv7-m asm.s -o asm.o
$ ar crs librt.a asm.o

$ arm-none-eabi-objdump -Cd librt.a

In archive librt.a:

asm.o: file format elf32-littlearm

Disassembly of section .text.HardFaultTrampoline:

00000000 <HardFaultTrampoline>:
0: f3ef 8008 mrs ro, MSP
4; e7fe b.n 0 <HardFault>

ETEBANESbuild scriptLUEXANAREIIEF rt rlibgf—ite,

$ cat ../rt/build.rs

use std::{
env,
error::Error,
fs::{self, File},
jo::Write,
path::PathBuf,

+s

fn main() -> Result<(), Box<dyn Error>> {
// build directory for this crate
let out_dir = PathBuf::from(env::var_os("OUT_DIR").unwrap());

// extend the library search path
println! ("cargo:rustc-link-search={}", out_dir.display());

// put “link.x" 1in the build directory
File::create(out_dir.join("link.x"))?.write_all(include_bytes! ("link.x"))?;

// link to “librt.a’
fs:i:copy("librt.a", out_dir.join("librt.a"))?; // <- NEW!
println! ("cargo:rustc-link-lib=static=rt"); // <- NEW!

// rebuild if “librt.a’ changed
println! ("cargo:rerun-if-changed=1librt.a"); // <- NEW!

0k (())

IMEFA AT LARLARIRY R ERERAUEIX TR A, Bl 552 RATH L



$ cargo objdump --bin app --release -- -d --no-show-raw-insn --print-imm-hex

app: file format elf32-littlearm

Disassembly of section .text:

<HardFault>:

b O0x40 <HardFault> @ imm = #-0x4
<main>:

b 0x42 <main> @ imm = #-0x4
<Reset>:

push {r7, 1r}

mov r7, sp

bl 0x42 <main> @ imm = #-0Oxa

trap
<UsageFault>:

b Ox4e <UsageFault> @ imm = #-0x4

<HardFaultTrampoline>:
mrs ro, msp
b 0x40 <HardFault> @ imm = #-0x18

TR RZA— R ERTEIE T RAMBIR L IALL R C R EE /N,

$ cargo objdump --bin app --release -- -s -j .vector_table
app: file format elf32-littlearm

Contents of section .vector_table:

0000 00000120 45000000 4fOOOOEO 51000000 ... E...O0...Q...
0010 4fOO0000 4fOOOOEO0 4fOOEOEO 0OOEOEOEO O0...0...0.......
0020 0OOOOOEO OPOOOOEO OOOOEOEO 4fOOEOEO .....ceeeees 0...
0030 00OPOOEO 0POEOOEO 4fOEOOEO 4fOEEOEO ........ 0...0...

EFTCRFRIIE S HRIRRE, ERERIIZRET, (REFEENTMRIEGFwIEE

Rz — build artifact ,



Logging with symbols
XER B RERUMAIERRTS This section will show you how to utilize symbols and the ELF
format to achieve super cheap logging.

Arbitrary symbols

Whenever we needed a stable symbol interface between crates we have mainly used the
no_mangle attribute and sometimes the export_name attribute. The export_name attribute
takes a string which becomes the name of the symbol whereas #[no_mangle] is basically
sugar for #[export_name = <item-name>] .

Turns out we are not limited to single word names; we can use arbitrary strings, e.g.
sentences, as the argument of the export_name attribute. As least when the output format
is ELF anything that doesn't contain a null byte is fine.

Let's check that out:

$ cargo new --lib foo

$ cat foo/src/lib.rs

#[export_name = "Hello, world!"]
#[used]
static A: u8 = 0;

#[export_name = "Z AW HIE"]
#[used]
static B: u8 = 0;

$ ( cd foo && cargo nm —-1ib )
foo-d26a39c34b4e80ce.31lnzqy0jbpxj4pld.rcgu.o:
0000000000000000 r Hello, world!

0000000000000000 V rustc_debug_gdb_scripts_section__

0000000000000000 r Z A B

Can you see where this is going?

Encoding

Here's what we'll do: we'll create one static variable per log message but instead of
storing the messages in the variables we'll store the messages in the variables' symbol



names. What we'll log then will not be the contents of the static variables but their
addresses.

As long as the static variables are not zero sized each one will have a different address.

What we're doing here is effectively encoding each message into a unique identifier, which
happens to be the variable address. Some part of the log system will have to decode this id
back into the message.

Let's write some code to illustrate the idea.

In this example we'll need some way to do I/0 so we'll use the cortex-m-semihosting crate

for that. Semihosting is a technique for having a target device borrow the host I/0
capabilities; the host here usually refers to the machine that's debugging the target device.
In our case, QEMU supports semihosting out of the box so there's no need for a debugger.
On a real device you'll have other ways to do I/0 like a serial port; we use semihosting in this
case because it's the easiest way to do I/0 on QEMU.

Here's the code

#![no_main]
#![no_std]

use core::fmt::Write;
use cortex_m_semihosting::{debug, hio};

use rt::entry;
entry! (main);

fn main() -> ! {
let mut hstdout = hio::hstdout().unwrap();

#[export_name = "Hello, world!"]
static A: u8 = 0;

let _ = writeln! (hstdout, "{:#x}", &A as *const u8 as usize);

#[export_name = "Goodbye'"]
static B: u8 = 0;

let _ = writeln! (hstdout, "{:#x}", &B as *const u8 as usize);
debug: :exit(debug: :EXIT_SUCCESS);

loop {}

We also make use of the debug::exit APIto have the program terminate the QEMU
process. This is a convenience so we don't have to manually terminate the QEMU process.

And here's the dependencies section of the Cargo.toml:



[dependencies]
cortex-m-semihosting = "0.3.1"
rt = { path = "../rt" }

Now we can build the program
$ cargo build
To run it we'll have to add the --semihosting-config flag to our QEMU invocation:

$ gemu-system-arm \
-cpu cortex-m3 \
-machine 1m3s6965evb \
-nographic \
-semihosting-config enable=on,target=native \
-kernel target/thumbv7m-none-eabi/debug/app

Ox1fe0
Ox1fel

NOTE: These addresses may not be the ones you get locally because addresses of
static variable are not guaranteed to remain the same when the toolchain is
changed (e.g. optimizations may have improved).

Now we have two addresses printed to the console.

Decoding

How do we convert these addresses into strings? The answer is in the symbol table of the
ELF file.

$ cargo objdump --bin app -- -t | grep '\.rodata\s*0*x1\b'
00001fel g .rodata 00000001 Goodbye
00001fed g .rodata 00000001 Hello, world!

$ # first column is the symbol address; last column is the symbol name

objdump -t prints the symbol table. This table contains all the symbols but we are only
looking for the ones in the .rodata section and whose size is one byte (our variables have

type us8).



It's important to note that the address of the symbols will likely change when optimizing the
program. Let's check that.

PROTIP You can set target.thumbv7m-none-eabi.runner to the long QEMU command
from before ( gemu-system-arm -cpu (..) -kernel)inthe Cargo configuration file
( .cargo/conifg)to have cargo run use that runner to execute the output binary.

$ head -n2 .cargo/config

[target.thumbv7m-none-eabi]
runner = "qgemu-system-arm -cpu cortex-m3 -machine 1m3s6965evb -nographic -
semihosting-config enable=on,target=native -kernel"

$ cargo run --release

Running ‘gemu-system-arm -cpu cortex-m3 -machine 1lm3s6965evb -nographic -
semihosting-config enable=on,target=native -kernel target/thumbv7m-none-
eabi/release/app’

0xb9c

0xbod

$ cargo objdump --bin app --release -- -t | grep '\.rodata\s*0*x1\b'
00000b9d g 0 .rodata 00000001 Goodbye

00000b9c g 0 .rodata 00000001 Hello, world!

So make sure to always look for the strings in the ELF file you executed.

Of course, the process of looking up the strings in the ELF file can be automated using a tool
that parses the symbol table ( .symtab section) contained in the ELF file. Implementing such
tool is out of scope for this book and it's left as an exercise for the reader.

Making it zero cost

Can we do better? Yes, we can!

The current implementation places the static variablesin .rodata, which means they
occupy size in Flash even though we never use their contents. Using a little bit of linker
script magic we can make them occupy zero space in Flash.

$ cat log.x



SECTIONS

{
.log 0 (INFO) : {
*(.log);
+
}

We'll place the static variables in this new output .log section. This linker script will
collect all the symbols in the .1log sections of input object files and put them in an output
.log section. We have seen this pattern in the Memory layout chapter.

The new bit here is the (INFO) part; this tells the linker that this section is a non-allocatable
section. Non-allocatable sections are kept in the ELF binary as metadata but they are not
loaded onto the target device.

We also specified the start address of this output section: the o in .log © (INFO).

The other improvement we can do is switch from formatted I/0 ( fmt: :Write ) to binary 1/0,
that is send the addresses to the host as bytes rather than as strings.

Binary serialization can be hard but we'll keep things super simple by serializing each
address as a single byte. With this approach we don't have to worry about endianness or
framing. The downside of this format is that a single byte can only represent up to 256
different addresses.

Let's make those changes:



#![no_main]
#![no_std]

use cortex_m_semihosting::{debug, hio};
use rt::entry;
entry! (main);

fn main() -> ! {
let mut hstdout = hio::hstdout().unwrap();

#[export_name = "Hello, world!"]
#[link_section = ".log"] // <- NEW!
static A: u8 = 0;

let address = &A as *const u8 as usize as u8;
hstdout.write_all(&[address]) .unwrap(); // <- CHANGED!

#[export_name = "Goodbye"]
#[link_section = ".log"] // <- NEW!
static B: u8 = 0;

let address = &B as *const u8 as usize as u8;
hstdout.write_all(&[address]).unwrap(); // <- CHANGED!

debug: :exit(debug: :EXIT_SUCCESS);

loop {}

Before you run this you'll have to append -Tlog.x to the arguments passed to the linker.
That can be done in the Cargo configuration file.

$ cat .cargo/config

[target.thumbv7m-none-eabi]
runner = "gemu-system-arm -cpu cortex-m3 -machine lm3s6965evb -nographic -
semihosting-config enable=on,target=native -kernel"
rustflags = [
"-Cc", "link-arg=-Tlink.x",
"-C", "link-arg=-Tlog.x", # <- NEW!
1

[build]
target = "thumbv7m-none-eabi"

Now you can run it! Since the output now has a binary format we'll pipe it through the xxd
command to reformat it as a hexadecimal string.

$ cargo run | xxd -p



0001

The addresses are ox00 and ox01 . Let's now look at the symbol table.

$ cargo objdump --bin app -- -t | grep '\.log'
00000001 g 0 .log 00000001 Goodbye
00000000 g 0 .log 00000001 Hello, world!

There are our strings. You'll notice that their addresses now start at zero; this is because we
set a start address for the output .log section.

Each variable is 1 byte in size because we are using u8 as their type. If we used something
like uie then all address would be even and we would not be able to efficiently use all the
address space (0...255).

Packaging it up

You've noticed that the steps to log a string are always the same so we can refactor them
into a macro that lives in its own crate. Also, we can make the logging library more reusable
by abstracting the I/0 part behind a trait.

$ cargo new --1lib Tlog

$ cat log/src/lib.rs

#![no_std]

pub trait Log {
type Error;

fn log(&mut self, address: u8) -> Result<(), Self::Error>;
}

#[macro_export]
macro_rules! log {

($logger:expr, S$string:expr) => {{
#[export_name = $string]
#[link_section = ".log"]
static SYMBOL: u8 = 0;

$crate::Log::log(&mut $logger, &SYMBOL as *const u8 as usize as u8)
1}



Given that this library depends on the .log section it should be its responsibility to provide
the log.x linker script so let's make that happen.

$ mv log.x ../log/

$ cat ../log/build.rs

use std::{env, error::Error, fs::File, io::Write, path::PathBuf};

fn main() -> Result<(), Box<dyn Error>> {
// Put the linker script somewhere the linker can find it
let out = PathBuf::from(env::var ("OUT_DIR")?);
File::create(out.join("log.x"))?.write_all(include_bytes! ("log.x"))?;

println! ("cargo:rustc-link-search={}", out.display());

0k(())

Now we can refactor our application to use the log! macro:

$ cat src/main.rs



#![no_main]
#![no_std]

use cortex_m_semihosting::{
debug,
hio::{self, HStdout},

s

use log::{log, Log};
use rt::entry;

struct Logger {
hstdout: HStdout,

}

impl Log for Logger {
type Error = ();

fn log(&mut self, address: u8) -> Result<(), ()> {
self.hstdout.write_all(&[address])

}
}

entry! (main);
fn main() -> ! {
let hstdout = hio::hstdout().unwrap();

let mut logger = Logger { hstdout };

let

log! (logger, "Hello, world!");

let

log! (logger, "Goodbye");

debug: :exit(debug: :EXIT_SUCCESS);

loop {}

Don't forget to update the cargo.toml file to depend on the new 1log crate.

$ tail -n4 Cargo.toml

[dependencies]
cortex—-m-semihosting = "0.3.1"
log = { path = "../log" }

rt = { path = "../rt" }

$ cargo run | xxd -p

0001



$ cargo objdump --bin app -- -t | grep '\.log'

00000001 g 0 .log 00000001 Goodbye
00000000 g 0 .log 00000001 Hello, world!

S5Zri—rRJia!

Bonus: Multiple log levels

Many logging frameworks provide ways to log messages at different log levels. These log
levels convey the severity of the message: "this is an error", "this is just a warning", etc.
These log levels can be used to filter out unimportant messages when searching for e.g.
error messages.

We can extend our logging library to support log levels without increasing its footprint.
Here's how we'll do that:

We have a flat address space for the messages: from o to 255 (inclusive). To keep things
simple let's say we only want to differentiate between error messages and warning
messages. We can place all the error messages at the beginning of the address space, and
all the warning messages after the error messages. If the decoder knows the address of the
first warning message then it can classify the messages. This idea can be extended to
support more than two log levels.

Let's test the idea by replacing the log macro with two new macros: error! and warn! .

$ cat ../log/src/lib.rs



#![no_std]

pub trait Log {
type Error;

fn log(&mut self, address: u8) -> Result<(), Self::Error>;
}

/// Logs messages at the ERROR log level
#[macro_export]
macro_rules! error {
($logger:expr, Sstring:expr) => {{
#[export_name = $string]
#[link_section = ".log.error"] // <- CHANGED!
static SYMBOL: u8 = 0;

$crate::Log::log(&mut $logger, &SYMBOL as *const u8 as usize as u8)
b
}

/// Logs messages at the WARNING log level
#[macro_export]
macro_rules! warn {
($logger:expr, Sstring:expr) => {{
#[export_name = $string]
#[link_section = ".log.warning"] // <- CHANGED!
static SYMBOL: u8 = 0;

$crate::Log::log(&mut $logger, &SYMBOL as *const u8 as usize as u8)
1}

We distinguish errors from warnings by placing the messages in different link sections.

The next thing we have to do is update the linker script to place error messages before the
warning messages.

$ cat ../log/log.x

SECTIONS
{
.log 0 (INFO) : {
*(.log.error);
log_warning_start__ = .;

*(.log.warning);
}
}

We also give a name, __log_warning_start__, to the boundary between the errors and the
warnings. The address of this symbol will be the address of the first warning message.

We can now update the application to make use of these new macros.



$ cat src/main.rs

#![no_main]
#![no_std]

use cortex_m_semihosting::{
debug,
hio::{self, HStdout},

}s

use log::{error, warn, Log};
use rt::entry;

entry! (main);

fn main() -> ! {
let hstdout = hio::hstdout().unwrap();
let mut logger = Logger { hstdout };

let

warn! (logger, "Hello, world!"); // <- CHANGED!

let

_ error! (logger, "Goodbye"); // <- CHANGED!

debug: :exit(debug: :EXIT_SUCCESS);

loop {}
}

struct Logger {
hstdout: HStdout,

}

impl Log for Logger {
type Error = ();

fn log(&mut self, address: u8) -> Result<(), ()> {
self.hstdout.write_all(&[address])
}

The output won't change much:

$ cargo run | xxd -p

0100

We still get two bytes in the output but the error is given the address 0 and the warning is
given the address 1 even though the warning was logged first.

Now look at the symbol table.

$ cargo objdump --bin app -- -t | grep '\.log'



00000000 g 0 .log 00000001 Goodbye
00000001 g 0 .log 00000001 Hello, world!
00000001 g . log 00000000 __log_warning_start_

There's now an extra symbol log_warning_start__,inthe .log section. The address of
this symbol is the address of the first warning message. Symbols with addresses lower than

this value are errors, and the rest of symbols are warnings.

I ——

With an appropriate decoder you could get the following human readable output from all
this information:

WARNING Hello, world!
ERROR Goodbye

If you liked this section check out the stlog logging framework which is a complete
implementation of this idea.



Global singletons

In this section we'll cover how to implement a global, shared singleton. The embedded Rust
book covered local, owned singletons which are pretty much unique to Rust. Global
singletons are essentially the singleton pattern you see in C and C++; they are not specific to
embedded development but since they involve symbols they seemed a good fit for the
embedonomicon.

TODO(resources team) link "the embedded Rust book" to the singletons section when
it's up

To illustrate this section we'll extend the logger we developed in the last section to support
global logging. The result will be very similar to the #[global_allocator] feature covered
in the embedded Rust book.

TODO(resources team) link #[global_allocator] to the collections chapter of the
book when it's in a more stable location.

Here's the summary of what we want to:

In the last section we created a log! macro to log messages through a specific logger, a
value that implements the Log trait. The syntax of the log! macrois log! (logger,
"String") . We want to extend the macro such that log! ("String") also works. Using the
logger -less version should log the message through a global logger; this is how
std::println! works. We'll also need a mechanism to declare what the global logger is;
this is the part that's similar to #[global_allocator] .

It could be that the global logger is declared in the top crate and it could also be that the
type of the global logger is defined in the top crate. In this scenario the dependencies can
not know the exact type of the global logger. To support this scenario we'll need some
indirection.

Instead of hardcoding the type of the global logger in the 1log crate we'll declare only the
interface of the global logger in that crate. That is we'll add a new trait, GlobalLog, to the
log crate. The log! macro will also have to make use of that trait.

$ cat ../log/src/lib.rs



#![no_std]

// NEW!
pub trait GlobalLog: Sync {
fn log(&self, address: u8);

}

pub trait Log {
type Error;

fn log(&mut self, address: u8) -> Result<(), Self::Error>;
}

#[macro_export]
macro_rules! log {

// NEW!
($string:expr) => {
unsafe {
extern "Rust" {
static LOGGER: &'static dyn $crate::GloballLog;
}
#[export_name = $string]
#[link_section = ".log"]
static SYMBOL: u8 = 0;
$crate::GloballLog::log(LOGGER, &SYMBOL as *const u8 as usize as u8)
}
}s

($logger:expr, S$Sstring:expr) => {{
#[export_name = $string]
#[link_section = ".log"]
static SYMBOL: u8 = 0;

$crate::Log::log(&mut $logger, &SYMBOL as *const u8 as usize as u8)
b
}

// NEW!
#[macro_export]
macro_rules! global_logger {
($logger:expr) => {
#[no_mangle]
pub static LOGGER: &dyn $crate::GloballLog = &$logger;
}s

There's quite a bit to unpack here.

Let's start with the trait.

pub trait GlobalLog: Sync {
fn log(&self, address: u8);

}



Both GlobalLog and Log have a log method. The difference is that GloballLog.log takes
a shared reference to the receiver ( &self). This is necessary because the global logger will
be a static variable. More on that later.

The other difference is that GlobalLog.log doesn't return a Result. This means that it can
not report errors to the caller. This is not a strict requirement for traits used to implement
global singletons. Error handling in global singletons is fine but then all users of the global
version of the log! macro have to agree on the error type. Here we are simplifying the
interface a bit by having the GlobalLog implementer deal with the errors.

Yet another difference is that GlobalLog requires that the implementer is Sync, thatis that
it can be shared between threads. This is a requirement for values placed in static
variables; their types must implement the Sync trait.

At this point it may not be entirely clear why the interface has to look this way. The other
parts of the crate will make this clearer so keep reading.

Next up is the log! macro:

($string:expr) => {
unsafe {
extern "Rust" {
static LOGGER: &'static dyn $crate::GloballLog;

}

#[export_name = $string]
#[link_section = ".log"]
static SYMBOL: u8 = 0;

$crate::GlobalLog::log(LOGGER, &SYMBOL as *const u8 as usize as u8)
}s

When called without a specific $logger the macros uses an extern static variable called
LOGGER to log the message. This variable is the global logger that's defined somewhere else;
that's why we use the extern block. We saw this pattern in the main interface chapter.

We need to declare a type for LOGGER or the code won't type check. We don't know the
concrete type of LOGGER at this point but we know, or rather require, that it implements the
GloballLog trait SO we can use a trait object here.

The rest of the macro expansion looks very similar to the expansion of the local version of
the log! macro so I won't explain it here as it's explained in the previous chapter.

Now that we know that LOGGER has to be a trait object it's clearer why we omitted the
associated Error typein GlobalLog. If we had not omitted then we would have need to
pick a type for Error inthe type signature of LOGGER . This is what | earlier meant by "all
users of log! would need to agree on the error type".



Now the final piece: the global_logger! macro. It could have been a proc macro attribute
but it's easier to write a macro_rules! macro.

#[macro_export]
macro_rules! global_logger {
($logger:expr) => {
#[no_mangle]
pub static LOGGER: &dyn $crate::GlobalLog = &$logger;
}s

This macro creates the LOGGER variable that log! uses. Because we need a stable ABI

interface we use the no_mangle attribute. This way the symbol name of LOGGER will be
"LOGGER" which is what the log! macro expects.

The other important bit is that the type of this static variable must exactly match the type
used in the expansion of the log! macro. If they don't match Bad Stuff will happen due to
ABI mismatch.

Let's write an example that uses this new global logger functionality.

$ cat src/main.rs



#![no_main]
#![no_std]

use cortex_m::interrupt;
use cortex_m_semihosting::{
debug,
hio::{self, HStdout},
13

use log::{global_logger, log, GloballLog};
use rt::entry;

struct Logger;
global_logger! (Logger);
entry! (main);

fn main() -> ! {
log! ("Hello, world!");

log! ("Goodbye") ;
debug: :exit(debug: :EXIT_SUCCESS);

loop {}
}

impl GlobalLog for Logger {
fn log(&self, address: u8) {

// we use a critical section (“dinterrupt::free’) to make the access to
the

// ‘static mut® variable -dnterrupt safe which is required for memory
safety

interrupt::free(|_| unsafe {

static mut HSTDOUT: Option<HStdout> = None;

// lazy initialization
if HSTDOUT.is_none() {

HSTDOUT = Some(hio::hstdout()?);
}

let hstdout = HSTDOUT.as_mut().unwrap();

hstdout.write_all(&[address])
}).ok(); // “.ok()® = dgnore errors

TODO(resources team) use cortex_m::Mutex instead of a static mut variable when
const fn is stabilized.

We had to add cortex-m to the dependencies.



$ tail -n5 Cargo.toml

[dependencies]

cortex-m = "0.5.7"
cortex-m-semihosting = "0.3.1"
log = { path = "../log" }

rt = { path = "../rt" }

This is a port of one of the examples written in the previous section. The output is the same
as what we got back there.

$ cargo run | xxd -p

0001

$ cargo objdump --bin app -- -t | grep '\.log'
00000001 g 0 .log 00000001 Goodbye
00000000 g 0 .log 00000001 Hello, world!

Some readers may be concerned about this implementation of global singletons not being
zero cost because it uses trait objects which involve dynamic dispatch, that is method calls
are performed through a vtable lookup.

However, it appears that LLVM is smart enough to eliminate the dynamic dispatch when
compiling with optimizations / LTO. This can be confirmed by searching for LOGGER in the
symbol table.

$ cargo objdump --bin app --release -- -t | grep LOGGER

If the static is missing that means that there is no vtable and that LLVM was capable of
transforming all the LOGGER.1log calls into Logger.log calls.



Direct Memory Access (DMA)

This section covers the core requirements for building a memory safe APl around DMA
transfers.

The DMA peripheral is used to perform memory transfers in parallel to the work of the
processor (the execution of the main program). A DMA transfer is more or less equivalent to
spawning a thread (see thread::spawn)to do a memcpy . We'll use the fork-join model to
illustrate the requirements of a memory safe API.

Consider the following DMA primitives:



/// A singleton that represents a single DMA channel (channel 1 in this case)
/17
/// This singleton has exclusive access to the registers of the DMA channel 1
pub struct DmalChannell {

//
}

impl DmalChannell {

/// Data will be written to this ‘address®

/1]

/// “inc’ dndicates whether the address will be dincremented after every
byte transfer

/1]

/// NOTE this performs a volatile write

pub fn set_destination_address(&mut self, address: usize, 1inc: bool) {

/..
}

/// Data will be read from this ‘address’
/1]

/// “1inc’ dndicates whether the address will be dincremented after every
byte transfer
/1]
/// NOTE this performs a volatile write
pub fn set_source_address(&mut self, address: usize, inc: bool) {
/..
}

/// Number of bytes to transfer

/17
/// NOTE this performs a volatile write

pub fn set_transfer_length(&mut self, len: usize) {
/] ..

/// Starts the DMA transfer

/1]
/// NOTE this performs a volatile write
pub fn start(&mut self) {

/..

/// Stops the DMA transfer

/17
/// NOTE this performs a volatile write

pub fn stop(&mut self) {
/..

/// Returns “true® 1if there's a transfer in progress

/1]
/// NOTE this performs a volatile read
pub fn in_progress() -> bool {

/.



Assume that the bmaichannell is statically configured to work with serial port (AKA UART or
USART) #1, Seriall, in one-shot mode (i.e. not circular mode). Serialil provides the
following blocking API:

/// A singleton that represents serial port #1
pub struct Seriall {

/] .
}

impl Seriall {
/// Reads out a single byte

/1]
/// NOTE: blocks 1if no byte 1is available to be read

pub fn read(&mut self) -> Result<u8, Error> {

1l oc
}

/// Sends out a single byte

/1]
/// NOTE: blocks 1if the output FIFO buffer -is full
pub fn write(&mut self, byte: u8) -> Result<(), Error> {

/] .

Let's say we want to extend Serialil API to (a) asynchronously send out a buffer and (b)
asynchronously fill a buffer.

We'll start with a memory unsafe APl and we'll iterate on it until it's completely memory
safe. On each step we'll show you how the API can be broken to make you aware of the
issues that need to be addressed when dealing with asynchronous memory operations.

A first stab

For starters, let's try to use the write::write_all APl as a reference. To keep things simple
let's ignore all error handling.



/// A singleton that represents serial port #1

pub struct Seriall {
// NOTE: we extend this struct by adding the DMA channel singleton
dma: DmalChannell,
//

}

impl Seriall {
/// Sends out the given “buffer’
/17

/// Returns a value that represents the in-progress DMA transfer

pub fn write_all<'a>(mut self, buffer: &'a [u8]) -> Transfer<&'a [u8]> {
self.dma.set_destination_address(USART1_TX, false);
self.dma.set_source_address(buffer.as_ptr() as usize, true);
self.dma.set_transfer_length(buffer.len());

self.dma.start();
Transfer { buffer }

}

/// A DMA transfer
pub struct Transfer<B> {
buffer: B,

}

impl<B> Transfer<B> {
/// Returns “true’ if the DMA transfer has finished
pub fn is_done(&self) -> bool {
!DmalChannell: :in_progress()

}

/// Blocks until the transfer is done and returns the buffer
pub fn wait(self) -> B {

// Busy wait until the transfer 1is done

while !self.is_done() {}

self.buffer

NOTE: Transfer could expose a futures or generator based APl instead of the API
shown above. That's an APl design question that has little bearing on the memory
safety of the overall APl so we won't delve into it in this text.

We can also implement an asynchronous version of Read::read_exact.



impl Seriall {
/// Receives data into the given “buffer® until it's filled
/17

/// Returns a value that represents the in-progress DMA transfer
pub fn read_exact<'a>(&mut self, buffer: &'a mut [u8]) -> Transfer<&'a mut

[u8]> {
self.dma.set_source_address(USART1_RX, false);
self.dma
.set_destination_address(buffer.as_mut_ptr() as usize, true);
self.dma.set_transfer_length(buffer.len());

self.dma.start();

Transfer { buffer }

Here's how to use the write_all API:

fn write(serial: Seriall) {
// fire and forget
serial.write_all(b"Hello, world!\n");

// do other stuff

And here's an example of using the read_exact API:

fn read(mut serial: Seriall) {
let mut buf = [0; 16];
let t = serial.read_exact(&mut buf);

// do other stuff
t.wait();
match buf.split(|b| *b == b'\n').next() {

Some (b"some-command") => { /x do something *x/ }
=> { /* do something else %/ }

mem: : forget is a safe API. If our APl is truly safe then we should be able to use both
together without running into undefined behavior. However, that's not the case; consider
the following example:



fn unsound(mut serial: Seriall) {
start(&mut serial);
bar();

}

#[inline(never)]
fn start(serial: &mut Seriall) {
let mut buf = [0; 16];

// start a DMA transfer and forget the returned "Transfer value
mem: : forget(serial.read_exact(&mut buf));

}

#[inline(never)]

fn bar() {
// stack variables
let mut x = 0;
let mut vy = 03

// use “x and 'y’

Here we start a DMA transfer, in start, to fill an array allocated on the stack and then
mem: : forget the returned Transfer value. Then we proceed to return from start and
execute the function bar .

This series of operations results in undefined behavior. The DMA transfer writes to stack
memory but that memory is released when start returns and then reused by bar to
allocate variables like x and y . At runtime this could result in variables x and y changing
their value at random times. The DMA transfer could also overwrite the state (e.g. link
register) pushed onto the stack by the prologue of function bar .

Note that if we had not use mem::forget, but mem::drop, it would have been possible to
make Transfer 's destructor stop the DMA transfer and then the program would have been
safe. But one can not rely on destructors running to enforce memory safety because

mem: : forget and memory leaks (see RC cycles) are safe in Rust.

We can fix this particular problem by changing the lifetime of the buffer from 'a to
'static in both APIs.



impl Serdiall {
/// Receives data into the given “buffer® until it's filled
/1]
/// Returns a value that represents the in-progress DMA transfer
pub fn read_exact(&mut self, buffer: &'static mut [u8]) —->
Transfer<&'static mut [u8]> {
// .. same as before ..

}

/// Sends out the given “buffer’
/1]
/// Returns a value that represents the in-progress DMA transfer
pub fn write_all(mut self, buffer: &'static [u8]) -> Transfer<&'static
[u8]> {
// .. same as before ..

}

If we try to replicate the previous problem we note that mem:: forget no longer causes
problems.

#[allow(dead_code) ]

fn sound(mut serial: Seriall, buf: &'static mut [u8; 16]) {
// NOTE ‘buf® is moved 1into 'foo’
foo(&mut serial, buf);
bar();

}

#[inline(never)]

fn foo(serial: &mut Seriall, buf: &'static mut [u8]) {
// start a DMA transfer and forget the returned 'Transfer® value
mem: : forget(serial.read_exact(buf));

}

#[inline(never)]

fn bar() {
// stack variables
let mut x = 0;
let mut y 0;

// use “x° and 'y’

As before, the DMA transfer continues after mem:: forget -ing the Transfer value. This time
that's not an issue because buf is statically allocated (e.g. static mut variable) and not on
the stack.

Overlapping use



Our APl doesn't prevent the user from using the Serial interface while the DMA transfer is
in progress. This could lead the transfer to fail or data to be lost.

There are several ways to prevent overlapping use. One way is to have Transfer take
ownership of Sseriall and return it back when wait is called.



/// A DMA transfer

pub struct Transfer<B> {
buffer: B,
// NOTE: added
serial: Seriall,

}

impl<B> Transfer<B> {
/// Blocks until the transfer is done and returns the buffer
// NOTE: the return value has changed
pub fn wait(self) -> (B, Seriall) {
// Busy wait until the transfer 1is done
while !self.is_done() {}

(self.buffer, self.serial)

/]
}

impl Seriall {

/// Receives data 1into the given “buffer® until it's filled

/1]

/// Returns a value that represents the in-progress DMA transfer

// NOTE we now take 'self’ by value

pub fn read_exact(mut self, buffer: &'static mut [u8]) -> Transfer<&'static
mut [u8]> {

// .. same as before ..

Transfer {
buffer,
// NOTE: added
serial: self,

}

/// Sends out the given “buffer’

/1]

/// Returns a value that represents the in-progress DMA transfer

// NOTE we now take 'self’ by value

pub fn write_all(mut self, buffer: &'static [u8]) -> Transfer<&'static
[u8]> {

// .. same as before ..

Transfer {
buffer,
// NOTE: added
serial: self,

The move semantics statically prevent access to Serialil while the transfer is in progress.



fn read(serial: Seriall, buf: &'static mut [u8; 16]) {
let t = serial.read_exact(buf);

// let byte = serial.read(); //~ ERROR: “serial’ has been moved
// .. do stuff ..
let (serdial, buf) = t.wait();

// .. do more stuff ..

There are other ways to prevent overlapping use. For example, a ( cell) flag that indicates
whether a DMA transfer is in progress could be added to seriali.When the flag is set
read, write, read_exact and write_all would all return an error (e.g. Error::InUse) at
runtime. The flag would be set when write_all / read_exact is used and cleared in

Transfer.wait.

Compiler (mis)optimizations

The compiler is free to re-order and merge non-volatile memory operations to better
optimize a program. With our current API, this freedom can lead to undefined behavior.
Consider the following example:

fn reorder(serial: Seriall, buf: &'static mut [u8]) {
// zero the buffer (for no particular reason)
buf.iter_mut().for_each(|byte| *byte = 0);
let t = serial.read_exact(buf);
// ... do other stuff ..
let (buf, serdial) = t.wait();

buf.reverse();

// .. do stuff with "buf’

Here the compiler is free to move buf.reverse() before t.wait(), which would resultin a
data race: both the processor and the DMA would end up modifying buf at the same time.
Similarly the compiler can move the zeroing operation to after read_exact, which would
also result in a data race.

To prevent these problematic reorderings we can use a compiler_fence



impl Seriall {

/17
/17
/1]
pub

Receives data into the given “buffer’ until it's filled

Returns a value that represents the in-progress DMA transfer
fn read_exact(mut self, buffer: &'static mut [u8]) -> Transfer<&'static

mut [u8]> {

/17
/17
/17
pub

[u8]> {

}

impl<B>
/11
pub

self.dma.set_source_address(USART1_RX, false);
self.dma

.set_destination_address(buffer.as_mut_ptr() as usize, true);
self.dma.set_transfer_length(buffer.len());

// NOTE: added
atomic: :compiler_fence(Ordering: :Release);

// NOTE: this 1is a volatile *writex
self.dma.start();

Transfer {
buffer,
serial: self,

Sends out the given “buffer’

Returns a value that represents the in-progress DMA transfer
fn write_all(mut self, buffer: &'static [u8]) -> Transfer<&'static

self.dma.set_destination_address(USART1_TX, false);
self.dma.set_source_address(buffer.as_ptr() as usize, true);
self.dma.set_transfer_length(buffer.len());

// NOTE: added
atomic::compiler_fence(Ordering: :Release);

// NOTE: this 1is a volatile *writex
self.dma.start();

Transfer {
buffer,
serial: self,

Transfer<B> {

Blocks until the transfer is done and returns the buffer
fn wait(self) -> (B, Seriall) {

// NOTE: this is a volatile *readx

while !self.is_done() {}

// NOTE: added
atomic::compiler_fence(Ordering::Acquire);

(self.buffer, self.serial)



/..

We use oOrdering::Release in read_exact and write_all to prevent all preceding
memory operations from being moved after self.dma.start() , which performs a volatile
write.

Likewise, we use Ordering::Acquire in Transfer.wait to prevent all subsequent memory
operations from being moved before self.is_done() , which performs a volatile read.

To better visualize the effect of the fences here's a slightly tweaked version of the example
from the previous section. We have added the fences and their orderings in the comments.

fn reorder(serial: Seriall, buf: &'static mut [u8], x: &mut u32) {
// zero the buffer (for no particular reason)
buf.iter_mut().for_each(|byte| *byte = 0);
*X += 1;
let t = serial.read_exact(buf); // compiler_fence(Ordering::Release) 4
// NOTE: the processor can't access “buf' between the fences
// ... do other stuff ..
*X += 2;
let (buf, serial) = t.wait(); // compiler_fence(Ordering::Acquire) Vv
*X += 3;

buf.reverse();

// .. do stuff with “buf’

The zeroing operation can not be moved after read_exact due to the Release fence.
Similarly, the reverse operation can not be moved before wait due to the Acquire fence.
The memory operations between both fences can be freely reordered across the fences but
none of those operations involves buf so such reorderings do not result in undefined
behavior.

Note that compiler_fence is a bit stronger than what's required. For example, the fences
will prevent the operations on x from being merged even though we know that buf
doesn't overlap with x (due to Rust aliasing rules). However, there exist no intrinsic that's
more fine grained than compiler_fence.

Don't we need a memory barrier?

That depends on the target architecture. In the case of Cortex MO to M4F cores, AN321 says:



3.2 Typical usages

(-.)

The use of DMB is rarely needed in Cortex-M processors because they do not reorder
memory transactions. However, it is needed if the software is to be reused on other
ARM processors, especially multi-master systems. For example:

e DMA controller configuration. A barrier is required between a CPU memory
access and a DMA operation.

()
4.18 Multi-master systems
()

Omitting the DMB or DSB instruction in the examples in Figure 41 on page 47 and
Figure 42 would not cause any error because the Cortex-M processors:

e do not re-order memory transfers
e do not permit two write transfers to be overlapped.

Where Figure 41 shows a DMB (memory barrier) instruction being used before starting a
DMA transaction.

In the case of Cortex-M7 cores you'll need memory barriers (DMB/DSB) if you are using the
data cache (DCache), unless you manually invalidate the buffer used by the DMA. Even with
the data cache disabled, memory barriers might still be required to avoid reordering in the
store buffer.

If your target is a multi-core system then it's very likely that you'll need memory barriers.

If you do need the memory barrier then you need to use atomic::fence instead of
compiler_fence . That should generate a DMB instruction on Cortex-M devices.

Generic buffer

Our APl is more restrictive that it needs to be. For example, the following program won't be
accepted even though it's valid.



fn reuse(serial: Seriall, msg: &'static mut [u8]) {
// send a message
let t1 = serial.write_all(msg);

// ..
let (msg, serial) = tl.wait(); // "msg 1is now "&'static [u8]
msg.reverse();

// now send it in reverse
let t2 = serial.write_all(msg);

/..

let (buf, serial) = t2.wait();

/] .

To accept such program we can make the buffer argument generic.



// as-slice = "0.1.0"
use as_slice::{AsMutSlice, AsSlice};

impl Seriall {
/// Receives data into the given “buffer® until it's filled
/1]
/// Returns a value that represents the in-progress DMA transfer
pub fn read_exact<B>(mut self, mut buffer: B) -> Transfer<B>
where
B: AsMutSlice<Element = u8>,

{
// NOTE: added
let slice = buffer.as_mut_slice();
let (ptr, len) = (slice.as_mut_ptr(), slice.len());
self.dma.set_source_address(USART1_RX, false);
// NOTE: tweaked
self.dma.set_destination_address(ptr as usize, true);
self.dma.set_transfer_length(len);
atomic: :compiler_fence(Ordering: :Release);
self.dma.start();
Transfer {
buffer,
serial: self,
}
}

/// Sends out the given “buffer’
/1]
/// Returns a value that represents the in-progress DMA transfer
fn write_all<B>(mut self, buffer: B) -> Transfer<B>
where
B: AsSlice<Element = u8>,

{
// NOTE: added
let slice = buffer.as_slice();
let (ptr, len) = (slice.as_ptr(), slice.len());
self.dma.set_destination_address(USART1_TX, false);
// NOTE: tweaked
self.dma.set_source_address(ptr as usize, true);
self.dma.set_transfer_length(len);
atomic::compiler_fence(Ordering: :Release);
self.dma.start();
Transfer {
buffer,
serial: self,
}
}



NOTE: AsRef<[u8]> (AsMut<[u8]> ) could have been used instead of
AsSlice<Element = u8> (AsMutSlice<Element = u8).

Now the reuse program will be accepted.

Immovable buffers

With this modification the APl will also accept arrays by value (e.g. [u8; 16] ). However,
using arrays can result in pointer invalidation. Consider the following program.

fn dinvalidate(serial: Seriall) {
let t = start(serial);

bar();

let (buf, serial) = t.wait();
}

#[inline(never)]

fn start(serial: Seriall) -> Transfer<[u8; 16]> {
// array allocated 1in this frame
let buffer = [0; 16];

serial.read_exact(buffer)

}

#[inline(never)]

fn bar() {
// stack variables
let mut x = 0;
let mut vy = 03

// use “x and 'y’

The read_exact operation will use the address of the buffer local to the start function.
That local buffer will be freed when start returns and the pointer used in read_exact
will become invalidated. You'll end up with a situation similar to the unsound example.

To avoid this problem we require that the buffer used with our API retains its memory
location even when it's moved. The Pin newtype provides such guarantee. We can update
our API to required that all buffers are "pinned" first.

NOTE: To compile all the programs below this point you'll need Rust >=1.33.0. As of
time of writing (2019-01-04) that means using the nightly channel.



/// A DMA transfer

pub struct Transfer<B> {
// NOTE: changed
buffer: Pin<B>,
serial: Seriall,

}

impl Seriall {
/// Receives data 1into the given ‘"buffer® until it's filled
/1]
/// Returns a value that represents the in-progress DMA transfer
pub fn read_exact<B>(mut self, mut buffer: Pin<B>) -> Transfer<B>
where
// NOTE: bounds changed
B: DerefMut,
B::Target: AsMutSlice<Element = u8> + Unpin,
{

// .. same as before

}

/// Sends out the given “buffer’

/1]

/// Returns a value that represents the in-progress DMA transfer
pub fn write_all<B>(mut self, buffer: Pin<B>) -> Transfer<B>

where

// NOTE: bounds changed

B: Deref,

B::Target: AsSlice<Element = u8>,
{

// .. same as before
}

NOTE: We could have used the stableDeref traitinstead of the Pin newtype but
opted for pin since it's provided in the standard library.

With this new APl we can use &'static mut references, Box -ed slices, Rc -ed slices, etc.



fn static_mut(serial: Seriall, buf: &'static mut [u8]) {
let buf = Pin::new(buf);

let t = serial.read_exact(buf);
/] ..
let (buf, serial) = t.wait();

/] ..
}

fn boxed(serial: Seriall, buf: Box<[u8]>) {
let buf = Pin::new(buf);

let t = serial.read_exact(buf);

/..
let (buf, serial) = t.wait();

/] .

ESESEE bound

Does pinning let us safely use stack allocated arrays? The answer is no. Consider the
following example.



fn unsound(serial: Seriall) {
start(serial);

bar();
}

// pin-utils = "0.1.0-alpha.4"
use pin_utils::pin_mut;

#[inline(never)]
fn start(serial: Seriall) {
let buffer = [0; 16];

// pin the “buffer’ to this stack frame
// “buffer® now has type "Pin<&mut [u8; 16]>"
pin_mut! (buffer);

mem: : forget(serial.read_exact(buffer));

}

#[inline(never)]
fn bar() {
// stack variables

let mut x = 0;
let mut y = 0;

// use “x and 'y’

As seen many times before, the above program runs into undefined behavior due to stack
frame corruption.

The API is unsound for buffers of type Pin<&'a mut [u8]> where 'a isnot 'static.To
prevent the problem we have to add a 'static bound in some places.



impl Seriall {
/// Receives data into the given “buffer® until it's filled
/17

/// Returns a value that represents the in-progress DMA transfer
pub fn read_exact<B>(mut self, mut buffer: Pin<B>) -> Transfer<B>
where

// NOTE: added 'static bound

B: DerefMut + 'static,

B::Target: AsMutSlice<Element = u8> + Unpin,
{

// .. same as before ..

}

/// Sends out the given “buffer’
/17

/// Returns a value that represents the in-progress DMA transfer
pub fn write_all<B>(mut self, buffer: Pin<B>) -> Transfer<B>
where

// NOTE: added 'static bound

B: Deref + 'static,

B::Target: AsSlice<Element = u8>,

// .. same as before ..

Now the problematic program will be rejected.

Destructors

Now that the APl accepts Box -es and other types that have destructors we need to decide
what to do when Transfer is early-dropped.

Normally, Transfer values are consumed using the wait method but it's also possible to,
implicitly or explicitly, drop the value before the transfer is over. For example, dropping a
Transfer<Box<[u8]>> value will cause the buffer to be deallocated. This can result in
undefined behavior if the transfer is still in progress as the DMA would end up writing to
deallocated memory.

In such scenario one option is to make Transfer.drop stop the DMA transfer. The other
option is to make Transfer.drop wait for the transfer to finish. We'll pick the former option
as it's cheaper.



/// A DMA transfer

pub struct Transfer<B> {
// NOTE: always "Some' variant
inner: Option<Inner<B>>,

}

// NOTE: previously named 'Transfer<B>'
struct Inner<B> {

buffer: Pin<B>,

serial: Seriall,

}

impl<B> Transfer<B> {
/// Blocks until the transfer is done and returns the buffer
pub fn wait(mut self) -> (Pin<B>, Seriall) {
while !self.is_done() {}

atomic: :compiler_fence(Ordering::Acquire);

let inner = self

.inner

.take()

.unwrap_or_else(|| unsafe { hint::unreachable_unchecked() });
(inner.buffer, dinner.serial)

}

impl<B> Drop for Transfer<B> {
fn drop(&mut self) {
if let Some(inner) = self.inner.as_mut() {
// NOTE: this 1is a volatile write
inner.serial.dma.stop();

// we need a read here to make the Acquire fence effective
// we do *notx need this if "dma.stop’ does a RMW operation
unsafe {

ptr::read_volatile(&0);
}

// we need a fence here for the same reason we need one 1in
‘Transfer.wait’

atomic: :compiler_fence(Ordering::Acquire);

}

impl Seriall {
/// Receives data into the given “buffer® until it's filled
/1]
/// Returns a value that represents the in-progress DMA transfer
pub fn read_exact<B>(mut self, mut buffer: Pin<B>) -> Transfer<B>
where
B: DerefMut + 'static,
B::Target: AsMutSlice<Element = u8> + Unpin,

// .. same as before



Transfer {
inner: Some(Inner {
buffer,
serial: self,

1>
}

/// Sends out the given “buffer’
/17
/// Returns a value that represents the in-progress DMA transfer
pub fn write_all<B>(mut self, buffer: Pin<B>) -> Transfer<B>
where

B: Deref + 'static,

B::Target: AsSlice<Element = u8>,

{
// .. same as before ..
Transfer {
inner: Some(Inner {
buffer,
serial: self,
1),
}
}

Now the DMA transfer will be stopped before the buffer is deallocated.

fn reuse(serial: Seriall) {
let buf = Pin::new(Box::new([0; 16]));

let t = serial.read_exact(buf); // compiler_fence(Ordering::Release) 4

/]

// this stops the DMA transfer and frees memory
mem: :drop(t); // compiler_fence(Ordering::Acquire) Vv

// this likely reuses the previous memory allocation
let mut buf = Box::new([0; 16]);

// .. do stuff with "buf’

Summary

To sum it up, we need to consider all the following points to achieve memory safe DMA
transfers:



e Use immovable buffers plus indirection: Pin<B> . Alternatively, you can use the
StableDeref trait.

e The ownership of the buffer must be passed to the DMA: B: 'static.

e Do not rely on destructors running for memory safety. Consider what happens if
mem: : forget is used with your API.

e Do add a custom destructor that stops the DMA transfer, or waits for it to finish.
Consider what happens if mem: :drop is used with your API.

This text leaves out up several details required to build a production grade DMA abstraction,
like configuring the DMA channels (e.g. streams, circular vs one-shot mode, etc.), alignment
of buffers, error handling, how to make the abstraction device-agnostic, etc. All those
aspects are left as an exercise for the reader / community ( :P).
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$ # BITREXANMS, IRFEELY cargo-binutils’
$ cargo objdump -- -version
LLVM (http://1lvm.org/):
LLVM version 7.0.0svn
Optimized build.
Default target: x86_64-unknown-linux-gnu
Host CPU: skylake

Registered Targets:

aarché4 - AArch64 (little endian)
aarch64_be - AArch64 (big endian)
arm - ARM

arme4 - ARM64 (little endian)
armeb - ARM (big endian)
hexagon - Hexagon

mips - Mips

mips64 - Mips64 [experimental]
mips64el - Mips64el [experimental]
mipsel - Mipsel

msp430 - MSP430 [experimental]
nvptx - NVIDIA PTX 32-bit
nvptx64 - NVIDIA PTX 64-bit
ppc32 - PowerPC 32

ppc64 - PowerPC 64

ppc64le - PowerPC 64 LE

sparc - Sparc

sparcel - Sparc LE

sparcv9 - Sparc V9

systemz - SystemZ

thumb - Thumb

thumbeb - Thumb (big endian)
wasm32 - WebAssembly 32-bit

wasme64 WebAssembly 64-bit
x86 - 32-bit X86: Pentium-Pro and above
X86-64 64-bit X86: EM64T and AMD64
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$ rustc --print target-list | column

aarch64-fuchsia
aarch64-linux-android
aarch64-pc-windows-msvc
aarch64-unknown-cloudabi
aarch64-unknown-freebsd
aarch64-unknown-hermit
aarch64-unknown-linux-gnu
aarch64-unknown-Tlinux-musl
aarch64-unknown-netbsd
aarch64-unknown-none
aarch64-unknown-none-softfloat
aarch64-unknown-openbsd
aarch64-unknown-redox
aarch64-uwp-windows-msvc
aarch64-wrs-vxworks
arm-linux-androideabii
arm-unknown-1linux-gnueabj
arm-unknown-Tlinux-gnueabihf
arm-unknown-Llinux-musleabs
arm-unknown-Tlinux-musleabihf
armebv7r-none-eab1i
armebv7r-none-eabihf
armv4t-unknown-1linux-gnueabi
armv5te-unknown-1l1inux-gnueabi
armv5te-unknown-Tlinux-musleabi
armve-unknown-freebsd
armve-unknown-netbsd-eabihf
armv7-linux-androideabi
armv7-unknown-cloudabi-eabihf
armv7-unknown-freebsd
armv7-unknown-1linux-gnueabi
armv7-unknown-1linux-gnueabihf
armv7-unknown-Tlinux-musleabj
armv7-unknown-Tlinux-musleabihf
armv7-unknown-netbsd-eabihf
armv7-wrs-vxworks-eabihf
armv7a-none-eabi
armv7a-none-eabihf
armv7r-none-eabi
armv7r-none-eabihf
asmjs-unknown-emscripten
hexagon-unknown-1linux-musl
i586-pc-windows-msvc
1586-unknown-1linux-gnu
i586-unknown-Tlinux-musl
i686-apple-darwin
i686-linux-android
1686-pc-windows-gnu
i1686-pc-windows-msvc
i686-unknown-cloudabsi
i686-unknown-freebsd
i686-unknown-haiku
1686-unknown-1linux-gnu
i686-unknown-1linux-musl
i686-unknown-netbsd
i686-unknown-openbsd

mipsisa32r6el-unknown-1l1inux-gnu
mipsisa64r6-unknown-1linux-gnuabi64
mipsisa64r6el-unknown-1linux-gnuabi64
msp430-none-elf
nvptx64-nvidia-cuda
powerpc-unknown-1linux-gnu
powerpc-unknown-linux-gnuspe
powerpc-unknown-linux-musl
powerpc-unknown-netbsd
powerpc-wrs—-vxworks
powerpc-wrs-vxworks-spe
powerpc64-unknown-freebsd
powerpc64-unknown-1inux-gnu
powerpc64-unknown-Tlinux-musl
powerpc64-wrs-vxworks
powerpc64le-unknown-Tl1inux-gnu
powerpc64le-unknown-1linux-musl
riscv32i-unknown-none-elf
riscv32imac-unknown-none-elf
riscv32imc-unknown-none-elf
riscve4gc-unknown-1linux-gnu
riscvé4gc-unknown-none-elf
riscv64imac-unknown-none-elf
s390x-unknown-1linux-gnu
sparc-unknown-1linux-gnu
sparc64-unknown-1linux-gnu
sparc64-unknown-netbsd
sparc64-unknown-openbsd
sparcv9-sun-solaris
thumbvém-none-eabi
thumbv7a-pc-windows-msvc
thumbv7em-none-eabii
thumbv7em-none-eabihf
thumbv7m-none-eabi
thumbv7neon-1linux-androideabj
thumbv7neon-unknown-1linux-gnueabihf
thumbv7neon-unknown-1linux-musleabihf
thumbv8m.base-none-eab1i
thumbv8m.main-none-eabi
thumbv8m.main-none-eabihf
wasm32-unknown-emscripten
wasm32-unknown-unknown
wasm32-wasi
x86_64-apple-darwin
x86_64-fortanix-unknown-sgx
x86_64-fuchsia
x86_64-1linux-android
x86_64-1linux—kernel
x86_64-pc-solaris
x86_64-pc-windows-gnu
x86_64-pc-windows-msvc
x86_64-rumprun-netbsd
x86_64-sun-solaris
x86_64-unknown-cloudab-i
x86_64-unknown-dragonfly
x86_64-unknown-freebsd



i686-unknown-uefi x86_64-unknown-haiku

i1686-uwp-windows-gnu x86_64-unknown-hermit
i1686-uwp-windows-msvc x86_64-unknown-hermit-kernel
i686-wrs—-vxworks x86_64-unknown-illumos
mips-unknown-1linux-gnu x86_64-unknown-14re-uclibc
mips-unknown-Tlinux-musl x86_64-unknown-1inux-gnu
mips-unknown-Tlinux-uclibc x86_64-unknown-1inux-gnux32
mips64-unknown-1linux-gnuabi64 x86_64-unknown-Tlinux-musl
mips64-unknown-Tlinux-muslabi64 x86_64-unknown-netbsd

mips64el-unknown-1linux-gnuabi64 x86_64-unknown-openbsd
mips64el-unknown-linux-muslabi64 x86_64-unknown-redox

mipsel-unknown-1linux-gnu x86_64-unknown-uefi
mipsel-unknown-Tlinux-musl x86_64-uwp-windows-gnu
mipsel-unknown-Tlinux-uclibc x86_64-uwp-windows—-msvc
mipsisa32r6-unknown-1l1inux-gnu X86_64-wrs—-vxworks

(EAT7IRar S FRALAFTENHE BimRIAGE:

$ rustc +nightly -Z unstable-options --print target-spec-json --target
thumbv7m-none-eab’i

{

"abi-blacklist": [

"stdcall",

"fastcall",

"vectorcall",

"thiscall",

"win64",

"sysve4"
1,
Ilarchll: Ilarmll,
"data-layout": "e-m:e-p:32:32-164:64-v128:64:128-a:0:32-n32-S64",
"emit-debug-gdb-scripts'": false,
"enV" g nn 5
"executables": true,
"is-builtin": true,
"linker": "arm-none-eabi-gcc",
"linker-flavor": "gcc",
"llvm-target": "thumbv7m-none-eabi",
"max-atomic-width": 32,
|losll: Ilnoneﬂ’
"panic-strategy": "abort",
"relocation-model": "static",
"target-c-int-width": "32",
"target-endian": "little",
"target-pointer-width": "32",
"Vendor": nmn

}
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RustERAEIT rustup NELARBRIBIRD A rust-std B,
BERRZ X IHE.

TR dmiRF A cratesiVES,

JizT RIS, (RATLABEIEE— rust-std BHERIBEFRIIZE:

$ rustup target list | column
aarch64-apple-ios
aarch64-fuchsia
aarch64-1linux-android
aarch64-pc-windows-msvc
aarch64-unknown-1l1inux-gnu
aarch64-unknown-Tlinux-musl
aarch64-unknown-none
aarch64-unknown-none-softfloat
arm-linux-androideabi
arm-unknown-linux-gnueabi
arm-unknown-1linux-gnueabihf
arm-unknown-Tlinux-musleabi
arm-unknown-Tlinux-musleabihf
armebv7r-none-eabi
armebv7r-none-eabihf
armv5te-unknown-1l1inux-gnueabi
armv5te-unknown-Tl1inux-musleabii
armv7-linux-androideabi
armv7-unknown-1linux-gnueabsi
armv7-unknown-linux-gnueabihf
armv7-unknown-Tlinux-musleab
armv7-unknown-linux-musleabihf
armv7a—-none-eabi
armv7r-none-eabi
armv7r-none-eabihf
asmjs-unknown-emscripten
i1586-pc-windows-msvc
i586-unknown-1inux-gnu
i586-unknown-1linux-musl
i686-linux-android
1686-pc-windows-gnu
i1686-pc-windows-msvc
i686-unknown-freebsd
i686-unknown-1inux-gnu
i686-unknown-1inux-musl
mips-unknown-linux-gnu
mips-unknown-Tlinux-musl
mips64-unknown-1linux-gnuabi64
mips64-unknown-1linux-muslabi6c4
mips64el-unknown-1linux-gnuabi64

mips64el-unknown-1linux-muslabi64

mipsel-unknown-1linux-gnu
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mipsel-unknown-Tlinux-musl
nvptx64-nvidia-cuda
powerpc-unknown-1linux-gnu
powerpc64-unknown-1inux-gnu
powerpc64le-unknown-1inux-gnu
riscv32i-unknown-none-elf
riscv32imac-unknown-none-elf
riscv32imc-unknown-none-elf
riscve4gc-unknown-linux-gnu
riscve4gc-unknown-none-elf
riscv64imac-unknown-none-elf
s390x-unknown-1inux-gnu
sparc64-unknown-1linux-gnu
sparcv9-sun-solaris
thumbvém-none-eabii
thumbv7em-none-eabii
thumbv7em-none-eabihf
thumbv7m-none-eabii
thumbv7neon-linux-androideabs
thumbv7neon-unknown-1linux-gnueabihf
thumbv8m.base-none-eabi
thumbv8m.main-none-eabi
thumbv8m.main-none-eabihf
wasm32-unknown-emscripten
wasm32-unknown-unknown
wasm32-wasii
x86_64-apple-darwin
x86_64-apple-ios
x86_64-fortanix-unknown-sgx
x86_64-fuchsia
x86_64-1inux-android
x86_64-pc-windows-gnu
x86_64-pc-windows-msvc
x86_64-rumprun-netbsd
x86_64-sun-solaris
x86_64-unknown-cloudabi
x86_64-unknown-freebsd
x86_64-unknown-1linux-gnu (default)
x86_64-unknown-T1linux-gnux32
x86_64-unknown-1inux-musl
x86_64-unknown-netbsd
x86_64-unknown-redox
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If a custom target triple is not available for your platform, you must create a custom target
file that describes your target to rustc.

Keep in mind that it is required to use a nightly compiler to build the core library, which
must be done for a target unknown to rustc.

Deciding on a target triple

Many targets already have a known triple used to describe them, typically in the form ARCH-
VENDOR-SYS-ABI. You should aim to use the same triple that LLVM uses; however, it may
differ if you need to specify additional information to Rust that LLVM does not know about.
Although the triple is technically only for human use, it's important for it to be unique and
descriptive especially if the target will be upstreamed in the future.

The ARCH part is typically just the architecture name, except in the case of 32-bit ARM. For
example, you would probably use x86_64 for those processors, but specify the exact ARM
architecture version. Typical values might be armv7, armv5te, or thumbv7neon . Take alook

at the names of the built-in targets for inspiration.

The VENDOR part is optional and describes the manufacturer. Omitting this field is the same
as using unknown .

The SYS part describes the OS that is used. Typical values include win32, linux, and
darwin for desktop platforms. none is used for bare-metal usage.

The ABI part describes how the process starts up. eabi is used for bare metal, while gnu is
used for glibc, mus1 for musl, etc.

Now that you have a target triple, create a file with the name of the triple and a .json
extension. For example, a file describing armv7a-none-eabi would have the filename

armv7a-none-eabi.json.

Fill the target file

The target file must be valid JSON. There are two places where its contents are described:
Target, where every field is mandatory, and TargetOptions, where every field is optional.
All underscores are replaced with hyphens.

The recommended way is to base your target file on the specification of a built-in target
that's similar to your target system, then tweak it to match the properties of your target



system. To do so, use the command rustc +nightly -Z unstable-options --print
target-spec-json --target $SOME_SIMILAR_TARGET, using a target that's already built into
the compiler.

You can pretty much copy that output into your file. Start with a few modifications:

e Remove "is-builtin": true

e Fill 1lvm-target with the triple that LLVM expects

e Decide on a panicking strategy. A bare metal implementation will likely use "pan-ic-
strategy": "abort".If you decide notto abort on panicking, unless you tell Cargo to
per-project, you must define an eh_personality function.

e Configure atomics. Pick the first option that describes your target:

o | have a single-core processor, no threads, no interrupts, or any way for multiple
things to be happening in parallel: if you are sure that is the case, such as WASM
(for now), you may set "singlethread": true. This will configure LLVM to
convert all atomic operations to use their single threaded counterparts.
Incorrectly using this option may result in UB if using threads or interrupts.

o | have native atomic operations: set max-atomic-width to the biggest type in bits
that your target can operate on atomically. For example, many ARM cores have
32-bit atomic operations. You may set "max-atomic-width": 32 in that case.

o | have no native atomic operations, but | can emulate them myself: set max-
atomic-width to the highest number of bits that you can emulate up to 128, then
implement all of the atomic and sync functions expected by LLVM as #
[no_mangle] unsafe extern "C".These functions have been standardized by
gcc, so the gcc documentation may have more notes. Missing functions will cause
a linker error, while incorrectly implemented functions will possibly cause UB. For
example, if you have a single-core, single-thread processor with interrupts, you
can implement these functions to disable interrupts, perform the regular
operation, and then re-enable them.

o | have no native atomic operations: you'll have to do some unsafe work to
manually ensure synchronization in your code. You must set "max-atomic-
width": 0.

e Change the linker if integrating with an existing toolchain. For example, if you're using
a toolchain that uses a custom build of gcc, set "linker-flavor": "gcc" and linker
to the command name of your linker. If you require additional linker arguments, use
pre-link-args and post-link-args as SO:



"pre-link-args": {

"gcc": [
"-Wl,--as-needed",
"-Wl,-z,noexecstack",
"-m64"

s
"post-link-args": {
"gcc": [
"-Wl,--allow-multiple-definition",
"-Wl,--start-group,-lc,-lm,-1lgcc,-lstdc++,-lsupc++,-—end-group"

Ensure that the linker type is the key within link-args.

e Configure LLVM features. Run 1lc -march=ARCH -mattr=help where ARCH is the base
architecture (not including the version in the case of ARM) to list the available features
and their descriptions. If your target requires strict memory alignment access (e.g.

armv5te ), make sure that you enable strict-align.To enable a feature, place a
plus before it. Likewise, to disable a feature, place a minus before it. Features should
be comma separated like so: "features": "+soft-float,+neon. Note that this may
not be necessary if LLVM knows enough about your target based on the provided
triple and CPU.

e Configure the CPU that LLVM uses if you know it. This will enable CPU-specific
optimizations and features. At the top of the output of the command in the last step,
there is a list of known CPUs. If you know that you will be targeting a specific CPU, you
may set it in the cpu field in the JSON target file.

{ER BRI

—B{FE— B4, {RAJ8E Once you have a target specification file, you may refer
to it by its path or by its name (i.e. excluding .json) ifitis in the current directory orin
$RUST_TARGET_PATH .

Verify that it is readable by rustc:



) rustc --print cfg —-target foo.json # or just foo if in the current directory
debug_assertions
target_arch="arm"
target_endian="11ittle"
target_env=""
target_feature="mclass"
target_feature="v7"
target_has_atomic="16"
target_has_atomic="32"
target_has_atomic="8"
target_has_atomic="cas"
target_has_atomic="ptr"
target_os="none"
target_pointer_width="32"
target_vendor=""

Now, you finally get to use it Many resources have been recommending xargo Or cargo-
xbuild . However, its successor, cargo's build-std feature, has received a lot of work
recently and has quickly reached feature parity with the other options. As such, this guide
will only cover that option.

Start with a bare minimum no_std program. Now, run cargo build -Z build-std=core --
target foo.json, again using the above rules about referencing the path. Hopefully, you
should now have a binary in the target directory.

You may optionally configure cargo to always use your target. See the recommendations at
the end of the page about the smallest no_std program. However, you'll currently have to
use the flag -z build-std=core as that option is unstable.

Build additional built-in crates

When using cargo's build-std feature, you can choose which crates to compile in. By
default, when only passing -z build-std, std, core, and alloc are compiled. However,
you may want to exclude std when compiling for bare-metal. To do so, specify the crated
you'd like after build-std.For example, to include core and alloc, pass -Z build-

std=core,alloc.

Troubleshooting

language item required, but not found: EREPErsonatity

Either add "panic-strategy": "abort" to your target file, or define an eh_personality
function. Alternatively, tell Cargo to ignore it.



undefined reference to ISFiICEVALNCONpARSRaNONSHAES

Rust thinks that your target has atomic instructions, but LLVM doesn't. Go back to the step
about configuring atomics. You will need to reduce the number in max-atomic-width. See

#58500 for more details.

could not find §JAE in G0

Similar to the above case, Rust doesn't think that you have atomics. You must implement
them yourself or tell Rust that you have atomic instructions.

multiple definition of ((Sonething)

You're likely linking your Rust program with code built from another language, and the
other language includes compiler built-ins that Rust also creates. To fix this, you'll need to
tell your linker to allow multiple definitions. If using gcc, you may add:

"post-link-args": {
"gCC" . [
"-Wl,--allow-multiple-definition"

]

error adding symbols: file format not recognized

Switch to cargo's build-std feature and update your compiler. This was a bug introduced
for a few compiler builds that tried to pass in internal Rust object to an external linker.



