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¢ https://aws.amazon.com/cn/blogs/china/aws-iot-series-1/

F R cafIFhiH
1 mkdir cert
2 cd cert
3 openssl genrsa -out CA_Private.key 2048
4

openssl req -x509 -new -nodes -key CA_Private.key -sha256 -days 3650 -out CA_Certificate.pem
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1 aus iot get-registration-code

2 q

3 "registrationCode": "c0700df329cedx68def@c7385c83709b4dan75"
4| }
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openssl genrsa -out Verification_Private.key 2048

openssl req -new -key Verification_Private.key -out Verification.csr

# Organization Name (eg, company) []:
# Organizational Unit Name (eg, section)
# Common Name (e.g. server FQDN or YOUR name) []: XXXXXREGISTRATIONCODEXXXXX
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1 openssl x509 -req -in Verification.csr -CA CA_Certificate.pem -CAkey CA_Private.key -CAcreateserial -out Verification.crt -days 3650 -sha2be
S\ cafEIES
1 aws iot register-ca-certificate --ca-certificate file://CA_Certificate.pem --verification-certificate file://Verification.crt --set-as-active --allow-auto-registration
2 q
3 "certificateArn”: "arn:aws-cn:iot:cn-north-1:037047667284:cacert/6713ebat9c20cddc742fb91207216ecdda87bf0fOb719e49c28fede72e87e6e6",
4 "certificateId": "6713ebaf9c20cddc742fb91207216ecdda87bfofob719e49c28fede72e87e6e6"
5 1}



CA certificate registrations (1) infe c Actions ¥

The certificate authority (CA) certificates registered with Amazon loT. Amazon loT uses CA certificates to verify the cownership of certificates. To use device certificates signed by a CA that's not Amazon's CA, the CA's certificate must be registered with Amazon loT so that
we can verify the device certificate’s ownership:

Q, Find CA certificate registrations {1 > @
] CA certificate ID v Mode v | Status v | Automatic registration ¥ Created v
] 6713ebaf9c20cddc742fb912072 16ecddaB7bfOf0b7 19e49c2B8fede7 2e87e6eh Single-account (@) Active ) On December 05, 2023, 00:03:49 I'L,TrC+D gpllgj WO
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1
2

openssl genrsa -out Device.key 2048
openssl req -new -key Device.key -out Device_Certificate.csr

(ERRca& RIRTFIUED

1 openssl x509 -req -in Device_Certificate.csr -CA CA_Certificate.pem -CAkey CA_Private.key -CAcreateserial -out Device_Certificate.crt -days 3650 -sha25e6
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Certificate

© Auto-generate new certificate (recommended) (O Create certificate with certificate signing request
Generate a new certificate, public key, and private key (CSR)
using Amazon loT's certificate authority and register it

Upload your own certificate signing request (CSR) file to
with Amazon loT. :

create and register a certificate that's based on a private
key you own

Certificate status

Assign the initial state of the new certificate. The certificate must be active before it can be used to connect to Amazon loT. You can change
its status later in the certificate's detail page.

© Inactive
A device won't be able to connect to Amazon Web Services using this certificate umntil it's activated.

() Active

A device will be able to connect to Amazon Web Services using this certificate immediately after you create it.
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o JEMERIEGARZSSI“PENDING_ACTIVATION, BERERAIRFIUEBEEMINEM, ERECTHFEFRNEIORE. BN, XMNEENERIASEK—KBREE] AWS loT Core B MQTT Topic
“$aws/events/certificates/registered/” L, 1&=La0T

1

2 "certificateId": "<certificateID>",

3 "caCertificateld": "<caCertificateId>",

4 "timestamp”: "<timestamp>",

5 "certificateStatus": "PENDING_ACTIVATION",

6 "awsAccountId": "<awsAccountId>",

7 "certificateRegistrationTimestamp": "<certificateRegistrationTimestamp>"
8 1
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o BUEIED

1 var AWS = require('aws-sdk');
2
3 exports.handler = function (event, context, callback) {
4
>/ IRELEEEREEA, FEcertificateARN—LithE,
6 var region = "cn-north-1";
7 var accountId = event.awsAccountId.toString().trim();
8 var iot = new AWS.Iot({
9 'region': region,
16 apiVersion: '2015-05-28'
11 }s
12
13 var certificateId = event.certificateld.toString().trim();
14
150 ke S A B topic SRR
16 var topicName = "JITR/test’;
17 var certificateARN = “arn:aws-cn:iot:${region}:${accountlId}:cert/${certificateld} ;
18 var policyName = "Policy ${certificateId} ;
19
20 ERPoLicy HIRFIRIR, FHFLoTIREIERE, 75, 1TSS HE
21 var policy = {
22 "Version": "2012-10-17",
23 "Statement": [
24 (
25 "Action": [
26 "iot:Publish”,
27 "iot:Subscribe",
28 "iot:Connect",
29 "iot:Receive"
30 1,
31 "Effect": "Allow",
32 "Resource": [
33 waen
34 ]
35 }
36 ]
37 }s
38
39 //Bl#EpPolicy
40 iot.createPolicy({
41 policyDocument: JSON.stringify(policy),
42 policyName: policyName
43 }, (err, data) => {
44

//Ignore if the policy already exists
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if (err & (!err.code || err.code
console.log(err);
callback(err, data);
return;

}

console.log(data);

//BiIPoLicy FREFUEB L
iot.attachPrincipalPolicy({
policyName: policyName,

principal: certificateARN
}, (err, data) => {

I== 'ResourceAlreadyExistsException')) {

//Ignore if the policy 1is already attached

if (err && (l!err.code || err.code !== 'ResourceAlreadyExistsException')) {

console.log(err);
callback(err, data);
return;

}

console.log(data);

// BEIEB
iot.updateCertificate({
certificateId: certificateld,
newStatus: 'ACTIVE'
}, (err, data) => {
if (err) {
console.log(err, err.stack);
callback(err, data);
} else {
console.log(data);

callback(null, "Success, created, attached policy and activated the certificate

1)
})s

})s

fef=HlaiTiRitca

+ certificateld);



Subscribe to a topic Publish to a topic

Topic filter  Info

The topic filter describes the topic(s) to which you want to subscribe. The topic filter can include MOQTT wildcard characters.

Saws/events/certificates/registered/6713ebaf9c20cddc742fb91207216ecdda87bfOf0b7 19249c28fede72e87e 696|

¢ Additional configuration

DM @znaojiewl0
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Fec2_ETFEmosquitto
1 sudo wget http://download.opensuse.org/repositories/home:/oojah:/mqtt/Cent0S_Cent0S-7/home:oojah:mgtt.repo -0 /etc/yum.repos.d/mqtt.repo
2 sudo yum install mosquitto mosquitto-clients -y
3
& R LB SRATIHRICHRBIHAR, BT - - skip-broken B T—iBAIE
5

sudo yum install mosquitto mosquitto-clients -y --skip-broken

St
1 cd cert
2

cat Device_Certificate.crt CA_Certificate.pem > Device_CA_Certificate.crt

RMAER, EEREN

1 mosquitto_pub --cafile root-CA.crt --cert Device_CA _Certificate.crt --key Device.key -h XXXXXXXXXXXXXX.iot.cn-north-1.amazonaws.com.cn -p 8883 -gq 1 -t JITR/test -i anyclientID --tls-ve
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Certificates i

X.509 certificates authenticate device and client conneciions. Certificates must be registered with Amazon loT and activated before a device or client can communicate with Amazon loT,

Certificates Certificates you've transferred
Certificates (1/1) = Actions ¥
Q. Find certificates | A
Certificate ID v | Status v Created
S5ba73d379584573f88bacbeafocd477c2b726994f1a07eb6c2774bc1157676c0f @ﬂct'we December 05, 2023, 00:28:25 (UTC+08:00) CSDN @zhanjiewl0
L) '| _I_u-lf;lJ ...-':..I..?._

KEkadmintl R (iotthehg) ERRIER
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/cert # mosquitto_pub ——cafile AmazonRootCAl.pem ——cert Device_CA_Certificate.crt ——key Device.key —h alzwdkk9p5@qtr.ats.iot.cn—north-l.amazonaws.com.cn -p 8883 —-gq 1 -t test

i DEE1l —tls-version tlsvl.2 -m "Hello" -—d

Client D@81 sending CONNECT

Client DBO1 received CONNACK (@)

Client DOO1 sending PUBLISH (d@, ql, r®, ml, 'test', ... (5 bytes))
Client DO@1 received PUBACK (Mid: 1, RC:0)

Client DOO1 sending DISCONNECT CSDMN ®zhao

L T EEE R
mosquitto_sub --cafile AmazonRootCAl.pem --cert 94505e987e73a5b0e380bb25a68beald9874d741b3907cdefOba903eeef6d9049-certificate.pem.crt --key 94505e987e73a5b
0e380bb25a68beal9874d741b3907cdefOba903eeef6d9049-private.pem.key -h alzwdkk9p50qtr.ats.iot.cn-north-1.amazonaws.com.cn -p 8883 -q © -t sensor -d

EHla1TiRtestidtopic, RINKEER

¥ test December 05, 2023, 00:30:45 (UTC+0800)

() Message cannot be displayed in specified format.

Hello
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# mosquitto_sub --cafile AmazonRootCAl.pem --cert Device_CA_Certificate.crt --key Device.key -h alzwdkk9p5@qtr.ats.iot.cn-north-1.amazonaws.com.cn -p 8883 -q 1 -t sensor
s/switch/livingroom/open -i bubble --tls-version tlsvl.2 -d

Client bubble sending CONNECT

Client bubble received CONNACK (©)

Client bubble sending SUBSCRIBE (Mid: 1, Topic: sensors/switch/livingroom/open, QoS: 1, Options: 0x00)

Client bubble received SUBACK

Subscribed (mid: 1): 1

Client bubble sending PINGREQ

Client bubble received PINGRESP
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Attributes Certificates Thing groups Device Shadows Activity Packages and versions | Jobs | Alarms Defender metrics

Activity (2) Info ‘ Clear | MQTT test client [

Lists the most recent MQTT messages related to Device Shadow activity since you cpened the thing
details page. To see more messages related to this activity, choose the MQTT test client button.

v Subscribed December 05, 2023, 00:42:39 (UTC+08:00)

Saws/events/subscriptions fsubscribed /bubble

"clientId": “"bubble™,

"timestamp”: 1781788155322,

"eventType": "subscribed",

"sessionIdentifier": "Beff@205-1132-4374-b3b8-2ba2b2681457",

"principalldentifier”: "Sba73d379584573f88bacbeatecd477c2b726804F1a0872602774bec1157676caF",
"toplcs": [

"sensors/switch/livingroom/open”

v Connected December 05, 2023, 00:42:39 (UTC+08:00)

taws/events/presence fconnected,/bubble

"clientId": "bubble”,

"timestamp": 1781788152286,

"eventType": "connected”,

"sessionIdentifier": "Beff@295-f132-4374-b3bB-ehaz2b2881457",
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Subscribe to a topic Publish to a topic

Topic name
The topic name identifies the message. The message payload will be published to this topic with a Quality of Service (QoS) of 0.

Q, sensors/switch/livingroom/open

Message payload
{

"message™; "Hello from Amazon loT console”

}
y:

P Additional configuration

CSDN @zhaojiewl0
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Client bubble receiv;d PIMGRESP
Client bubble received PUBLISH (d0, @, r®, m@, 'sensors/switch/livingroom/open’', ... (U8 bytes))

{

"message”: "Hello from Amazon IoT console”

W l CSDMN @zhaojiewl
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